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[bookmark: _Toc114825061]* * * First Change * * * *
[bookmark: _Toc138238573]8.23.X	Procedure for CAPIF to revert to the default value when token is invalidated in the case AEF is steteful
Figure 8.23.X-1 illustrates the procedure for reverting to the default value when token is invalidated.
Pre-conditions:
1.	The API invoker is authenticated and authorized to use the service API.
2.	The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API.
3.	Authorization details of the AEF are available with the CAPIF core function.
[image: ]4.   The AEF can check the NF state at first use of token and store this state in a AEF’s repository.
Figure 8.23.X-1: Procedure for revoking API invoker authorization initiated by CAPIF core function
Procedure
1.	The AEF triggers the revocation of the API invoker authorization.
2.	The AEF sends revoke API invoker authorization request to the CAPIF core function with the details of the API invoker and the service API.
3.	Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CAPIF core function invalidates the API invoker authorization corresponding to the service API.
4.	The CAPIF core function sends a revoke API invoker authorization response to the AEF. 
5.	Upon successful revocation of API invoker authorization corresponding to the service API at the CAPIF core function, the AEF invalidates the API invoker authorization corresponding to the service API. 
5a  AEF checks repository to determine the state it was in when the initial token was used and reverts to the default value.
6.	The CAPIF core function sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.
* * * Next Change * * * *
8.23.X.2	Procedure for CAPIF to revert to the default value when token is invalidated in the case AEF is steteless
Figure 8.23.X-2 illustrates the procedure for reverting to the default value when token is invalidated.
Pre-conditions:
1.	The API invoker is authenticated and authorized to use the service API.
2.	The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API.
3.	Authorization details of the AEF are available with the CAPIF core function.
4.   A separate function is required to track valid tokens and trigger state reversal.

[image: ]
Figure 8.23.X.2-1: Procedure for revoking API invoker authorization initiated by CAPIF core function
Procedure
1.	The AEF triggers the revocation of the API invoker authorization.
2.	The AEF sends revoke API invoker authorization request to the CAPIF core function with the details of the API invoker and the service API.
3.	Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CAPIF core function invalidates the API invoker authorization corresponding to the service API.
4.	The CAPIF core function sends a revoke API invoker authorization response to the AEF. 
5.	Upon successful revocation of API invoker authorization corresponding to the service API at the CAPIF core function, the AEF invalidates the API invoker authorization corresponding to the service API. 
5a  A separate function induce AEF to reset NF or call NF directly to reverse the state to the given default.
6.	The CAPIF core function sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.

* * * End of Change * * * *
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