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Abstract: For authentication of EEC by ECS, currently, in TS 33.558 captures the following Note's in clause 6.2 and clause 6.3 respectively.

NOTE 2:	If only server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the ECS.
NOTE 2:	If only Server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the EES.
SA6 need to consider the case where only service side certificate-based TLS authentication is performed and capture the specified NOTE in the SA3 TS 33.558 appropriately in TS 23.558.
Discussion
SA3 concluded to support only server side authentication in case if there is no common mutual authentication method supported, as to serve the EEC/UE. The following excerpts from TS 33.558 shows the changes respectively (highlighted):
--------Snip (TS 33.558)---------[bookmark: _Toc122346134]6.2	Authentication and authorization between EEC and ECS
The ECS shall be configured with the information of authorization methods (token-based authorization or local authorization) used by EESes.
Authentication between EEC and ECS shall be done during the execution of the TLS handshake protocol. Server side certificate-based TLS authentication shall be supported. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
NOTE 1: 	Usage of application layer solutions for EEC authentication is left to implementation.
NOTE 2:	If only server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the ECS.


------Snip (TS 33.558)------
[bookmark: _Toc122346135]6.3	Authentication and authorization between EEC and EES
Authentication between EEC and EES shall be done during the execution of the TLS handshake protocol. Server side certificate-based TLS authentication shall be supported. Details of the authentication method (e.g., TLS certificates, usage of AKMA [11] or GBA [12] as methods to arrange the PSK for TLS) are out of scope of the present document. 
NOTE 1: 	Usage of application layer solutions for EEC authentication is left to implementation.
NOTE 2:	If only server side certificate-based TLS authentication is performed, it is left to implementation on which information within a service procedure and services will be provided by the EES.











Observation:
If only server side authentication is performed, then SA3 identified that it is required to restrict the information provided to the unauthenticated EEC.  
In SA6 TS 23.558, the procedure for example 8.3.3.2.2 Request-response model and 8.4.2.2.2 EEC registration the pre-requisite assumes for the EEC to be authenticated and authorized to request for the service. As of now with SA3 progress there is a chance that only server side authentication is performed, in such cases it won’t be desirable to send UE specific information (like Security Credential) and services.
As in TS 23.558 we already have the details on Information Elements (IEs) to be included in service response, it is under SA6 remit to identify the IEs which shall not be provided to an unauthenticated UE/EEC. As of now, following is one such IE (highlighted) which shall not be provided to the unauthenticated UE/EEC:

-------Snip(TS 23.558)-------

Table 8.3.3.3.3-2: EDN configuration information
	Information element
	Status
	Description

	EDN connection information (NOTE 1)
	M 
	Information required by the UE to establish connection with the EDN.

	> DNN/APN
	M
	Data Network Name/Access Point Name

	> S-NSSAI
	O
	Network Slice information

	> EDN Topological Service Area
	O 
	The EDN serves UEs that are connected to the Core Network from one of the cells included in this service area. See possible formats in Table 8.2.7-1.

	List of EESs
	M
	List of EESs of the EDN.

	> EESID 
	M
	The identifier of the EES

	> EES Endpoint 
	M
	The endpoint address (e.g. URI, IP address) of the EES

	> EASIDs (NOTE 2)
	O
	List of EASID registered or expected to be registered with the EES.

	> Application Group ID list
	O
	List of Application Group IDs associated with EAS 

	>> List of EAS bundle information
	O
	List of EAS bundles to which the EAS belongs and related bundling requirements.

	>>> Bundle ID or list of EASID
	M
	A list of EASIDs or a bundle ID as described in clause 7.2.10. 

	> Instantiable EAS information
	O
	The EAS instantiation status per EASID (e.g. instantiated, instantiable but not be instantiated yet)

	>> Instantiation criteria (NOTE 3)
	O
	The criteria upon which EAS can be instantiated (e.g. based on specific date and time).

	> ECSP ID
	O
	The identifier of the ECSP that provides the EES. 

	> EES Topological Service Area
	O
	The EES serves UEs that are connected to the Core Network from one of the cells included in this service area. EECs in UEs that are located outside this area shall not be served. See possible formats in Table 8.2.7-1. 

	> EES Geographical Service Area
	O
	The area being served by the EES in Geographical values (as specified in clause 7.3.3.3)

	> List of EES DNAI(s)
	O
	DNAI(s) associated with the EES/EAS. This IE is used as Potential Locations of Applications in clause 5.6.7 of 3GPP TS 23.501 [2].

	> EES Service continuity support
	O
	Indicates if the EES supports service continuity or not. This IE also indicates which ACR scenarios are supported by the EES.

	> EEC registration configuration
	M
	Indicates whether the EEC is required to register on the EES to use edge services or not.

	> Security Credential 
	O
	Indicates the security credential sent by the ECS. The security credential is used by EEC to communicate with the EES as specified in 3GPP TS 33.558 [23], clause 6.2.

	Lifetime
	O
	Time duration for which the EDN configuration information is valid and supposed to be cached in the EEC.

	NOTE 1:	If the UE is provisioned or pre-configured with URSP rules by the HPLMN or serving SNPN, the UE handles the precedence between EDN connection info and URSP rules as defined in 3GPP TS 23.503 [12] clause 6.1.2.2.1. EDN connection info is considered to be part of UE Local Configurations. 
NOTE 2:	EAS information is limited to the EEC requested applications. If no AC profiles were present in the service provisioning request, the EAS information is subject to the ECSP policy (e.g. no EAS information or a subset of EAS information related to the EES).
NOTE 3:	"Instantiation criteria" IE shall be present only when the value of "Instantiable EAS information" IE is "instantiable but not be instantiated yet".




An unauthenticated UE/EEC shall not be provided with the security credential (access token as specified in TS 33.558) and even if it is implementation decision, 3GPP cannot allow sending the security parameter to an unauthenticated UE. Therefore, it is essential to specify that an unauthenticated UE/EEC shall not be provided with the security credential (in TS 23.558) to avoid implementation ambiguity that leads to serious security vulnerability.
Proposal:
[bookmark: _GoBack]It is proposed to approve S6-232893 to clearly specify that in case of an unauthenticated UE/EEC (only server side certificate based authentication) some of the information within a service procedure (for example, UE specific information like Security Credential) and services cannot be provided to the EEC as specified in 3GPP TS 33.558. Unambiguously specify that unauthenticated UE/EEC shall not be provided with the security credential as part of EDN configuration information.

