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[bookmark: _Toc138238385]4.17	Resource owner-aware northbound API invocation
[bookmark: _Toc138238386]4.17.1	Introduction
This subclause specifies requirements related to the resource owner-aware northbound API invocation. In the current release, the scope of API invoker on a UE in Resource owner-aware northbound API access is limited to accessing its own resources only, i.e., resource owner is a user of the UE hosting the API invoker that can authorize the API access.
[bookmark: _Toc138238397]	* * * Next Change * * * *	
6.2.3	Functional model description to support RNAA
Figure 6.2.3-1 shows the architectural model for the RNAA which allows the resource owner to provide authorization to the API invocation.


Figure 6.2.3-1: High level functional architecture for CAPIF supporting RNAA
The resource owner client(s) are application clients used by resource owners of the API provider domain's service provider. The authorization function is an internal entity of the CAPIF core function.
The resource owner client(s) interacts with the authorization function in the CAPIF core function via CAPIF-8. The resource owner communicates with the authorization function in the CAPIF core function to manageprovide and revoke resource owner consent. The resource owner interactions are supported via a resource owner client, which is a client-side entity.
The API exposing function (e.g. NEF, SCEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function in the CAPIF core function via CAPIF-3. The API exposing function can retrieve the resource owner consent parameters from the authorization function. 
NOTE 1:	RNAA is supported for both 4G and 5G network.
The API invoker interacts with authorization function in the CAPIF core function via CAPIF-1/CAPIF-1e.
NOTE 2:	In the current release, 3rd party API providers (i.e., API providers outside the PLMN trust domain) are not supported for RNAA.
The security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [12].
Editor's Note:	Security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are FFS in SA3. 
[bookmark: _Toc138238423]	* * * Next Change * * * *	
6.4.16	Reference point CAPIF-8 (between the CAPIF core function and the resource owner client)
The CAPIF-8 reference point exists between the CAPIF core function and the resource owner client. How the resource access authorization is managed via CAPIF-8 is out of scope of 3GPP.
The CAPIF-8 reference point supports:
-	Providing authorization for resource access; and
-	Managing and revoking the provided authorization.
Editor's note:	The capabilities supported by the resource owner client and CAPIF-8 needs to be aligned with the SA3 specification.
	* * * END of Change * * * *	
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