	
SA WG6 Meeting #57	S6-232815
Xiamen, China, 9th – 13th October 2023	(revision of S6-23xxxx)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	 23.542
	CR
	[bookmark: _GoBack]0030
	rev
	-
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Get the PINE service

	
	

	Source to WG:
	vivo

	Source to TSG:
	S6

	
	

	Work item code:
	PINAPP
	
	Date:
	2023-09-24

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	How to get the service that PINE can provide is unclear. For now, only in section 8.5.8.2.1 that PINE join into a PIN that can state the PINE service.

The PEMC can always receive the PINE service that during the registration procedure. But how to PIN server to get this is missing. 

Firstly, during the PINE registration, that the PINE can provide the service that it can support to PEMC or PIN server. 

Another way is, during the PIN create, if the PINE has already been registered into PEMC, that the PEMC can send the service to PIN server.


	
	

	Summary of change:
	Add PINE service to some of the procedure to let the PIN server to know. 

	
	

	Consequences if not approved:
	It is unclear how to PIN server to know the service that PINE can provide.

	
	

	Clauses affected:
	8.5.2.2.1, 8.5.2.3.2, 8.4.2.3.2, 8.4.2.3.6, 8.5.8.2.4, 8.5.8.3.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




* * * Start of Change 1 * * *

8.5.2.2.1	PIN creation procedure
Figure 8.5.2.2.1-1 illustrates PIN creation procedure based on request/response model.
Pre-conditions:
1.	The UE or PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The UE Identifier or PIN client Identifier is available;
3.	The UE or PINE has already been registered in PIN server;
4.	The UE or PINE has been authorized to communicate with the PIN server;
5.	PINE 1 is assigned the role of PEMC by PIN server and PINE-2 is the PEGC of the PIN;

 
Figure 8.5.2.2.1-1: PIN creation procedure
1.	The PEMC sends a PIN creation request to the PIN server in order to create a PIN. The PIN creation request includes the security credentials of the UE or PINE-1 received during authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information. 
The PEMC can request to create a PIN including the details of other PIN elements (list of PINEs) that has already established connection with it. The details of the PIN elements could be for example, UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN including itself. 
In order to save the procedure of several PEMCs to be involved into the certain PIN as individual PEMC, the PEMC can have the additional PEMC GPSIs/PIN client ID in the PIN create request, to indicate additional PEMCs that are allowed to manage the PIN. This procedure doesn’t have conflict with that other PEMC requests to join the certain PIN and becomes PEMC separately.
NOTE 1:	For a certain PIN, only one PEMC at a time can be assigned with primary role and other PEMCs if any are assigned with secondary role. 
The request also includes service that PINE can provide. In the request, both the service that PIN client in PINE can provide and the service that application client on PINE can provide. 
2.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PEMC (PINE 1) has authorization to perform the PIN creation operation. 
3.	The PIN server sends a successful PIN creation response to PEMC, which includes a newly assigned PIN ID to indicate the PIN. It also includes the list of PIN elements and their identifier which are authorized and made as member of the newly created PIN if the PIN creation request contains the list of PIN elements to be included in the PIN. 
If the PIN creation request fails, the PIN server should give the failure response indicating the cause of PIN creation request failure.
The member of newly created PIN may include PEMC and (optional) the list of PIN elements which are authorized to be added into the PIN by PIN server.
If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PIN server indicates the PEMC to be the PEGC. The PEMC who has already had the role of PEMC can also has the role of PEGC.
The PIN server may determine the list of candidates PEGCs for this PIN according to the gateway capability provided by PINE during PINE registration procedure. Only the PINE that has the capability of gateway can be selected as the PEGCs for this PIN. 
If no PEGCs are available for this PIN, the PIN server initiates PIN create response with PIN creation failure to PEMC. 
NOTE 2:	The PEMC may validate if the PEGCs provided by the PIN server are available at the PINE by performing the PEGC discovery procedure as described in clause 8.9.2.1.5. 
If the one or more PEGCs are indicated in the PIN creation response, the PIN server indicates the PIN client ID/GPSI of one PINE to be the PEGC. Also, the assigned IP address or port number is delivered in the PIN creation response to PEMC. And, the PIN Server also sends the PEGC information about access control in the response, including: 
-	Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN;
The PIN server or PEMC can decide the access control information in certain PEGC.
-	If the access control information decided by PIN server, the PIN server sends the access control information to PEMC via PIN creation response. And the PEMC delivers the access control information to PEGC via PIN creation notification request.
-	If the access control information decided by PEMC, the PEMC delivers the access control information to PEGC via PIN creation notification request.
It is possible for PIN server to indicate several devices as PEGCs in a PIN. And it is possible for PIN server to indicate the PEGC and PEMC is the same device in a PIN.
4a-4c.	[Optional] If the PIN creation response contains the list of PIN elements, the PEMC generates the PIN creation notification request to individual PINEs based on the list received in step 3. This notification request includes the PIN ID of the newly created PIN and also contains an indication that the PIN element is made the member of the newly created PIN. 
During this step, the PEMC may distribute the Access control information to PINE, to be used by PIN elements in PIN to access 5G or access other application outside of PIN.
5a-5c. [Optional] The individual PIN elements sends the PIN creation notification response to acknowledge the receipt of the notification. The PIN elements receiving the PIN creation notification request with joined indication shall not join the PIN by issuing the PIN join request since they are already made as the member of the PIN.
After the procedure above, the PINE-1 (PEMC) creates a PIN with PEGC (PINE-2) and other accepted PIN elements in PIN. 

* * * Start of Change 2 * * *

8.5.2.3.2	PIN creation request
Table 8.5.2.3.2-1 describes information elements in the PIN creation request from the PINE/PEGC to the PIN server. 
Table 8.5.2.3.2-1: PIN creation request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PEMC

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client profile(s)
	O
	Profiles of PIN clients. The PIN client profiles are further described in Table 8.2.2.3. 

	UE location
	O
	The location information of the UE. The UE location is described in clause 7.2.7. 

	Lists of PINEs
	O
	The PINEs that has already communicated with PEMC directly, and intend to add these PINE into PIN. 

	Additional PEMCs
	O
	Indicate additional PEMCs that are allowed to manage the PIN. 

	Services that PINE provide
	O
	Both the service that PIN client in PINE can provide and the service that application client on PINE can provide.



* * * Start of Change 3 * * *

[bookmark: _Toc146206968]8.4.2.3.2	PINE Registration request
Table 8.4.2.3.2-1 describes information elements in the PINE Registration request from the PINE (including PEMC, PEGC, PINEs) to the PIN server. 
Table 8.4.2.3.2-1: PINE Registration request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) of PINE/PEMC/PEGC

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	MAC address
	O
	MAC address of the requested PINEs. 

	Vendor name 
	O
	The vendor name of the PINE

	Device description
	O
	Description of the device. 

	PINE Address
	O
	The IP address of PINE, if available. 

	Port number
	M
	Port number of PIN client on PINE/PEMC/PEGC to support PIN enabler layer communication.

The port number is the port used by a PINE to expose a service within the PIN.

	PINE Capabilities
	O
	Identify whether the PINE is capable of becoming a PEMC, a PEGC or both.

	> Maximum number of PINEs (see NOTE)
	O
	Indicates the maximum number of PINE that can be managed by the PEMC or PEGC

	Services that PINE provide
	O
	Both the service that PIN client in PINE can provide and the service that application client on PINE can provide.

	NOTE:	Only present if PINE Capabilities is present.



* * * Start of Change 4 * * *

[bookmark: _Toc146206972]8.4.2.3.6	PINE update registration request
Table 8.4.2.3.6-1 describes information elements in the PINE update registration request from the PINE (including PEMC, PEGC, PINEs) to the PIN server. 
Table 8.4.2.3.6-1: PINE update registration request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) of PINE/PEMC/PEGC

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	MAC address
	O
	MAC address of the requested PINEs. 

	Vendor name 
	O
	The vendor name of the PINE

	Device description
	O
	Give the description of the device. 

	PINE Address
	O
	The IP address of PINE, if available. 

	Port number
	M
	Port number of PIN client on PINE/PEMC/PEGC to support PIN enabler layer communication.

The port number is the port used by a PINE to expose a service within the PIN.

	PINE Capabilities
	O
	Identify whether the PINE is capable of becoming a PEMC, a PEGC or both.

	> Maximum number of PINEs (see NOTE)
	O
	Indicates the maximum number of PINE that can be managed by the PEMC or PEGC

	Services that PINE provide
	O
	Both the service that PIN client in PINE can provide and the service that application client on PINE can provide.

	NOTE:	Only present if PINE Capabilities is present.



* * * Start of Change 5 * * *

[bookmark: _Toc146207019]8.5.8.2.4	PINE join into PIN via PEGC 
The PINE joins the PIN via the PEGC is depicted in Figure 8.5.8.2.4-1.
 Pre-conditions:
1.	The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The PINE already establishes the connection with PEGC;
3.	The PIN information to join is available at the PINE via e.g., PIN discovery procedure.


Figure 8.5.8.2.4-1: PINE join into PIN via PEGC
1.	The PINE sends PIN Management PINE join into PIN request to the PEGC. The PIN Management PINE join into PIN request contains the PIN ID which identifies the PIN to join, PINE client ID and credentials if available, PEMC identity/PIN server address. 
The request also includes service that PINE can provide. In the request, both the service that PIN client in PINE can provide and the service that application client on PINE can provide.
2.	The PEGC identifies the received message is the PIN Management PINE join into PIN request and perform the authorization. If authorized, the PEGC determines to forward the PIN Management PINE join into PIN request to the PEMC or the PIN server. 
If authorization in PEGC is failed, directly skip to step 6.
The PEGC can decide to perform either Option 1 (from step 3a to step 3b) or Option 2 (from step 4a to step 4d). If direct communication between PEGC and PEMC always available, the PEGC performs Option 1.
3.	(Option 1, step 3a and step 3b) The PEGC forwards the PIN Management PINE join into PIN request to the PEMC in step 3a, based on the PEMC identity in step 1 or by resolving the PIN ID. The PEMC authorized the PINE to join the PIN, and returns the PIN Management PINE join into PIN response to the PEGC in step 3b. 
4.	(Option 2, from step 4a to step 4d) The PEGC forwards the PIN Management PINE join into PIN request to the PIN server in step 4a based on the PIN server address in step 1 or by resolving the PIN ID. The PIN server forwards the PIN Management PINE join into PIN request to the PEMC in step 4b, and the PEMC authorized the PINE to join the PIN, and returns the PIN Management PINE join into PIN response to the PIN server in step 4c. Further the PIN server return the PIN server to the PEGC in step 4d.
5.	After the join, the PEMC update the PIN and may notify other entities (e.g., existing joined members, PIN server). The PEMC triggers the PIN status notify to PEGC/PINE as indicated in step 5-6 of procedure Figure 8.5.8.2.2-1. 
6.	The PEGC return the PIN Management PINE join into PIN response to the PINE.
If authorization in PEGC is failed, PEGC generates the PIN Management PINE join into PIN response to the PINE for the authorization failure.


* * * Start of Change 6 * * *

[bookmark: _Toc146207023]8.5.8.3.2	PIN Management PINE join into PIN request
Table 8.5.8.3.2-1 describes information elements in the PIN Management PINE join into PIN request from the PINE to PEMC, from PINE to PEGC, from PEGC to PEMC, from PIN server to PEMC. 
Table 8.5.8.3.2-1: PIN Management PINE join into PIN request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the PIN that wants to join in.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client ID
	M
	The PIN client ID of PINE

	PEMC ID
	O
	Identifier of the PEMC that PEGC should send request to.

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PEMC

	PIN client profile(s)
	O
	Profiles of PIN clients. The PIN client profiles are further described in Table 8.2.2.3. 

	PIN server endpoint information
	O
	Includes URI(s), FQDN(s), IP address(es)) of PIN server.

	UE location
	O
	The location information of the UE. The UE location is described in clause 7.2.7. 

	Services that PINE provide
	O
	Both the service that PIN client in PINE can provide and the service that application client on PINE can provide.





* * * End of Change * * *
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