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[bookmark: _Toc114825061]* * * First Change * * * *
[bookmark: _Toc131085356]6.2.3	Functional model description to support RNAA
Figure 6.2.3-1 shows the architectural model for the RNAA which allows the resource owner to provide authorization to the API invocation.



Figure 6.2.3-1: High level functional architecture for CAPIF supporting RNAA
The resource owner client(s) are application clients used by resource owners of the API provider domain's service provider. The authorization function is an internal entity of the CAPIF core function.
The resource owner client(s) interacts with the authorization function in the CAPIF core function via CAPIF-8. The resource owner communicates with the authorization function in the CAPIF core function to provide and revoke resource owner consent. The resource owner interactions are supported via a resource owner client, which is a client-side entity.
The API exposing function (e.g NEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the authorization function in the CAPIF core function via CAPIF-39. The API exposing function can retrieve the resource owner consent parameters from .the authorization function. 
The API invoker interacts with authorization function in the CAPIF core function via CAPIF-10/CAPIF-10e.
NOTE:	In the current release, 3rd party API providers (i.e., API providers outside the PLMN trust domain) are not supported for RNAA.
Editor's Note:	Security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are FFS in SA3. 
* * * Next Change * * * *
[bookmark: _Toc131085364]6.3.7	Authorization function
The authorization function consists of the following capabilities:
-	Receiving authorization from the resourse owner client; and
-	Providing the API invoker with the authorization information which is needed to access the resource owner’s resources.
NOTE:	In the current release, the authorization function is an internal entity of the CAPIF core function.
Editor's note:	The capabilities supported by the authorization function needs to be aligned with the SA3 specification.
[bookmark: _Toc131085365]6.3.8	Resource owner client
The resource owner client consists of the following capabilities:
-	Providing authorization for resource access; and.
-	Managing and revoking authorization for resource access.
[bookmark: _Hlk135732892]Editor's note:	The capabilities supported by the resource owner client needs to be aligned with the SA3 specification.
* * * Next Change * * * *
[bookmark: _Toc131085368][bookmark: _Toc131085381]6.4.2	Reference point CAPIF-1 (between the API invoker and the CAPIF core function)
The CAPIF-1 reference point, which exists between the API invoker and the CAPIF core function, is used for the API invoker within the PLMN trust domain to discover service APIs, to authenticate and to get authorization.
The CAPIF-1 reference point supports:
-	Onboarding the new API invokers and offboarding API invokers;
-	Authenticating the API invoker based on the identity and credentials of the API invoker;
-	Mutual authentication between the API invoker and the CAPIF core function;
-	Providing authorization for the API invoker prior to accessing the service API;
-	Providing authorization for the API invoker based on RNAA; and 
-	Discovering the service APIs information.
NOTE:	The security aspects of CAPIF-1 are specified in subclause 6.2 of 3GPP TS 33.122 [12].
* * * Next Change * * * *
[bookmark: _Toc131085372]6.4.6	Reference point CAPIF-3 (between the API exposing function and the CAPIF core function)
The CAPIF-3 reference point, which exists between the API exposing function and the CAPIF core function, is used for exercising access and policy related control for service API communications initiated by the API invoker.
The CAPIF-3 reference point supports:
-	Authenticating the API invoker based on the identity and credentials of the API invoker;
-	Providing authorization for the API invoker prior to accessing the service API;
-	Authorization verification for the API invoker upon accessing the service API;
-	Authorization verification for the API invoker based on RNAA;
-	Controlling the service API access based on PLMN operator configured policies;
-	Logging the service API invocations; and 
-	Charging the service API invocations.
NOTE:	The security aspects of CAPIF-3 are specified in subclause 6.6 of 3GPP TS 33.122 [12].
* * * Next Change * * * *
6.4.X	Reference point CAPIF-8 (between the CAPIF core function and the resource owner client)
The CAPIF-8 reference point exists between the CAPIF core function and the resource owner client.
The CAPIF-8 reference point supports:
-	Providing authorization for resource access; and
-	Managing and revoking the provided authorization.
Editor's note:	The capabilities supported by the resource owner client and CAPIF-8 needs to be aligned with the SA3 specification.
* * * Next Change * * * *
[bookmark: _Toc131085578]8.31.2	Information flows
NOTE:	The security aspects of this procedure will be specified in TS 33.122 [12] by SA3.
Editor's Note:	Reference to the appropriate SA3 specification is needed.
[bookmark: _Toc131085579]8.31.3		Procedure
Figure 8.31.3-1 illustrates the procedure for API invoker obtaining authorization from resource owner.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.



Figure 8.31.3-1: Procedure for API invoker obtaining authorization from resource owner
1.	The API invoker requests authorization information to invoke the service API.
NOTE:	The detailed procedure to obtain the authorization information will be specified in TS 33.122 [12] by SA3.
Editor's Note:	Reference to the appropriate SA3 specification is needed.
2.	The API invoker sends service API invocation request to the API exposing function with the authorization information received in step 1.
* * * Next Change * * * *
[bookmark: _Toc131085582]8.32.2	Information flows
NOTE:	The security aspects of this procedure will be specified in TS 33.122 [12] by SA3.
Editor's note:	Reference to the appropriate SA3 specification is needed.
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