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[bookmark: _Toc131120419]/******************** First Changes ********************/
[bookmark: _Toc131085528]8.23.3	Procedure for CAPIF revoking API invoker authorization initiated by AEF
Figure 8.23.3-1 illustrates the procedure for revoking API invoker authorization to access service API initiated by the AEF.
Pre-conditions:
1.	The API invoker is authenticated and authorized to use the service API.
2.	The AEF in the CAPIF is configured with the access policy to be applied to the service API invocation corresponding to the API invoker and the service API.
3.	Authorization details of the AEF are available with the CAPIF core function.



API invoker
CAPIF Core function
AEF
2. Revoke API invoker authorization request
1. Trigger for revoking API invoker authorization
3. Invalidate the authorization of the API invoker for service API
4. Revoke API invoker authorization response
6. Revoke API invoker authorization notify
5. Invalidate the authorization of the API invoker for service API
7. Notify other AEFs to invalidate the API invoker authorization corresponding to the service API as described in step 2~4 of clause 8.23.4

Figure 8.23.3-1: Procedure for revoking API invoker authorization initiated by AEF
1.	The AEF triggers the revocation of the API invoker authorization.
2.	The AEF sends revoke API invoker authorization request to the CAPIF core function with the details of the API invoker and the service API.
3.	Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CAPIF core function invalidates the API invoker authorization corresponding to the service API.
4.	The CAPIF core function sends a revoke API invoker authorization response to the AEF. 
5.	Upon successful revocation of API invoker authorization corresponding to the service API at the CAPIF core function, the AEF invalidates the API invoker authorization corresponding to the service API.
6.	The CAPIF core function sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.
7.	Optionally, if the service API is provided by multiple AEFs, the CAPIF core function based on indication to revoke API invoker authorization on other AEFs from step 2 e.g sercuiry compromise API invoker, may notify the other AEFs which belong to the API provider of the requesting AEFs to invalidate the API invoker authorization corresponding to the service API as described in step 2 to step 4 of clause 8.23.4.
NOTE:	Only the AEFs which provides the service API and being discovered by the API invoker needs to be notified.
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