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1. Introduction
This pCR introduces few essential corrections for better readability. Also deletes some of the editors notes which are either duplicate or addressed already.
2. Reason for Change
This pCR introduces few essential corrections.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 23.542 V0.3.0.




* * * First Change * * * *
[bookmark: _Toc134648912]6.3.4	PIN Gateway Client
A PIN Element with Gateway Capability is a PIN Element PIN Element that has the ability to provide connectivity to a PINE for data and signalling exchange with PEMC, other PIN Elements or the DN. It may act as both the Layer-3 type relay which transparently forwards the traffic for PINE, and the application layer relay which terminates the PIN-2 reference points, processes the PIN management messages from/to the PINE, and performs authorization check.
It provides the following functionalities when acting as application layer relay:
-	Maintain the PIN profile for each PIN and PINE in PIN;
-	Maintain the access control information for each PIN and each PINE in PIN;
-	Support to trigger the PDU session modification towards 5GS to request the resource for PIN;
-	Enable the 5GS communication or direct communication;
-	Support to delivery of PIN server address delivery;
-	Support to deliver the credentials to PINE;
-	Support PIN discovery function;
-	Support service switch internal within the PIN.
-	Support PIN service continuity of PEGC relocation or changing to 5GS communication.
It provides the following functionalities when acting as Layer-3 type relay:
-	Receives the packet from the PINE and forwards the traffic to network transparently
-    Receives the packet from the PINE and forwards the traffic transparently or another PINE transparently
-	Receives the packet from the Network and fowards the packet towards to the PINE transparently
* * * Next Change * * * *
[bookmark: _Toc134648949]8.2.2	PIN Profile
[bookmark: _Toc134648950]8.2.2.1	PIN Profile in a PIN
PIN profile includes information about the static data needed for configuration for the Personal IoT networks.
Table 8.2.2.1-1: PIN Profile
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	Duration
	Specifies the time period of how long the PIN can be active
	Y
	Y
	Y

	Maximum number of PIN elements
	Maximum number of PIN elements allowed to join the PIN
	Y
	Y
	N

	PIN service
	List of service that a PIN can provide, including the PINE service or the service that can provided by application client on PINE: 
        > PIN service Provider Identifier
        > PIN service type
        > PIN service Feature
	Y
	Y
	N

	PEMC list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,) and also it contains whether the role is primary or secondary
        > PIN Element ID
        > Role
	Y
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
        > PIN Element ID
	Y
	Y
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y

	PIN Elements List 
	List of PIN elements which can be allowed to join the PIN
        > PIN element ID
	Y
	Y
	Y



Editor's Note: Other IEs for the purpose of enabling multiple PEMC/PEGC scenarios, e.g. procedure for role change, are FFS.

[bookmark: _Toc134648951]8.2.2.2	Dynamic profile information of a PIN
Dynamic profile information of a PIN contains the PIN dynamic data needed for management of the Personal IoT networks.
Table 8.2.2.2-1 describes the list of parameters that are classified as dynamic profile information and which are maintained at the PIN server, PEMC and PEGC. PIN dynamic profile information maintained at these entities are updated based on the events occurring in the PIN. Below are some of the events (not exhaustive):
-	PINE joins or leaves the PIN;
-	Role of PEMC or PEGC changes;
-	When the services offered by the PIN changes;
-	When a PINE updates the services it offers;
-	When a PINE joins or leaves the PIN; 
Table 8.2.2.2-1: Dynamic profile information of a PIN
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	Services offered
	List of services currently offered by the PIN
	Y
	Y
	N

	PEMC list
	The list of identifiers of the PIN elements which are currently serving as PEMC (e.g.: PIN client ID, UE GPSI etc.,) and whether the PEMC is authorized as primary PEMC or secondary PEMC.
	Y
	Y
	Y

	
	> PIN Element ID

	Y
	Y
	Y

	
	> PEMC role
	Y
	Y
	Y

	
	> Endpoint information of each PEMC (e.g. URI, FQDN, IP address) used to communicate with the PEMC.
	Y
	Y
	Y

	
	> Duration or time period this PIN element allowed to being PEMC
	
	
	

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PEMC sends to the PIN server to indicate this PEMC is still available and serving as a PEMC.
	Y
	Y
	Y

	PEGC list
	The list of identifiers of the PIN elements which are currently serving as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y

	
	> PIN Element ID
	Y
	Y
	Y

	
	> Endpoint information of each PEGC (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	Y
	Y
	Y

	
	> Duration or time period this PIN element allowed to being PEGC
	Y
	Y
	Y

	
	> KPIs supported by this PEGC (e.g., maximum number of assigned PIN elements) 
	Y
	Y
	Y

	
	> List of PIN elements being served by PEGC and their connectivity information
	
	
	

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PEGC sends to the PEMC to indicate this PEGC is still available and serving as a PEGC.
	Y
	Y
	Y

	PIN Server Details
	The details of the PIN server that serves the PIN
	
	
	

	
	> Identifier of the PIN server
	N
	Y
	Y

	
	> Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server.
	N
	Y
	Y

	PIN Elements List
	List of PIN elements currently registered/joined the PIN and their details
	
	
	

	
	> PIN Element ID
	Y
	Y
	Y

	
	> Services offered by the PIN element
	Y
	Y
	N

	
	> Reachability information of the PIN element
	Y
	Y
	Y

	
	> List of application clients for this PIN element:
	
	
	

	
	>> Minimum KPIs required by each application client to operate effectively within the PIN (e.g., PIN bandwidth, PIN request rate, PIN response time)

	Y
	Y
	Y

	
	>> Operational schedules of each application client (e.g., time windows)
	Y
	Y
	Y

	
	> Identifier of the default PEGC authorized to service this PIN element. The PIN element will use this PEGC as the primary PEGC to relay PIN communications. Location and/or schedule information for the default PEGC may also be included such that the default PEGC may be selected by the PIN element based on its current location and proximity to the default PEGC and/or the availability schedule of the default PEGC.
	Y
	Y
	Y

	
	> Identifiers of backup PEGCs authorized to service this PIN element. The list is in prioritized order (the first PEGC listed will serve as the first backup PEGC). If the default PEGC is not available, the PIN element will use this prioritized list of PEGCs to relay PIN communications. Location and/or schedule information for each of the backup PEGCs may also be included such that a backup PEGC may be selected by the PIN element based on its current location and proximity to a backup PEGC and/or the availability schedule of the PEGC. 
	Y
	Y
	Y

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PIN element sends to the PEMC to indicate this PIN element is still available within the PIN.
	Y
	Y
	Y



Editor's Note: Other PIN Profile IEs for the purpose of enabling multi PEMC/PEGC scenarios, e.g. procedure for role change, are FFS.

[bookmark: _Toc134648952]8.2.2.3	PIN client profile
Table 8.2.2.3-1 describes the list of information elements that needs to be shared by the PIN element when requesting to join the PIN.
Table 8.2.2.3-1: PIN client profile
	Parameter Name
	Status
	Parameter Description

	PIN ID 
	M
	The identifier of the PIN to which the PIN element wants to join

	UE identifier
	O
	PIN Element or UE identifier

	PIN client ID
	M
	The unique identity of the PIN client within PIN

	Name of the device
	O
	Human-readable name of the device (i.e. door sensor, watch, smart TV, etc) along with manufacturer details

	Application List
	O
	List of application identities

	> Application Identity
	O
	Identity of the application 

	> Application schedule 
	O
	Operational schedules of each application (e.g., time windows) which the 

	> Application KPIs
	O
	Minimum KPIs required by each application to operate effectively within the PIN (e.g., PIN bandwidth, PIN request rate, PIN response time)


	capabilities
	M
	capabilities of the PIN client like whether it provides relay capability for other PIN elements, whether it can be assigned with the role of PEMC or PEGC etc.

	Visibility
	M
	Determines whether this PIN element is discoverable by other PIN elements within PIN, discoverable by other UEs outside the PIN etc.,

	access type
	M
	Access type supported for the communication

	Layer-2 details
	O
	Layer-2 address of the PIN element

	Required services
	O
	Identifies the list of services the PINE wants to consume

	Supported services
	O
	Identifies the list of services the PINE is providing.



Editor's Note: Other IEs for the purpose of enabling multiple PEMC/PEGC scenarios, e.g. procedure for role change, are FFS.
* * * Next Change * * * *
8.5.2.3.2	PIN creation request
Table 8.5.2.3.2-1 describes information elements in the PIN creation request from the PINE/PEMC to the PIN server. 
Table 8.5.2.3.2-1: PIN creation request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PINE/PEMC

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client profile(s)
	O
	Profiles of PIN clients. The PIN client profiles are further described in Table 8.2.2.3. 

	UE location
	O
	The location information of the UE. The UE location is described in clause 7.2.7. 

	Lists of PINEs
	O
	The PINEs that has already communicated with PEMC directly, and intend to add these PINE into PIN. 

	Additional PEMCs
	O
	Indicate additional PEMCs that are allowed to manage the PIN. 



8.5.2.3.3	PIN creation response
Table 8.5.2.3.3-1 describes information elements in the PIN creation response from the PIN server to the PEMC. 
Table 8.5.2.3.3-1: PIN creation response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the PIN creation request was successful.

	> PIN ID
	M
	Identifier of the newly created PIN.

	> Expiration time
	M
	Indicates the expiration time of the PIN. 

	> Heartbeat Timer
	M
	Assigned PEMC/PEGC/PINE heartbeat timer.

	> Lists of PINEs
	O
	List of PIN elements and their identifier which are authorized and made as member of the newly created PIN if the PIN creation request contains the list of PIN elements to be included in the PIN.

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Identifier of PEGCs
	M
	Indicates the PINE identifier authorized to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	Failure response
	O
	Indicates that the PIN creation request failed.

	> Cause
	M
	Provides the cause for PIN creation request failure.



8.5.2.3.4	PIN creation notification request
Table 8.5.2.3.4-1 describes information elements in the PIN creation notification request from the PEMC to the PEGC and PIN elements. 
Table 8.5.2.3.4-1: PIN creation notification request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the newly created PIN.

	Indication
	M
	Indicates the whether the PIN element is made the member of the newly created PIN.

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Identifier of PEGCs
	O
	Indicates the PINE identifier that to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	> Heartbeat Timer
	M
	Heartbeat timer value assigned to PEGC/PINE



8.5.2.3.5	PIN creation notification response
Table 8.5.2.3.5-1 describes information elements in the PIN creation notification response from the PEGC, PIN elements to the PEMC. 
Table 8.5.2.3.5-1: PIN creation notification response
	Information element
	Status
	Description

	Successful response
	O (see NOTE)
	Indicates that the PIN creation notification request was successful.

	Failure response
	O (see NOTE)
	Indicates that the PIN creation notification request failed.

	> Cause
	MO
	Indicates the cause of PIN creation notification request failure.

	NOTE: 	Atleast one of the IE shall be present.



* * * Next Change * * * *
[bookmark: _Toc134649018]8.5.8	PINE management
[bookmark: _Toc134649019]8.5.8.1	General 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 
When a PIN element is added into a PIN, the PEMC should configure the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.
Before the PIN element to be added into a PIN, the PEMC should discover the PIN element first, or the PIN element receives the lists of PIN Profile first (for example, the list of PIN ID, PIN description information).
When a PIN element is added into a PIN, the PINE can indicate the service it can provide. The service includes both the service that PIN client in PINE can provide and the service that application client on PINE can provide.
* * * Next Change * * * *
[bookmark: _Toc27162222][bookmark: _Toc134649084]8.6	PIN enable 5GS communication
[bookmark: _Toc27162223][bookmark: _Toc134649085]8.6.1	General
For a certain PINE, it has the subscription whether the PINE has the permission to use 5GS to communicate. 
The PIN client within a PIN can communicate with other devices, services and applications within the same PIN. Furthermore, PIN client can connect the 5G Network via a PEGC. Also, as a feature, some of the PIN client in PIN has the permissions that they can communicate with other UE or application outside of PIN with the help of 5GC. 
-	There are two methods to enable the PIN with 5GS communication: 
-	Establish QoS for PINE with AF support.
-	PEGC triggers PDU session establishment/modification for PINE. 
For the AF related procedure, the AF trigger the QoS create/modification procedure with parameters of Packet filters, DN specific ID, to request the 5GS to arrange resource for PIN. 
For PEGC related procedure, the PIN elementPEGC sends PIN Communication Request to the PEMC. The PEMC sends Create/Update/Remove Communication Request (PIN ID, Packet filters, requested QoS) to the PEGC. The PEGC configures the local rule accordingly, or according to the Packet filters, the PEGC may initiate PDU Session Modification with the Packet filters and requested QoS towards 5G system in order to make 5GC configure the N4 rules for UPF(s).
[bookmark: _Toc27162225][bookmark: _Toc134649086]8.6.2	Procedure
[bookmark: _Toc134649087]8.6.2.1	AF trigger QoS establishment
For the AF related procedure, the AF trigger the QoS create/modification procedure as defined in Section 4.15.6.6 of TS 23.502[x] with parameters of Packet filters (that related to the PINEs needs communication), DN specific ID, to request the 5GS to arrange resource for PIN. 
[bookmark: _Toc134649088]8.6.2.2	Procedures of PIN communication via 5GS triggered by PEGC
Pre-conditions:
1.	The PINE already has application layer connection with PEGC;is able to connected into PEGC via password and username;
2.	The UE Identifier or PIN client Identifier is available for PINE;
3.	The PIN client has been authorized to communicate with PEMC;
4.	The PINE has the subscription that it can communicate via 5GS;
5.	The PINE has already received the IP address of other PINE.
6.	The communication between PEMC and PEGC is available.

 
Figure 8.6.2.2-1: Procedures of PIN communication via 5GS triggered by PEGC
The PINE may have the traffic to send via 5GS communication.
[bookmark: _Hlk128579364]1a.	The PINE sends PIN Communication Create/Update/Remove Request (PIN ID, MAC address/IP address, Traffic descriptors, Packet filters, requested QoS) to the PEGC.
1b.	The PEMC sends PIN Communication Create/Update/Remove Request (PIN ID, MAC address/IP address of PINE, Traffic descriptors, Packet filters, requested QoS) to the PEGC. 
If the PEGC has already got the information to trigger the PDU session, the interaction between PEMC/PINE and PEGC will be saved. If the PEGC doesn’t have the related information (PIN ID, Packet filters, requested QoS), the procedure needs the PEMC to send related information to PEGC.
After the PEGC receives the PIN Communication Create/Update/Remove Request, the PEGC configures the local rule accordingly.
[bookmark: _Hlk128579420]2.	[Optional] According to the Packet filters, the PEGC may initiate PDU Session Modification with the Packet filters and requested QoS towards 5G system in order to make 5GC configure the N4 rules for UPF(s).
[bookmark: _Hlk128579435]NOTE:	How to the PEGC interacts with 5GS to initiate PDU Session Modification is referred to section 4.3.3.2 of TS 23.502[x]. 
3a-3b.	The PEGC sends PIN Communication Create/Update/Remove Response to the PEMC or PINE.
[bookmark: _Toc134649089]8.6.3	Information flows
[bookmark: _Toc134649090]8.6.3.1	General
The following information flows are specified for PIN communication:
-	PIN Communication Create/Update/Remove Request and response;
[bookmark: _Toc134649091]8.6.3.2	PIN Communication Create Request
Table 8.6.3.2-1 shows the informational elements of the PIN Communication Create request sent by a PIN Element/PEMC to the PEGC to provide the PIN communication information.
Table 8.6.3.2-1: PIN Communication Create request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requester PINE ID/PEMC
	M 
	The identifier of the PIN Element/PEMC making the request 

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	MAC address/IP address
	O
	MAC address/IP address of PINE/PEMC

	Traffic descriptors
	M
	Identify the target traffic to/from application server or to/from PINE, e.g.: IP 5 Tuple. 

	Packet filters
	M
	The Packet Filter is used in PEGC to identify one or more packet flow(s), and the PEGC can route the traffic to the target application server/PINEs.

	Request QoS
	O
	The QoS (e.g.: packet delay or AMBR) of packet flow that requested by PINE. 



[bookmark: _Toc134649092]8.6.3.3	PIN Communication Create Response
Table 8.6.3.3-1 shows the informational elements of the PIN Communication Create response sent by a PEGC to the PINE/PEMC.
Table 8.6.3.3-1: PIN Communication Create response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN communication creation request was successful.

	> QoS information
	M
	Includes QoS information that agreed for this information flow.

	> PIN communication flow ID
	M
	Includes the communication flow that successfully established by PEGC.

	Failure response
	O
(see NOTE)
	Indicates that the PIN communication creation request failed.

	> Cause
	M
	Provides the cause for PIN communication creation request failure.

	NOTE: 	Atleast one of the IE shall be present.



[bookmark: _Toc134649093]8.6.3.4	PIN Communication Create Update Request
Table 8.6.3.4-1 shows the informational elements of the PIN Communication Update request sent by a PIN Element/PEMC to the PEGC to provide the updated PIN communication information.
Table 8.6.3.4-1: PIN Communication Update request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requester PINE ID/PEMC
	M 
	The identifier of the PIN Element/PEMC making the request 

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	MAC address/IP address
	O
	MAC address/IP address of PINE/PEMC

	Traffic descriptors
	M
	Identify the updated target traffic to/from application server or to/from PINE, e.g.: IP 5 Tuple. 

	Packet filters
	M
	Updated packet filters that is used in PEGC to identify one or more packet flow(s), and the PEGC can route the traffic to the target application server/PINEs.

	PIN communication flow ID
	M
	Includes the communication flow that has been successfully established by PEGC.

	Request QoS
	O
	The updated QoS (e.g.: packet delay or AMBR) of packet flow that requested by PINE. 



[bookmark: _Toc134649094]8.6.3.5	PIN Communication Update Response
Table 8.6.3.5-1 shows the informational elements of the PIN Communication Update response sent by a PEGC to the PINE/PEMC.
Table 8.6.3.5-1: PIN Communication Create response
	Information element
	Status
	Description

	Successful response
	O 
(see NOTE)
	Indicates that the PIN communication update request was successful.

	> QoS information
	M
	Includes updated QoS information that agreed for this information flow.

	> PIN communication flow ID
	M
	Includes the communication flow that successfully established by PEGC.

	Failure response
	O 
(see NOTE)
	Indicates that the PIN communication update request failed.

	> Cause
	M
	Provides the cause for PIN communication update request failure.

	NOTE: 	Atleast one of the IE shall be present.



[bookmark: _Toc134649095]8.6.3.6	PIN Communication Delete Request
Table 8.6.3.6-1 shows the informational elements of the PIN Communication Delete request sent by a PIN Element/PEMC to the PEGC to delete the PIN communication.
Table 8.6.3.4-1: PIN Communication Delete request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requester PINE ID/PEMC
	M 
	The identifier of the PIN Element/PEMC making the request 

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN communication flow ID
	M
	Includes the communication flow that has been successfully established by PEGC.



[bookmark: _Toc134649096]8.6.3.7	PIN Communication Delete Response
Table 8.6.3.7-1 shows the informational elements of the PIN Communication Delete response sent by a PEGC to the PINE/PEMC.
Table 8.6.3.7-1: PIN Communication Delete response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN communication delete was successful.

	Failure response
	O
(see NOTE)
	Indicates that the PIN communication delete request failed.

	> Cause
	M
	Provides the cause for PIN communication delete request failure.

	NOTE: 	Atleast one of the IE shall be present.
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