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1. Introduction
This pCR fixes various editorial issues.
2. Reason for Change
Editorial issues found in TS 23.542.
3. Conclusions
NA
4. Proposal
It is proposed to agree the following changes to 3GPP TS 23.542 v0.3.0.


* * * First Change * * * *
[bookmark: _Toc2086438][bookmark: _Toc27161485][bookmark: _Toc134648868]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Access Control Information: A set of information that assists the authorized PINE in a PIN to access 5GS network via PEGC, for example, the username or password. 
PIN enabler: Refers to the overall functionality provided by the entities such as PIN Client, PIN Gateway Client, PIN Management Client, and PIN server in support of applications as per the architecture defined in solution 7.2. 
PIN management: Refers to the set of operations related to creation, modification, maintenance and removal of PIN.
PIN Profile: A set of data and information about the PIN and PIN elements resides in the PIN. 
Service Switch: A mechanism to switch the service traffic flow between Application server and PINE to application server and other PINE. 
NOTE:	3GPP TS 22.101 [5] clause 26a lists information that can be included in a PINE profile. 
For the purposes of the present document, the following terms given in 3GPP TS 22.261 [2] apply:
Personal IoT Network
PIN direct connection
PIN Element
PIN Element with Gateway Capability
PIN Element with Management Capability


* * * Next Change * * * *
[bookmark: _Toc478400628][bookmark: _Toc14352740][bookmark: _Toc19026767][bookmark: _Toc19034168][bookmark: _Toc19036358][bookmark: _Toc19037356][bookmark: _Toc25612614][bookmark: _Toc25613317][bookmark: _Toc25613581][bookmark: _Toc27161502][bookmark: _Toc134648881]5.2.2.2	Requirements
[AR-5.2.2.2-a]	The application layer architecture shall provide mechanisms to create PIN for UE or PIN elements.
[AR-5.2.2.2-b]	The application layer architecture shall provide mechanisms to delete PIN, either triggered by PINEs or by PIN server.
[AR-5.2.2.2-c]	The application layer architecture shall support the mechanisms of PIN modification procdureprocedure, for example, PEMC/PEGC relocation.
[AR-5.2.2.2-d]	The application layer architecture shall support the deployment and mechanism of multiple PEMCs/PEGCs.
[AR-5.2.2.2-e]	The application layer architecture shall support mechanisms to obtain PIN server endpoint address.
[AR-5.2.2.2-f]	The application layer architecture shall support the mechanisms to perform PIN discovery, and enable the PINEs to join/leave the PIN.
[AR-5.2.2.2-g]	The application layer architecture shall support the mechanisms of PINE registration to PIN server.
[AR-5.2.2.2-h]	The application layer architecture shall support mechanisms to maintain, configure, update the PIN profile/PIN client profile.

* * * Next Change * * * *
[bookmark: _Toc134648896]5.2.7.2	Requirements
[AR-5.2.7.2-a]	Communication between the functional entities of the application layer architecture shall be protected.
[AR-5.2.7.2-b]	Access control mechanisms for authenticating functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-c]	Access control mechanisms for authorizing interactions between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-d]	Mutual authentication and authorization between functional entities of the application layer architecture shall be provided.
[AR-5.2.7.2-e]	Mechanisms for replay protection of messages exchanged between functional entities of the the application layer architecture shall be provided.
[AR-5.2.7.2-f]	Mechanisms for integrity protection of messages exchanged between functional entities of the the application layer architecture shall be provided.
[AR-5.2.7.2-g]	Mechanisms for privacy protection of the user shall be provided.
[AR-5.2.7.2-h]	Mechanisms for confidentiality protection of the user’s sensitive information (e.g., identity, location) shall be provided.

* * * Next Change * * * *
[bookmark: _Toc134648911]6.3.3	PIN Management Client
A PIN Element with Management Capability is a PIN Element that provides a means for an authorised authorized administrator to configure and manage a PIN.
It provides following functionalities:
-	For a network operator or authorized user to configure the policies of the PIN;
-	Provide life span information of the PIN to the authorized user or the PIN elements;
-	Maintain the list of PIN elements who joined the PIN. Maintaining available PIN services;
-	Maintain the PIN profile for each PIN and PINE in PIN;
-	To configure and manage a PIN, including:
-	authorizing the PIN elements requesting to join the PIN;
-	authorizing the PEGC and configure the parameters in PEGC to support PINE communication (via 5GS or direct communication);
-	configuring PIN elements to enable discovery of services offered by other PIN Elements;
-	add PIN elements to the PIN;
-	configure PIN elements to enable direct communications;
-	configure PIN elements to communicate with each other when gateway device is unavailable.
-	support the PIN server endpoint address delivery to PIN elements; 
-	support the credentials delivery to PIN elements; 
NOTE:	When gateway device is unavailable, the configurations are required to enable direct communication.
-	Support service switch internal PIN.
-	Support PIN service continuity of PEGC relocation or changing to 5GS communication
* * * Next Change * * * *
[bookmark: _Toc134648912]6.3.4	PIN Gateway Client
A PIN Element with Gateway Capability is a PIN Element PIN Element that has the ability to provide connectivity to a PINE for data and signalling signaling exchange with PEMC, other PIN Elements or the DN. It may act as both the Layer-3 type relay which transparently forwards the traffic for PINE, and the application layer relay which terminates the PIN-2 reference points, processes the PIN management messages from/to the PINE, and performs authorization check.
It provides the following functionalities when acting as application layer relay:
-	Maintain the PIN profile for each PIN and PINE in PIN;
-	Maintain the access control information for each PIN and each PINE in PIN;
-	Support to trigger the PDU session modification towards 5GS to request the resource for PIN;
-	Enable the 5GS communication or direct communication;
-	Support to PIN server address delivery;
-	Support to deliver the credentials to PINE;
-	Support PIN discovery function
-	Support service switch internal PIN.
-	Support PIN service continuity of PEGC relocation or changing to 5GS communication.
It provides the following functionalities when acting as Layer-3 type relay:
-	Receives the packet from the PINE and forwards the traffic to network transparently
-    -	Receives the packet from the PINE and forwards the traffic transparently or another PINE transparently
-	Receives the packet from the Network and fowards forwards the packet towards to the PINE transparently

* * * Next Change * * * *
[bookmark: _Toc14352768][bookmark: _Toc19026795][bookmark: _Toc19034196][bookmark: _Toc19036386][bookmark: _Toc19037384][bookmark: _Toc25612642][bookmark: _Toc25613345][bookmark: _Toc25613609][bookmark: _Toc27647566][bookmark: _Toc134648919]6.4.4	PIN-3
This reference point exists between the PIN client and PEMC and following functionalities are supported over this reference point:
-	Authorizing PIN clients to access PIN;
-	Discovery of services offered by other PIN elements;
-	Discovery and selection of relay PIN elements;
 -	Notifying the PIN information modification details (e.g. PEMC change, PEGC change, PIN capabilities change)
* * * Next Change * * * *
[bookmark: _Toc134648961]8.3.3.2	PIN server discovery request
Table 8.3.3.2-1 describes information elements in the PIN discovery request from the PINE to the PEGC/PEMC. 
Table 8.3.3.2-1: PIN server discovery request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or PINE.

	MAC address
	O
	MAC address of the device.

	UE location
	O
	The location information of the UE. The UE location is described in clause x.x.x7.2.7. 



* * * Next Change * * * *
[bookmark: _Toc134648986]8.5.3.2.2	PEMC decided PIN deletion
The PEMC can directly trigger the PIN delete procedure, for example, when the duration associated with the PIN expires, without having to be authorized from PIN server. After the PIN is deleted successfully, the PEMC updates the PIN status to PIN server.
Figure 8.5.3.2.2-1 illustrates PIN delete locally procedure triggered by PEMC based on request/response model.
Pre-conditions:
1.	PIN is successfully created and in use;
2.	PEMC of the PIN decides to delete the PIN.


Figure 8.5.3.2.2-1: PIN delete locally by PEMC
0.	The duration associated with the PIN expires and PEMC decides to delete the PIN. 
1.	The PEMC deletes the PIN which indicated by PIN ID locally. The PEGC information and the information related to this PIN such as PIN profile, PIN dynamic profile are also deleted.  
2-5.	The same procedures as step 4-7 defined in Figure 8.5.2.2.1-1.
6.   The PEMC sends the PIN delete notification request to the PIN server that the PIN is deleted locally and this notification request contains the PIN ID of the deleted PIN. 
7.	The PIN server sends the PIN delete notification response to acknowledge the receipt of the notification. 

* * * Next Change * * * *
[bookmark: _Toc134649007]8.5.5.3.3	PIN Profile Query Response
Table 8.5.5.3.3-1 describes information elements in the PIN Profile Query response from the PIN server to PEMC. 
Table 8.5.5.3.3-1: PIN Profile Query Response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the PIN Profile Query request was successful.

	> PIN profile
	M
	The PIN profile information retrieved from PIN server. The details of PIN profile information is reffered to section described in clause 8.2.2.1.

	Failure response
	O
	Indicates that the PIN Profile Query request failed.

	> Cause
	O
	Indicates the cause of PIN Profile Query request failure.



* * * Next Change * * * *
[bookmark: _Toc134649047]8.5.9.3.8	PIN status unsubscribe response
Table 8.5.9.3.8-1: PIN status unsubscribe response
	Information element
	Status
	Description

	Successful response (NOTE)
	O
	Indicates that the unsubscribe request was successful.

	Failure response (NOTE)
	O
	Indicates that the unsubscribe request failed.

	> Cause
	M
	Indicates the cause of unsubscribe request failure

	NOTE:		One IE is included in the response.



* * * Next Change * * * *
[bookmark: _Toc134649052]8.5.10.2.2	PIN modification after local PEMC failure
Figure 8.5.10.2.2-1 describes the PIN modification procedure to perform a PEMC role change due to the failure of the PEMC. An authorised administrator is the owner of the PIN and accesses PIN configuration using an application on a UE, which is one of the PEMC for the PIN. The authorised administrator can manage the PIN locally or through the 5G network. This procedure describes a PEMC (e.g. an authorized administrator on a UE) managing the PIN remotely via the 5G network.
The procedure may used e.g. when a PEMC is available on a UE for PIN management by an authorised administrator. When there is a local PEMC failure, the authorized administrator can be enabled to manage the PIN remotely, via the 5G network, using the following steps.
Pre-conditions:
1.	The PIN server has authorised authorized the creation of the PIN.
2.	The authorized authorised administrator is the owner of the PIN and has created the PIN.
3.	The authorizedauthorised administrator configures PEMC2 to provide PIN management for the PIN. PEMC2 becomes the active PEMC and UE/PEMC1 is the inactive PEMC.
4.	PEMC2, PEGC, PINE-1, PINE-2, and the UE/PEMC1 are members of the PIN. PINE-1 has PEMC capability.
5.  The authorizedauthorised administrator leaves the local area of the PIN (e.g. in a home) and is able to access the PIN remotely through the 5G network. As a result, the authorized authorised administrator is able to manage the PIN through the 5G network


Figure 8.5.10.2.2-1: PIN Modification after local PEMC failure
1.	 UE/PEMC1 receives a notification from PEGC that there is a communication failure with PEMC2.
2.	An authorized authorised administrator on UE/PEMC1 sends a PIN_ configuration_ request to the PIN server through the 5G network. The request includes the security credentials of the authorized authorised administrator, the UE ID, the PIN ID, PIN member ID, authorization type indicating the role change, and a request that PINE-1 be assigned the new PEMC.
3.	The PIN server processes the modification request and checks if the authorized authorised administrator is allowed to modify the PIN. The PIN server verifies PINE-1 has the capability to serve as a PEMC using information in the PIN profile.
4. 	If the authorized authorised administrator is allowed to perform PIN modification, the PIN server sends a PIN_management_request to PINE-1 to assign PINE-1 as the new PEMC and provides PIN profile and dynamic profile information to PINE-1.
Editor's Note: Usage of PIN profile information and PIN dynamic profile information in the information flows, and the procedures where each of these IEs are applicable are FFS.
5.	PINE-1 returns an accept response in the PIN_ management_ response to the PIN server.
6.	The PIN server notifies the other members of the PIN that PINE-1 will be the new PEMC for the PIN and updates the PIN profile and dynamic profile information.
7.	The PIN server sends a PIN_ configuration_ response to the PIN_ configuration_ request with updated information for the PIN profile and the dynamic profile information to the UE/PEMC1.
8.	PIN communications resume with PINE-1 serving as the new PEMC.

* * * Next Change * * * *
[bookmark: _Toc134649053]8.5.10.2.3	PIN modification with PEGC role change
Figure 8.5.10.2.3-1 describes a PIN modification procedure to perform a PEGC role change due to the unavailability of the PEGC. This procedure describes a PEMC detecting the unavailability of a PEGC (e.g. PEGC leaves the local service area of the PIN) and performing a PIN modification with the PIN Server to assign a new PEGC. As part of PIN management, a PEMC receives periodic PIN heartbeat messages from PEGCs to ensure PIN routing is available for members of the PIN at all times. If a PEMC does not receive the periodic PIN heartbeat messages from the PEGC, then the PEMC needs to assign a new PEGC or request the PIN server to assign the new PEGC.
Pre-conditions:
1.	The PIN server has authorized the PEMC to create PINs.
2.	The PEMC creates a local PIN with members: PEMC, UE serving as PEGC, PINE1, and PINE2.
3.	The PEMC maintains a PIN profile with information on the capabilities of each PIN member.
4.	PINE2 is a PIN member that also has gateway capability.


Figure 8.5.10.2.3-1: PIN Modification due to PEGC unavailability
1.	PEMC receives periodic PIN heartbeats from PEGC to monitor the availability of the PEGC.  
2.	PEGC leaves the local coverage area of the PIN, e.g., leaves the home, and is not available to route PIN communications. 
3.	PEMC does not receive a periodic PIN heartbeat from PEGC at the configured interval and determines that PEGC is no longer providing PIN routing capability. 
4.	PEMC sends a PIN_ configuration_ request to the PIN server to select a new PEGC. The request includes the PIN ID, the PEMC ID, the PEGC ID, authorization type indicating the role change, the ID of a PIN member that can serve as the new PEGC (e.g., PINE2), and a timestamp.
5.	The PIN server considers which member of the PIN can serve as the new PEGC, including the PIN member the PEMC provided, and selects a PIN member to serve as the new PEGC. The PIN server sends a PIN_ management_ request to PINE-2 with PIN profile and dynamic profile information. The dynamic profile information includes PIN traffic routing rules that PINE2 would need to make routing decisions. 
6.	PINE-2 sends a PIN_ management_ response accepting to serve as the new PEGC. 
7.	The PIN server sends a PIN_ configuration_ response with PIN profile and dynamic profile information to the PEMC with the status of the request, the ID of the new PEGC, and PIN traffic routing rules. The PIN server response triggers the PEMC to notify other PIN members of the PEGC role change.
8.	PEMC notifies the other members of the PIN that PINE2 will serve as the new PEGC. The PEMC includes PIN profile and dynamic profile information that includes traffic routing rules applicable to each member.

* * * Next Change * * * *
[bookmark: _Toc134649058]8.5.10.3.2	PIN_ configuration_ request
Table 8.5.10.3.2-1 shows the informational elements of the PIN configuration request sent by a PIN Element to the PIN server to obtain authorization for the modification of a PIN.
Table 8.5.10.3.2-1: PIN configuration request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requester PINE ID
	M 
	The identifier of the PIN Element making the request 

	Authorization type
	M
	Request for the authorization to modify the configuration of a PIN:
PEMC role change, PEGC role change

	PINE ID of predecessor in the role
	M
	PINE ID of the element serving in the indicated role and needs to be changed e.g. due to being unavailable.

	PINE ID of proposed successor in the role
	O
	PINE ID of the element proposed to assume the role



[bookmark: _Toc134649059]8.5.10.3.3	PIN_ configuration_ response
Table 8.5.10.3.3-1 shows the informational elements of the PIN configuration response provided by the PIN server to authorize the modification of a PIN.
Table 8.5.10.3.3-1: PIN configuration response
	Information element
	Status
	Description

	Response
	M
	The response (authorize or not authorize) from the PIN Server.

	PIN profile information
	M
	The IEs from the PIN profile information that the PIN Server has updated for modifying the PIN

	Dynamic PIN profile information
	M
	The IEs from the dynamic PIN profile information that the PIN Server has authorized for modifying the PIN



[bookmark: _Toc134649060]8.5.10.3.4	PIN_ management_ request
Table 8.5.10.3.4-1 shows the informational elements of the PIN management request sent to PIN elements to make changes to the configuration of the PIN.
Table 8.5.10.3.4-1: PIN management request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requestor ID
	M 
	The identifier of the PIN Server or PIN Element making the request 

	Modification type
	M
	Request for the modification of the PIN:
PEMC assignment, PEGC assignment

	Dynamic PIN profile information
	M
	IEs from the dynamic PIN profile information that the PINE needs to operate in the new role



[bookmark: _Toc134649061]8.5.10.3.5	PIN_ management_ response
Table 8.5.3.3.5-1 shows the informational elements of the PIN management response received from the PIN element to the PIN modification request.
Table 8.5.10.3.5-1: PIN management response
	Information element
	Status
	Description

	Response
	M
	The response (accept or deny) from the PIN Element to the PIN management request.



* * * Next Change * * * *
[bookmark: _Toc134649073]8.5.11.3.2	PIN services registration request
Table 8.5.11.3.2-1 shows the informational elements of the PIN services registration request sent by a PIN Element to the PEMC to register for new services it is offering.
Table 8.5.11.3.2-1: PIN services registration request
	Information element
	Status
	Description

	PIN ID
	M
	The identifier of the PIN

	Requester PINE ID
	M 
	The identifier of the PIN Element making the request 

	List of services
	M
	List of services that a PINE wants to register

	> Service type
	M
	Indication of service type

	> Service description
	M
	Description of the service

	> Service Identifier
	M
	Identifer Identifier of the service



* * * Next Change * * * *
8.7.3.1 	General
The following information flows are specified for Service Switch:
-	PIN service switch request and response
-	PIN configuration service switch configure request and response
-	PIN management service switch configure request and response
-	PIN service discovery request request and response

* * * Next Change * * * *
[bookmark: _Toc134649112]8.8	Application server discovery and registration in PIN
[bookmark: _Toc134649113]8.8.1	General
The PEMC and PIN Server have capabilities for maintaining information related to application servers that may be available to the PINE(s) within a PIN. Application server information may be pre-provisoned provisioned in the PIN Server or the PEMC; the application server may also register with the PEMC or the PIN Server if it has such capability.

* * * Next Change * * * *
[bookmark: _Toc134649115]8.8.2.2	AS discovery
Figure 8.8.2.2-1 illustrates the the AS discovery procedure between the PINE and the PEMC and between the PEMC and the PIN Server. This procedure enables the PEMC to provide AS connectivity information to the PINE when requested by the PINE.
Pre-conditions:
1.	The PINE has joined the PIN and is authorized to communicate with the PEMC;
[image: ]
Figure 8.8.2.2-1: AS discovery procedure
1.	The PINE sends an AS discovery request to the PEMC. The AS discovery request includes the requestor identifier, security credentials of the PINE and the AS service identifier of a service associated with an AS.
2.	Upon receiving the request, the PEMC checks if the requestor is authorized to request AS discovery, and if the request is authorized, the PEMC verifies if it has information on an AS providing associated with the requested AS service identifier. If the PEMC identifies information about an AS providing the requested service, the PEMC proceeds to step 6. 
3.	If the PEMC has not identified an AS in step 2, the PEMC sends an AS discovery request to the PIN Server. The AS discovery request includes the requestor identifier, security credentials of the PEMC and the AS service identifier associated with an AS.
4.	Upon receiving the request, the PJN Server checks if the requestor is authorized to request AS discovery, and if the request is authorized, the PIN Server verifies if it has information on an AS providing associated with the requested AS service identifier.
5.	If the processing of the request was successful, the PIN Server sends an AS discovery response to the requestor indicating successful processing and includes connectivity information to the AS. If the request processing failed, the PIN Server indicates failure and may provide a failure reason.
6.	If the processing of the request was successful in step 2 or the PEMC has received a successful response from the PIN Server in step 5, the PEMC sends an AS discovery response to the requestor indicating successful processing and includes connectivity information to the discovered AS. If the request processing failed, the PEMC indicates failure and may provide a failure reason.
Upon receiving the AS discovery response from the PEMC, if the response indicates success, the PINE (e.g., PIN Client) may provide the AS connectivity information to the AC so the AC can access the AS. If the response indicates failure, the PINE may retry AS discovery considering the failure reason.

* * * Next Change * * * *
[bookmark: _Toc134649116]8.8.2.3	AS registration
Figure 8.8.2.3-1 illustrates the the AS registration procedure between the AS and the PEMC or PIN Server. This procedure enables the AS to provide AS connectivity information to the PEMC or the PIN Server.
Pre-conditions:
1.	The AS is authorized to communicate with the PEMC or the PIN Server;
[image: ]
Figure 8.8.2.23-1: AS registration procedure
1.	The AS sends an AS registration request to the PEMC or PIN Server. The AS registration request includes the requestor identifier, security credentials of the AS, the AS service identifier of the service associated with the AS, the connectivity information of the AS.
2.	Upon receiving the request, the PEMC or PIN Server checks if the requestor is authorized to request AS registration, and if the request is authorized, the PEMC or PIN Server stores information associated with AS service.
3.	If the processing of the request was successful, the PEMC or PIN Server sends an AS registration response to the requestor indicating successful processing and include the AS registration identifier; the response may include an expiration time to indicate to the AS when the registration will automatically expire. To maintain the registration, the AS shall send a registration update request prior to the expiration time. If a registration update request is not received prior to the expiration time, the PEMC or PIN Server shall treat the AS as implicitly de-registered. If the request processing failed, the PEMC or PIN Server indicates failure and may provide a failure reason.
Upon receiving the AS registration response from the PEMC, if the response indicates success, the AS stores the registration identifier and may reuse it to update or delete its registration to the PEMC or PIN Server. If the response indicates failure, the AS may retry AS registration considering the failure reason.

* * * Next Change * * * *
[bookmark: _Toc134649118]8.8.2.5	AS de-registration
Pre-conditions:
1.	The AS has registered with the PEMC or PIN Server;
2.	The AS has determined that de-registration is required;
[image: ]
Figure 8.8.2.5-1: AS de-registration procedure 
1.	The AS sends an AS de-registration request to the PEMC or PIN Server where it registered. The request shall include the AS registration identifier.
2.	The PEMC or PIN Server performs an authorization check to verify whether the requestor is authorized to request AS de-registration for the provided AS registration identifier; if the request is authorized and the AS registration identifier is valid, the PEMC or PIN Server removes the registration information associated with the AS registration identifier.
3.	If the request processing is succesful successful, the PEMC or PIN Server replies to the AS with an AS de-registration response. If the request processing failed, the PEMC or PIN Server indicates failure and may provide a failure reason.
* * * End of Changes * * * *
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