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1. Introduction
[bookmark: _GoBack]This pCR brings in the corrections to the PINE management procedures and information flows.
2. Reason for Change
This pCR brings in the corrections to the PINE management procedures and information flows.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 23.542 V0.3.0.


* * * First Change * * * *
[bookmark: _Toc134649018]8.5.8	PINE management
[bookmark: _Toc134649019]8.5.8.1	General 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 
When a PIN element is added into a PIN, the PEMC should configure with the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.
Before the PIN element to be added into a PIN, the PEMC should discover the PIN element first, or the PIN element receives the lists of PIN Profile first (for example, the list of PIN ID, PIN description information).
When a PIN element is added into a PIN, the PINE can indicate the service it can provide. The service includes both the service that PIN client in PINE can provide and the service that application client on PINE can provide. 
[bookmark: _Toc134649020]8.5.8.2	Procedure
[bookmark: _Toc134649021]8.5.8.2.1	PIN client requests to join into a PIN
Figure 8.5.8.2.1-1 illustrates procedure of PIN client requests to join into a PIN, based on request/response model.
Pre-conditions:
1.	The UE (PIN client) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC and already has application layer connection with PEMC;
4.	The PIN client has already received the list of PIN ID, corresponding PEMC IP address and configuration information related to each PIN;





Figure 8.5.8.2.2-1: PIN client requests to join into a PIN
1.	he PIN element already has an application layer connection with a PEMC which manages the PIN. 
NOTE:	If the PIN client communicates with PEMC via WiFi or Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
And the PEMC has already send the PIN profile to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
21.	The PIN client sends the PIN Management PINE join into PIN request to PEMC to join the PIN. The request includes the security credentials of the PIN client received during authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location, PIN ID and PIN client profile(s) information as shown in Table 8.2.2.3-1xxx. 
The request also includes service that PINE can provide. In the request, both the service that PIN client in PINE can provide and the service that application client on PINE can provide.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
32.	Upon receiving the request, the PEMC performs an authorization check to verify whether the PIN client has authorization to join the PIN. 
43.	The PEMC sends a successful PIN Management PINE join into PIN response to PIN client. Also, the access control information for the PIN client is also included, for example, user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access the network provided by PEGC. The PEMC also provides lifetime of the PIN, identity, address of PEGC and may also provide unique PIN client ID to identify the PIN element within a PIN.
45.	The PEMC sends PIN status notify to the PIN server containing the details of the new PIN client that joined the PIN, including PIN client ID, GPSI and etc. 
65.	The PEMC sends PIN status notify to the PEGC and other PIN elements containing the details of the new PIN client that joined the PIN. And the PEGC decides to enables the PINE to access 5GS. 
76-98.	The PEMC/PEGC/PINE updates dynamic PIN profile information of the PIN with the details of the new PIN client that joined the PIN and the service(s) that the PINE can provide.
[bookmark: _Toc134649022]8.5.8.2.2	Procedure of PIN elements decides to leave the PIN
The following procedure defines the PIN elements decides to leave the PIN. 
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC and already has the application layer connection with the PEMC;




Figure 8.5.8.2.2-1: PIN client decides to leave a PIN
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
21.	The PINE decides to leave a PIN, and sends the PIN Management PINE leave from PIN request to PEMC to leave the PIN. The request includes the security credentials of the UE or PIN client received during authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN ID.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
32.	The PEMC authorizes the request, and decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. 
34.	The PEMC sends the PIN Management PINE leave from PIN response to PINE to notify that the PIN client may not be included in the PIN anymoreis not the member of the PIN anymore.
45-65.	The PEMC sends the PIN status notification Requesty to the PEGC/PIN server containing the details of the PIN client that requested to leave the PIN. The details of the PINE include PIN client ID, GPSI and etc.
76-89.	The PEMC/PEGC/PIN server updates the PIN dynamic profile information of the PIN andto remove the details of the PIN client that requested to leave the PIN. The PEGC disables the access control information for this PINE.
[bookmark: _Toc134649023]8.5.8.2.3	Procedure of PEMC removes the PIN elements from a PIN
The following procedure defines the PIN elements decides to leave the PIN. 
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC and already has the application layer connection with PEMC;





Figure 8.5.8.2.3-1: Remove a PIN element from a PIN by PEMC
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
12.	The PEMC decides to remove the PINE (identified by GPSI, PIN client ID).
23.	The PEMC sends the PIN element removestatus notification Rrequest to PINE, to notify that the PINE has been removed from the PIN. 
34.	The PINE sends PIN element remove response to the PEMC to acknowledge the removal request.
45-56.	The PEMC sends the PIN status notify to the PEGC and PIN server containing the details of the PIN client that is removed from the PIN. The details of the PINE include PIN client ID, GPSI and etc.
67-89.	The PEMC/PEGC/PIN server updates the PIN dynamic profile information of the PIN and to remove the details of the PIN client that requested to leaveis removed from the PIN. The PEGC disables the access control information for this PINE. 
[bookmark: _Toc134649024]8.5.8.2.4	PINE join into PIN via PEGC 
The PINE joins the PIN via the PEGC is depicted in Figure 8.5.8.2.4-1.
 Pre-conditions:
1.	The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The PINE already establishes the connection with PEGC;
3.	The PIN information to join is available at the PINE via e.g., PIN discovery procedure.


Figure 8.5.8.2.4-1: PINE join into PIN via PEGC
1.	The PINE sends PIN Management PINE join into PIN request to the PEGC. The PIN Management PINE join into PIN request contains the PIN ID which identifies the PIN to join, PINE client ID and credentials if available, PEMC identify/PIN server address. 
2.	The PEGC identifies the received message is the PIN Management PINE join into PIN request and perform the authorization. If authorized, the PEGC determines to forward the PIN Management PINE join into PIN request to the PEMC or the PIN server. 
3.	The PEGC forwards the PIN Management PINE join into PIN request to the PEMC in step 3a, based on the PEMC identity in step 1 or by resolving the PIN ID. The PEMC authorized the PINE to join the PIN, and returns the PIN Management PINE join into PIN response to the PEGC in step 3b. 
4.	(Optional) The PEGC forwards the PIN Management PINE join into PIN request to the PIN server in step 4a based on the PIN server address in step 1 or by resolving the PIN ID. The PIN server forwards the PIN Management PINE join into PIN request to the PEMC in step 4b, and the PEMC authorized the PINE to join the PIN, and returns the PIN Management PINE join into PIN response to the PIN server in step 4c. Further the PIN server return the PIN server to the PEGC in step 4d.
5.	After the join, the PEMC update the PIN and may notify other entities (e.g., existing joined members, PIN server). The PEMC triggers the PIN status update requestnotify to PEGC/PINE as indicated in step 5-6 of procedure Figure 8.5.8.2.2-1. And the PEMC may receive the PIN status update notification response from PEGC/PINE as indicated in step 10-11 of procedure Figure 8.5.8.2.2-1.
6.	The PEGC return the PIN Management PINE join into PIN response to the PINE.
[bookmark: _Toc134649025]8.5.8.2.5	PINE leave via PEGC 
The PINE leaves the PIN via the PEGC is depicted in figure 8.5.8.2.5-1.
 Pre-conditions:
1.	The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC or PIN server;
2.	The PINE already establishes the connection with PEGC;
3.	The PEGC acts as the application layer relay as defined in 6.3.4




Figure 8.5.8.2.5-1: PINE leave via the PEGC
1.	The PINE determines to leave the PIN and sends PIN Management PINE leave from PINleave request to the PEGC. The PIN Management PINE leave from PIN leave request contains the PIN ID which identifies the PIN to leave, PINE client ID and credentials if available, PEMC identitfy/PIN server address[optional]. 
2.	The PEGC identifies the received message is the PIN Management PINE leave from PIN leave request and perform the authorization. If authorized, the PEGC determines to forward the PIN leave request to the PEMC or the PIN server. 
3.	If PEGC determine to forward the PIN Management PINE leave from PIN leave request to the PEMC in step 2, PEGC forwards the PIN Management PINE leave from PIN leave request to the PEMC based on the PEMC identity in step 1 or by resolving the PIN ID. 
The PEMC authorized the PINE to leave the PIN, and returns the PIN Management PINE leave from PIN leave response to the PEGC. 
4.	If PEGC determine to forward the PIN Management PINE leave from PIN leave request to the PIN Sever in step2, the PEGC forwards the PIN Management PINE leave from PIN leave request to the PIN server based on the PIN server address in step 1 or by resolving the PIN ID. The PIN server forwards the PIN Management PINE leave from PIN leave request to the PEMC, and the PEMC authorized the PINE to leave the PIN, and returns the PIN Management PINE leave from PIN leave response to the PIN server. Further the PIN server return the PIN Management PINE leave from PIN leave response to the PEGC.
5.	Further, the PEMC updates the PIN and may notify other entities (e.g., existing joined members, PIN server).
6.	The PEGC returns the PIN Management PINE leave from PIN leave response to the PINE.

[bookmark: _Toc134649026]8.5.8.3	Information flows
[bookmark: _Toc134649027]8.5.8.3.1	General
The following information flows are specified for PIN creation:
-	PIN Management PINE join into PIN request and response;
-	PIN Management PINE leave from PIN request and response;
[bookmark: _Toc134649028]8.5.8.3.2	PIN Management PINE join into PIN request
Table 8.5.8.3.2-1 describes information elements in the PIN Management PINE join into PIN request from the PINE to PEMC, from PINE to PEGC, from PEGC to PEMC, from PIN server to PEMC. 
Table 8.5.8.3.2-1: PIN Management PINE join into PIN request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the PIN that wants to join in.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client ID
	M
	The PIN client ID of PINE

	PIN client profile(s)
	O
	Profiles of PIN clients. The PIN client profiles are further described in Table 8.2.2.3. 

	PIN server endpoint information
	O
	Includes URI(s), FQDN(s), IP address(es)) of PIN server.



[bookmark: _Toc134649029]8.5.8.3.3	PIN Management PINE join into PIN response
Table 8.5.8.3.3-1 describes information elements in the PIN Management PINE join into PIN response from the PEMC to PINE, from PEGC to PINE, from PEMC to PEGC, from PEMC to PIN server. 
Table 8.5.8.3.3-1: PIN Management PINE join into PIN response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN Management PINE join into PIN request was successful.

	> Updated PIN client profile
	O
	PIN client profile information updated by the PEMC (e.g., default and backup PEGCs assigned to PINE).

	> Heartbeat Timer
	M
	Heartbeat timer value assigned to PINE

	> Identifier of PEGCs
	O
	Indicates the PINE identifier authorized to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	Failure response
	O
(see NOTE)
	Indicates that the PIN Management PINE join into PIN request failed.

	> Cause
	M
	Provides the cause for PIN Management PINE join into PIN request failure.

	NOTE:	Atleast one of the IE shall be present.



[bookmark: _Toc134649030]8.5.8.3.4	PIN Management PINE leave from PIN request
Table 8.5.8.3.4-1 describes information elements in the PIN Management PINE leave from PIN request from the PINE to PEMC. 
Table 8.5.8.3.4-1: PIN Management PINE leave from PIN request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the PIN that wants to leave from.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client ID
	M
	The PIN client ID of PINE



[bookmark: _Toc134649031]8.5.8.3.5	PIN Management PINE leave from PIN response
Table 8.5.8.3.5-1 describes information elements in the PIN Management PINE leave from PIN response from the PEMC to PINE. 
Table 8.5.8.3.5-1: PIN Management PINE leave from PIN response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN Management PINE leave from PIN request was successful.

	Failure response
	O
(see NOTE)
	Indicates that the PIN Management PINE leave from PIN request failed.

	> Cause
	M
	Provides the cause for PIN Management PINE leave from PIN request failure.

	NOTE:	Atleast one of the IE shall be present.




* * * Next Change * * * *
<Proposed change in revision marks>

* * * Next Change * * * *
<Proposed change in revision marks>
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