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* * * First Change * * * *
[bookmark: _Toc128694779][bookmark: _Toc131200572]6.2b.2	Architecture 
Figure 6.2b.2-1 shows the architecture for support of federation. EDGE-10 reference point is introduced between the ECSs. ECSs interfacing over EDGE-10 reference point can be provided by different or the same ECSP.
Editor’s note: The security aspects of the EDGE-10 between different ECSPs or in different PLMNs is FFS and needs to be studied by SA3.
Note: The security aspects of the EDGE-10 between different ECSPs or in different PLMNs needs to be studied by SA3.
EDGE-10 interface is used for exchange of EDN configuration information.
When one of the ECS is enhanced as an edge repository (ECS-ER) as defined in 6.3.4, making it the center of information for edge deployments, the ECS-ER receives information about edge deployments from other ECSs and stores it. In such deployments, EDGE-10 interface is used for exchange of both ECS configuration information i.e., ECS discovery and for exchanging EDN configuration information.


Figure 6.2b-1: Architecture for Federation support
* * * Next Change * * * *

[bookmark: _Toc131200690]8.3.3.3.2	Service provisioning request
Table 8.3.3.3.2-1 describes the information elements for service provisioning request from the EEC to the ECS. 
Table 8.3.3.3.2-1: Service provisioning request
	Information element
	Status
	Description

	EECID
	M
	Unique identifier of the EEC.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the edge computing service.

	AC Profile(s)
	O
	Information about services the EEC wants to connect to, as described in Table 8.2.2-1.

	EEC Service Continuity Support
	O
	Indicates if the EEC supports service continuity or not. The IE also indicates which ACR scenarios are supported by the EEC.
When requesting service provisiojing for T-EES discovery, if the EEC requires that T-EES must support "EEC excuted ACR via T-EES" scenario, then EEC includes only "EEC excuted ACR via T-EES" in this IE

	UE Identifier
	O 
	The identifier of the UE (i.e. GPSI or identity token)

	Connectivity information
	O
	List of connectivity information for the UE, e.g. PLMN ID, SSID.

	UE location 
	O
	The location information of the UE. The UE location is described in clause 7.3.2. 

	ECSP identifiers
	O
	The list of desired EES provider IDs, by the EEC.



Editor's Note: it is FFS how EEC context pull request will work if S-EES does not support "EEC executed ACR via T-EES" scenario.
Editor's Note: [SA3] Whether the EECID and the UE ID included in request of EDGE-1 & 4 interactions is part of the security credential is SA3's responsibility.	Comment by Samsung_r0: This is Rel-17 EN. Security aspects for EDGEAPP is already defined in TS 3.558 – so we can remove this EN. CT groups is following the security procedure as defiend by SA3.
* * * Next Change * * * *

[bookmark: _Toc14352796][bookmark: _Toc19026825][bookmark: _Toc19034230][bookmark: _Toc19036420][bookmark: _Toc19037418][bookmark: _Toc25612678][bookmark: _Toc25613381][bookmark: _Toc25613645][bookmark: _Toc27647602][bookmark: _Toc42004048][bookmark: _Toc50584400][bookmark: _Toc50584744][bookmark: _Toc57673652][bookmark: _Toc131200876]8.6.5.2	Procedure
Figure 8.6.5.2-1 illustrates the interactions between the EES and the EAS. 
Pre-conditions:
1.	The EAS or EEC is authorized to discover and to use UE Identifier API provided by the EES.
[bookmark: _Hlk124866971]2.	When the EEC is used to invoke the UE Identifier API with the UE IPv6 address as the input parameter, the UE IPv6 address may or may not be NATed. If NATed however, the IPv6 may not be reused (i.e. assigned to more than one UE simultaneously). If the EEC already has the UE ID (GPSI as per clause 7.2.6), and it needs the Edge UE ID to share with an AC/EAS, this procedure can still be used to retrieve Edge UE ID. 
3.	EAS is considered an AF behind EES (as another AF) and EES is authorized to pass EAS ID instead of its own AF ID when it needs to interact with the NEF’s Nnef_UEId_Get (as per TS 23.502 clause 4.15.10 "AF specific UE ID retrieval").
Editor's note:	[SA3] [SA2] Check pre-condition #3 to ensure EES is Ok to pass on EAS ID in NEF’s Nnef_UEId as opposed to its own AF ID.


Figure 8.6.5.2-1: UE Identifier API
1.	The EAS or EEC invokes UE Identifier API exposed by the EES. If it is the EAS invoking the API and it recognizes that the UE’s IP address is a public IP address, i.e., the UE is behind a NAT, the Port Number and associated IP address should be included in user information.
2.	The EES uses the received user information in the step 1 (e.g. IP address) and obtains the UE identifier by interacting with NEF as specified in clause 4.15.10 of 3GPP TS 23.502 [3].
3.	The EES provides the UE identifier to the EAS or to EEC (i.e. whichever invoked the API). The UE identifier returned in the response which is referred to as UE ID may be the 3GPP Core Network assigned UE ID (aka AF-sepecific UE ID; see TS 23.502 clause 4.15.10) or the EES-generated Edge UE ID as defined in clause 7.2.x. If UE ID is included in the request received from EEC (GPSI as per clause 7.2.6), the EES can provide the Edge UE ID based on the received UE ID and step 2 can be skipped.
Editor's note:	[SA3] Whether and how user's consent is obtained to share the UE identifier with a particular EAS or EEC is SA3's responsibility.
Note 1:	How user's consent is obtained to share the UE identifier with a particular EAS or EEC is SA3's responsibility.
4.	The EAS uses the UE ID received in step 3 to invoke capability exposure API(s) provided by the EES over EDGE-3 and/or EDGE-7 depending on the UE ID type.
NOTE 2:	UE ID of type CN-assigned can be used over EDGE-3 and EDGE-7 whereas the UE ID of type EES-generated Edge UE ID can be used over EDGE-3 only. 
* * * Next Change * * * *

[bookmark: _Toc131200879]8.6.5.3.2	UE Identifier API request
Table 8.6.5.3.2-1: UE Identifier API request
	Information element
	Status
	Description

	User information (see NOTE 1) (see NOTE 3)
	O
	Information about the User or UE available in the EAS or EEC, e.g. IP address.

	UE ID
(see NOTE 2) (see NOTE 3)
	O
	UE ID in the form of GPSI as per clause 7.2.6. 

	EAS ID list
	O
	Identifier of the EAS(s) for which the UE IDs are requested for by EAS or EEC given the User information (e.g. IP address). If EAS ID list is not provided, it shall be interpreted by EES that EEC is requesting the UE ID for its own use (hence EES shall use its own AFId towards NEF).

	EAS Provider ID
	O
	Identifier of the ASP that provides the EAS.

	Security Credentials
	M
	Security credentials of the EAS or EEC.

	NOTE 1:	When EEC invokes the API, if available, this IE contains both UE’s private IPv6 address (due to the existence of NAT66) and UE’s private IPv4 address. When EAS invokes the API, it may recognize the UE IP address is a public IP address different from the actual UE IP address (private IP address), i.e., the UE is behind a NAT, and should therefore include the Port Number and associated IP address as part of the User information.
NOTE 2:	This IE is used when invoked by the EEC and if the EEC hasve the UE ID already in a form not desired to be shared with the EAS. 
NOTE 3:	At least one of them shall be present.



Editor's Note: [SA3] Whether the EAS ID and the EAS Provider ID are part of the security credential is SA3's responsibility.	Comment by Samsung_r0: This is Rel-17 EN. Security aspects for EDGEAPP is already defined in TS 3.558 – so we can remove this EN. CT groups is following the security procedure as defiend by SA3.
Editor's Note: [SA3] It is FFS whether the IP address (i.e. User information) provided in the request can be verified that is indeed the UE’s and whether the UE provided infomation (IP Address) can be trusted. 
NOTE: It is SA3’s responsibility to verify whether the IP address (i.e. User information) provided in the request is indeed the UE’s and whether the UE provided infomation (IP Address) can be trusted.
Editor's Note: It is FFS to determine if EASID (clause 7.2.4) definitions need to be updated in order to be consistent with its use (as per EAS ID list IE) as an AF ID in UE Identifier API.  
* * * Next Change * * * *

[bookmark: _Toc85650745][bookmark: _Toc108431764][bookmark: _Toc131201050][bookmark: _Toc108431766]8.14.1	General
EEC exposes EDGE-5 APIs corresponding to EEC's capabilities, for the AC to request EEC's services for edge enablement. Using these APIs, ACs request the EEC for EEL services. EDGE-5 APIs include one-time request/response operations for EAS discovery, retrieval of UE ID and ACR operations. Additionally, the AC can request for an AC subscription. The EEC creates the subscription and when required, performs necessary operations such as EAS discovery, ACR etc., delivering notifications to the AC as required.
NOTE 1:	Details on how the AC and EEC communicate with each other is out of scope.
NOTE 2:	EEC can initiate any EDGE-1 or EDGE-4 operation without receiving a request or without receiving AC related information from the AC.
Editor's note:	[SA3] How to ensure of user's authorization/consent as well as AC’s authorization in invoking functions exposed by EEC (to AC) which in turn relies on functions exposed by the network (e.g. Location) via EES/NEF is SA3’s responsibility.
NOTE 3:	How to ensure of user's authorization/consent as well as AC’s authorization in invoking functions exposed by EEC (to AC) which in turn relies on functions exposed by the network (e.g. Location) via EES/NEF is SA3’s responsibility.
* * * Next Change * * * *

[bookmark: _Toc131201058]8.14.2.3	EAS discovery
Pre-conditions:
1.	The AC can communicate with the EEC.


Figure 8.14.2.3-1: EAS discovery request procedure
1.	The AC sends an EAS discovery request to the EEC. The request includes AC profile and AC's security credentials and may include EAS discovery filters.
2.	The EEC checks AC's security credentials and validates the request.
3.	If the request is successfully validated, the EEC determines if the required EAS is available or not. The EEC may use information cached or preconfigured at the EEC or may use the EAS discovery procedures to query the EES. If step 1 includes the AC profile or EAS discovery filters, then the EEC may utilize the provided AC profile and filters, to form the EAS discovery request towards EES. If step 1 does not include any of the optional IEs of the AC profile and EAS discovery filters, and AC registration was performed, the EEC may utilize the AC profile provided by the AC during AC registration. The EEC also needs to take user privacy requirements, e.g., regarding the disclosure of location information towards the network into account. If required, e.g., when EAS discovery procedures returns a list of EASs, the EEC performs EAS selection based on the information received in step 1 and the AC profile. The EEC can perform EAS discovery with different EESs before selecting an EAS.
Editor's Note:	SA3 recommendations, if any, on how the user or the AC can consent, e.g., to the disclosure of location information and the use of the AC ID in the signalling towards the network are FFS. 
NOTE 1:	It is SA3’s responsibility to recommend (if any) on how the user or the AC can consent, e.g., to the disclosure of location information and the use of the AC ID in the signalling towards the network.
[bookmark: _Hlk96301705]NOTE 12:	If required, the EEC can perform service provisioning procedure, or EEC registration procedure or both, before performing the EAS discovery procedures. EEC may already have captured EESs and EASs availability for present location; so that the AC's request (step #1) can be replied to quickly and efficiently.
NOTE 23:	The EEC can include AC profiles of more than one AC in the EAS discovery request sent to the EES. 
4.	The EEC responds back to the AC with the EAS discovery response. The response includes the EAS profile(s) of the available EAS(s).
* * * Next Change * * * *

[bookmark: _Toc131201086]8.14.3.17	UE ID request
Table 8.14.3.17-1 describes information elements of the UE ID request sent by the AC to the EEC. 
Table 8.14.3.17-1: UE ID request

	Information element
	Status
	Description

	EAS ID list
	M
	List of EAS ID(s) the AC requires to know the associated AF-specific UEID(s) for. 


	Security credentials
	M
	Security credentials of the AC sending the UE ID request.



Editor's note:	[SA3] How to ensure EAS ID list IE only contains the EAS IDs that are indeed associated with the AC requesting the UE ID(s), and hence preventing UE ID (i.e. AF-specific UE ID) harvesting by a rogue AC is FFS. 
NOTE:	It is SA3’s responsibility to ensure that EAS ID list IE only contains the EAS IDs that are indeed associated with the AC requesting the UE ID(s), and hence preventing UE ID (i.e. AF-specific UE ID) harvesting by a rogue AC.
* * * Next Change * * * *

[bookmark: _Toc131201126]8.18.2.1	Application information sharing between leading OP and partner OP
Editor's note: The security aspect between ECS-ER (OP-B) and ECS-ER (OP-A) is FFS and needs to be studied by SA3.
Note: The security aspect between ECS-ER (OP-B) and ECS-ER (OP-A) needs to be studied by SA3.
Editor's note: whether more procedures & operations are needed between ECS-ERs is FFS.

* * * End of Change * * * *
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