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1. Introduction
Currently as part of PIN management, there are procedures for creation and deletion of the PIN. But there is no procedure to activate and deactivate the PIN. When a PIN is being created, there need to exist a PIN configuration (PIN profile) at the PIN server which contains the information about the PIN. When the PIN is deleted the related configuration will be deleted. But in some cases, the PIN might need to be active for a particular duration each day and after that it becomes deactive. For e.g., the PIN owner/PIN admin might configure that PIN needs to be active for particular duration each day e.g., from 10 am to 5 PM. After 5 PM the PIN needs to be deactivated/suspended instead of deletion. When the PIN is deactivated the PIN configuration and PIN dynamic profile information will be retained but the new PIN elements shall not be able to join and services provided by PIN is not accessible. Also PEGC closes all the communication channel it has created for the flow of application traffic from PIN elements via 5GS to the application server.
Related to this functionality LS was sent to SA1 and SA2 asking clarification and below is the response received (SA1 : S6-230014) , SA2 (S6-230502) :

Question 1 to SA1: Whether the requirement “Establishing duration of the PIN” can also be considered to include a scheduled validity period such as “Valid during particular time of the day”, “Valid only during weekdays” etc.?
The existing relevant requirement is:

The 5G system shall support mechanisms for a network operator or authorized 3rd party (e.g., a PIN User) to create, remove and manage a PIN, including:

...

-
Establishing duration of the PIN;

The interpretation of this requirement from a stage 2 perspective is left to the discretion of SA6. The requirement is not intended to include or exclude any possible technical realization. 
Question 2 to SA1: Whether the PIN owner or Admin can be able to suspend the PIN temporarily as part of PIN management?
Whether and how this corresponds to the ability to 'suspend' a PIN temporarily is a matter for stage 2 groups to determine.
Question 3 to SA2: Has SA2 considered this perspective and would SA2 consider this functionality in scope of SA2 solutions (depending on SA1 responses on the validity of the SA6 interpretation of the requirement)? 
Answer: SA2 considered that 5GC is not responsible for manging the PIN validity.
2. Reason for Change
Both SA1 and SA2 has replied that it is for SA6 to decide. SA2 clarified that 5GC is not responsible for managing the PIN validity. This proposal introduces the procedure for activation and deactivation of PIN for effective management of the PIN considering and also provides flexibilty for the PIN owner to configure validity of the PIN as recurring.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.542 V0.3.0.
* * * First Change * * * *

8.5.X
PIN activation and deactivation

8.5.X.1
General 

The procedures in this clause describes how a PEMC can activate and deactivate the PIN. PEMC being an authroized entity to manage the PIN can request to activate and deactivate the PIN. When the PIN is in deactivated state, services offered by the PIN are inaccessible and no PIN elements can join the PIN. Also PEGC closes all the communication channel it has created for the flow of application traffic from PIN elements via 5GS to the application server.
8.5.X.2
Procedure
8.5.X.2.1
PIN activation
Figure 8.5.X.2.1-1 illustrates a procedure for activating the PIN by PEMC. 
Pre-conditions:

1.
PEMC(PINE-3), PEGC, PINE-1 and PINE-2 all are part of same PIN

2.
The PIN being activated has already been created earlier and is in the deactivated state.

3.
The PINE-3 is authorized as PEMC of the PIN.
4.
PIN server, PEGC and PIN elements has active PIN status subscription with PEMC
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Figure 8.5.X.2.1-1: Activation of PIN by PEMC
1.
PEMC (PINE-3), PEGC, PINE-1, PINE-2, PINE-3 all are part of same PIN, which is created earlier and is now in deactivated state. PEMC decides to activate the PIN and updates the PIN state in the dynamic profile information of the PIN. Decision by PEMC to activate the PIN could be because of the PIN validity duration or based on the request from PIN owner/admin or any other implementation specific reasons.

2.
PEMC notifies PIN server and all PIN elements including the PEGC that the PIN state is activated now by sending the PIN status notify.
3.
PIN server and PEGC updates the dynamic PIN information to change the PIN state to active and PIN validity duration.
* * * Next Change * * * *

8.5.X.2.2
PIN de-activation
Figure 8.5.X.2.2-1 illustrates a procedure for de-activating the PIN by PEMC.
Pre-conditions:

1. PEGC, PINE-1, PINE-2 and PINE-3 are part of same PIN, which is created earlier and is now in activated state.

2. The PINE-3 is authorized as PEMC.
3.
PEMC (PINE-3) decides to de-activate the PIN.

4. PIN server, PEGC and PINE has active PIN status subscription with PEMC
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Figure 8.5.X.2.2-1: Deactivation of PIN by PEMC
1.
PEMC (PINE-3) decides to deactivate the PIN and updates the PIN state in the dynamic profile information of the PIN to de-activate. Decision reason by PEMC to deactivate the PIN could be PIN validity duration is expiring or all the PIN elements have left the PIN or on receiving the request from PIN owner/admin or for any other reasons which could be implementation specific.
2.
PEMC notifies PIN server and all PIN elements including the PEGC that the PIN state is activated now by sending the PIN status notify 
3.
On receiving the PIN status notify, the PIN server and PEGC updates the PIN state to de-activate in the dynamic profile information. PEGC closes all the PIN communication with 5GS which it has created for the flow of application traffic of the PIN elements it is serving.
* * * Next Change * * * *

8.5.9.3.2
PIN status subscribe request
Table 8.5.9.3.2: PIN status subscribe request

	Information element
	Status
	Description

	PIN client ID
	M
	Unique identifier of the PINE/PEGC/PIN server.

	Subscribed Events
	M
	Identifies PIN status event types for which the subscriber is notified, more than one PIN status event type can be provided.

PIN status event types
- PIN modification
- PINE management (PINE join/leave)

- PIN profile update
- PIN state

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 

	PIN ID
	M
	The identifier of PIN.

	Notification Target Address
	O
	The Notification target address (e.g. URL) where the notifications destined for the PINE/PEGC/PIN server should be sent to.

	Proposed expiration time
	O
	Proposed expiration time for the subscription


* * * Next Change * * * *

8.5.9.3.4
PIN status notify
Table 8.5.9.3.4-1 describes information elements in the PIN status notify from the PEMC to PEMC/PEGC/PINE/PIN server. 

Table 8.5.9.3.4-1: PIN status notify
	Information element
	Status
	Description

	PIN Status event type
	M
	Identifies PIN status event types contained in the notification; more than one PIN status event type can be provided.

PIN status event types
- PIN modification
- PINE management (PINE join/leave)

- PIN profile update
- PIN state (Activated or de-activated)

	PINE management
	O
	Indicates the PINE join/leave the PIN, this IE is present if the PIN status event type is PINE management.

	> PINE join into the PIN
	O
	Indicates the PINEs join into the PIN

	>> PIN client ID
	M
	The identifier of the joined PINE 

	>> PIN client profile(s)
	O
	Profiles of PIN clients that joins the PIN. The PIN client profiles are further described in Table 8.2.2.3. 

	> PINE leaves the PIN
	O
	Indicates the PINEs leaves from the PIN

	>> PIN client ID
	M
	The identifier of the leaved PINE 

	PIN modification
	O
	Indicates the modification of PIN, this IE is present if the PIN status event type is PIN modification.

	> Updated PIN profile
	M
	Updated PIN profile information that includes identifiers of PIN clients authorized to use as PEGC or PEMC.

	>> PEGC information
	O
	Includes the PEGC information defined in Table 8.5.2.3.3-1.

	>> PEMC information
	O
	Includes the PEMC information.

	>>> PEMC address
	O
	Assigned IP/MAC address or port number of PEMC

	>>> Identifier of PEMCs
	O
	Indicates the PINE identifier authorized to be the PEMCs of this PIN. 

	PIN profiles update
	O
	Indicates a PIN profile update that indicated in section 8.2.2, this IE is present if the PIN status event type is PIN profile update. 


8.5.9.3.5
PIN status update request

Table 8.5.9.3.5-1: PIN status update request

	Information element
	Status
	Description

	Subscription ID
	M
	Subscription identifier corresponding to the subscription.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service. 

	Subscribed Events
	O
	Identifies PIN status event types for which the subscriber is notified, more than one PIN status event type can be provided.

PIN status event types

- PIN modification

- PINE management (PINE join/leave)

- PIN profile update
- PIN state

	Notification Target Address
	O
	The Notification target address (e.g. URL) where the notifications destined for the PINE/PEGC/PIN server should be sent to.

	Proposed expiration time
	O
	Proposed expiration time for the subscription


* * * Next Change * * * *

8.5.9
PIN status subscription
8.5.9.1
General 

The PIN status update is used by the PINE, PEGC and PIN server to be notified of PIN status information by the PEMC. 

PIN status information includes the following information:

-
PINE add/remove into/from the PIN;

-
PEGC/PEMC relocation in the PIN;
-
PIN profile update;
-
PIN state changes;
* * * Next Change * * * *

8.5.9.2.2
PIN status notify
Figure 8.5.9.2.2-1 illustrates the PIN status notify procedure.

Pre-conditions:

1.
The PINE/PEGC/PIN has subscribed with the PEMC for the PIN status as specified in clause 8.5.X.2.1.
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Figure 8.5.9.2.2: PIN status notify procedure

1.
When an event occurs at the PEMC that satisfies trigger conditions for notifying (e.g. to provide updated PIN status, for example when a PINE joins into the PIN) a PINE/PEGC/PIN server.
The status information of PIN is updated including the following cases: 

-
PIN modification: The PIN modification includes the PEMC/PEGC relocation and the PINE joins into PIN or leaves the PIN;

-
PIN profile updates: The PIN profiles is referred to the section 8.2.2, and the updated PIN profile may be coordinated to other PINEs;
-
PIN state changes: Whenever the PIN state is changed from activated to de-activated or vice-versa;
2.
The PEMC sends an PIN status notify to the PINE/PEGC/PIN server with the updated PIN status information. 

The PIN status information notification includes any of the following parameters: 

-
PIN modification: If the PEMC decides the PEMC/PEGC relocation, the PEMC includes the parameters about the newly assigned PEMCs and PEGCs in the PIN status update request, for example, the PEMC/PEGC ID or address, the PEGC information in Table 8.5.2.3.3-1 about access control information and etc;

-
PINE joins or leave the PIN: If the PEMC decides the PINE to join or leave the PIN, the PEMC includes the parameters about the newly added/removed PINE in the PIN status update request, for example, the PIN client ID or address, the PIN client profile and etc;

-
PIN profile update: If the PIN profile is updated, the PEMC includes the parameters about updated PIN profile in the PIN status update request;
-
PIN state changes: Whenever the PIN state is changed from activated to de-activated or vice-versa;

3.
Upon receiving the notification, the PINE, PEGC or PIN server updates the PIN profile according to the information in the PIN status notify.
* * * Next Change * * * *

8.2.2.2
Dynamic profile information of a PIN
Dynamic profile information of a PIN contains the PIN dynamic data needed for management of the Personal IoT networks.
Table 8.2.2.2-1 describes the list of parameters that are classified as dynamic profile information and which are maintained at the PIN server, PEMC and PEGC. PIN dynamic profile information maintained at these entities are updated based on the events occurring in the PIN. Below are some of the events (not exhaustive):

-
PINE joins or leaves the PIN;

-
Role of PEMC or PEGC changes;

-
When the services offered by the PIN changes;

-
When a PINE updates the services it offers;

-
When a PINE joins or leaves the PIN; 

Table 8.2.2.2-1: Dynamic profile information of a PIN
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	PIN state
	Indicates the current state of the PIN (activated or de-activated) 
	Y
	Y
	Y

	Services offered
	List of services currently offered by the PIN
	Y
	Y
	N

	PEMC list
	The list of identifiers of the PIN elements which are currently serving as PEMC (e.g.: PIN client ID, UE GPSI etc.,) and whether the PEMC is authorized as primary PEMC or secondary PEMC.
	Y
	Y
	Y

	
	> PIN Element ID


	Y
	Y
	Y

	
	> PEMC role
	Y
	Y
	Y

	
	> Endpoint information of each PEMC (e.g. URI, FQDN, IP address) used to communicate with the PEMC.
	Y
	Y
	Y

	
	> Duration or time period this PIN element allowed to being PEMC
	
	
	

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PEMC sends to the PIN server to indicate this PEMC is still available and serving as a PEMC.
	Y
	Y
	Y

	PEGC list
	The list of identifiers of the PIN elements which are currently serving as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y

	
	> PIN Element ID
	Y
	Y
	Y

	
	> Endpoint information of each PEGC (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	Y
	Y
	Y

	
	> Duration or time period this PIN element allowed to being PEGC
	Y
	Y
	Y

	
	> KPIs supported by this PEGC (e.g., maximum number of assigned PIN elements) 
	Y
	Y
	Y

	
	> List of PIN elements being served by PEGC and their connectivity information
	
	
	

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PEGC sends to the PEMC to indicate this PEGC is still available and serving as a PEGC.
	Y
	Y
	Y

	PIN Server Details
	The details of the PIN server that serves the PIN
	
	
	

	
	> Identifier of the PIN server
	N
	Y
	Y

	
	> Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server.
	N
	Y
	Y

	PIN Elements List
	List of PIN elements currently registered/joined the PIN and their details
	
	
	

	
	> PIN Element ID
	Y
	Y
	Y

	
	> Services offered by the PIN element
	Y
	Y
	N

	
	> Reachability information of the PIN element
	Y
	Y
	Y

	
	> List of application clients for this PIN element:
	
	
	

	
	>> Minimum KPIs required by each application client to operate effectively within the PIN (e.g., PIN bandwidth, PIN request rate, PIN response time)

	Y
	Y
	Y

	
	>> Operational schedules of each application client (e.g., time windows)
	Y
	Y
	Y

	
	> Identifier of the default PEGC authorized to service this PIN element. The PIN element will use this PEGC as the primary PEGC to relay PIN communications. Location and/or schedule information for the default PEGC may also be included such that the default PEGC may be selected by the PIN element based on its current location and proximity to the default PEGC and/or the availability schedule of the default PEGC.
	Y
	Y
	Y

	
	> Identifiers of backup PEGCs authorized to service this PIN element. The list is in prioritized order (the first PEGC listed will serve as the first backup PEGC). If the default PEGC is not available, the PIN element will use this prioritized list of PEGCs to relay PIN communications. Location and/or schedule information for each of the backup PEGCs may also be included such that a backup PEGC may be selected by the PIN element based on its current location and proximity to a backup PEGC and/or the availability schedule of the PEGC. 
	Y
	Y
	Y

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PIN element sends to the PEMC to indicate this PIN element is still available within the PIN.
	Y
	Y
	Y


Editor's Note: Other PIN Profile IEs for the purpose of enabling multi PEMC/PEGC scenarios, e.g. procedure for role change, are FFS.
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