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1. Introduction
This contribution adds a heartbeat timer value to the dynamic profile information of a PIN and a PIN heartbeat procedure to TS 23.542. 
In the revision, it is clarified that if the periodic heartbeat timer expires at the PIN server/PEMC without receiving a PIN heartbeat message from the PINE/PEGC/PEMC, the PIN server/PEMC determines that PINE/PEGC/PEMC is not available.
2. Reason for Change
The PIN heartbeat procedure is introduced to address the Editor’s Notes in the procedure in 8.5.10.2.3 to enable a PEMC to detect if/when PINEs/PEGCs are no longer available in the PIN. The PIN heartbeat also enables a PIN server to detect if a PEMC is no longer available.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.542 V0.2.0.
* * * First Change * * * *

Table 8.2.2.2-1: Dynamic profile information of a PIN
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	Services offered
	List of services currently offered by the PIN
	Y
	Y
	N

	PEMC list
	The list of identifiers of the PIN elements which are currently serving as PEMC (e.g.: PIN client ID, UE GPSI etc.,) and whether the PEMC is authorized as primary PEMC or secondary PEMC.
	Y
	Y
	Y

	
	> PIN Element ID


	Y
	Y
	Y

	
	> PEMC role
	Y
	Y
	Y

	
	> Endpoint information of each PEMC (e.g. URI, FQDN, IP address) used to communicate with the PEMC.
	Y
	Y
	Y

	
	> Duration or time period this PIN element allowed to being PEMC
	
	
	

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PEMC sends to the PIN server to indicate this PEMC is still available and serving as a PEMC.
	Y
	Y
	Y

	PEGC list
	The list of identifiers of the PIN elements which are currently serving as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y

	
	> PIN Element ID
	Y
	Y
	Y

	
	> Endpoint information of each PEGC (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	Y
	Y
	Y

	
	> Duration or time period this PIN element allowed to being PEGC
	Y
	Y
	Y

	
	> KPIs supported by this PEGC (e.g., maximum number of assigned PIN elements) 
	Y
	Y
	Y

	
	> List of PIN elements being served by PEGC and their connectivity information
	
	
	

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PEGC sends to the PEMC to indicate this PEGC is still available and serving as a PEGC.
	Y
	Y
	Y

	PIN Server Details
	The details of the PIN server that serves the PIN
	
	
	

	
	> Identifier of the PIN server
	N
	Y
	Y

	
	> Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server.
	N
	Y
	Y

	PIN Elements List
	List of PIN elements currently registered/joined the PIN and their details
	
	
	

	
	> PIN Element ID
	Y
	Y
	Y

	
	> Services offered by the PIN element
	Y
	Y
	N

	
	> Reachability information of the PIN element
	Y
	Y
	Y

	
	> List of application clients for this PIN element:
	
	
	

	
	>> Minimum KPIs required by each application client to operate effectively within the PIN (e.g., PIN bandwidth, PIN request rate, PIN response time)

	Y
	Y
	Y

	
	>> Operational schedules of each application client (e.g., time windows)
	Y
	Y
	Y

	
	> Identifier of the default PEGC authorized to service this PIN element. The PIN element will use this PEGC as the primary PEGC to relay PIN communications. Location and/or schedule information for the default PEGC may also be included such that the default PEGC may be selected by the PIN element based on its current location and proximity to the default PEGC and/or the availability schedule of the default PEGC.
	Y
	Y
	Y

	
	> Identifiers of backup PEGCs authorized to service this PIN element. The list is in prioritized order (the first PEGC listed will serve as the first backup PEGC). If the default PEGC is not available, the PIN element will use this prioritized list of PEGCs to relay PIN communications. Location and/or schedule information for each of the backup PEGCs may also be included such that a backup PEGC may be selected by the PIN element based on its current location and proximity to a backup PEGC and/or the availability schedule of the PEGC. 
	Y
	Y
	Y

	
	> Heartbeat timer value defining the periodicity of heartbeat requests this PIN element sends to the PEMC to indicate this PIN element is still available within the PIN.
	Y
	Y
	Y


* * * Next Change * * * *

8.5.2.3.3
PIN creation response
Table 8.5.2.3.3-1: PIN creation response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the PIN creation request was successful.

	> PIN ID
	M
	Identifier of the newly created PIN.

	> Expiration time
	M
	Indicates the expiration time of the PIN. 

	> Heartbeat Timer
	M
	Assigned PEMC/PEGC/PINE heartbeat timer.

	> Lists of PINEs
	O
	List of PIN elements and their identifier which are authorized and made as member of the newly created PIN if the PIN creation request contains the list of PIN elements to be included in the PIN.

	> Identifier of PEGCs
	O
	Indicates the PINE identifier authorized to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	Failure response
	O
	Indicates that the PIN creation request failed.

	> Cause
	M
	Provides the cause for PIN creation request failure.


* * * Next Change * * * *

8.5.2.3.4
PIN creation notification request

Table 8.5.2.3.4-1: PIN creation notification request

	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the newly created PIN.

	Indication
	O
	Indicates the PIN element is made the member of the newly created PIN.

	> Identifier of PEGCs
	O
	Indicates the PINE identifier that to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	> Heartbeat Timer
	M
	Heartbeat timer value assigned to PEGC/PINE


* * * Next Change * * * *

PIN Management PINE join into PIN response
Table 8.5.8.3.3-1 describes information elements in the PIN Management PINE join into PIN response from the PEMC to PINE, from PEGC to PINE, from PEMC to PEGC, from PEMC to PIN server. 

Table 8.5.8.3.3-1: PIN Management PINE join into PIN response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the PIN Management PINE join into PIN request was successful.

	> Updated PIN client profile
	O
	PIN client profile information updated by the PEMC (e.g., default and backup PEGCs assigned to PINE).

	> Heartbeat Timer
	M
	Heartbeat timer value assigned to PINE

	> Identifier of PEGCs
	O
	Indicates the PINE identifier authorized to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	Failure response
	O
	Indicates that the PIN Management PINE join into PIN request failed.

	> Cause
	M
	Provides the cause for PIN Management PINE join into PIN request failure.


* * * Next Change * * * *

8.5.X
PIN heartbeat
8.5.X.1
General 

Periodic PIN heartbeats are sent by PINE(s) and PEGC(s) to the PEMC. These heartbeats are used by the PEMC to keep track of the availability of PINE(s) and PEGC(s) and detect if/when they are no longer available within the PIN. Likewise periodic heartbeats are also sent by the PEMC to the PIN server to allow the PIN server to detect if/when the PEMC is no longer available.

8.5.X.2
Procedure
8.5.X.2.1
PIN heartbeat 
Figure 8.5.X.2.1-1 illustrates the PIN heartbeat procedure.

Pre-conditions:

1. The PIN is successfully created and in use.
2. The PIN Server/PEMC and each PINE/PEGC/PEMC have set periodic timers corresponding to the heartbeat timer values respectively sent or received.
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Figure 8.5.X.1.2: PIN heartbeat procedure

1. Before the periodic heartbeat timer at the PINE/PEGC/PEMC expires, the PINE/PEGC/PEMC  triggers the sending of a PIN heartbeat.

2. The PINE/PEGC/PEMC sends a PIN heartbeat to either the PEMC (in the case of a PINE/PEGC) or PIN server (in the case of a PEMC). The PIN heartbeat includes the identifier of the PINE/PEGC/PEMC.

3. Upon receiving the PIN heartbeat, the PIN Server/PEMC updates the availability of the PINE/PEGC/PEMC. 
If the periodic heartbeat timer expires at the PIN server/PEMC without receiving a PIN heartbeat message from the PINE/PEGC/PEMC, the PIN server/PEMC determines that PINE/PEGC/PEMC is not available.
8.5.X.3
Information flows

8.5.X.3.1
General
The PIN heartbeat information flow is specified for the PIN heartbeat.

8.5.X.3.2
PIN heartbeat
Table 8.5.X.3.2: PIN heartbeat
	Information element
	Status
	Description

	PIN client ID
	M
	Unique identifier of the PINE/PEGC/PEMC.


* * * Next Change * * * *

8.5.10.2.3
PIN modification with PEGC role change

Figure 8.5.10.2.3-1 describes a PIN modification procedure to perform a PEGC role change due to the unavailability of the PEGC. This procedure describes a PEMC detecting the unavailability of a PEGC (e.g. PEGC leaves the local service area of the PIN) and performing a PIN modification with the PIN Server to assign a new PEGC. As part of PIN management, a PEMC  receives periodic PIN heartbeat messages from PEGCs to ensure PIN routing is available for members of the PIN at all times. If a PEMC does not receive the periodic PIN heartbeats from the PEGC, then the PEMC needs to assign a new PEGC or request the PIN server to assign the new PEGC.

Pre-conditions:

1.
The PIN server has authorized the PEMC to create PINs.

2.
The PEMC creates a local PIN with members: PEMC, UE serving as PEGC, PINE1, and PINE2.

3.
The PEMC maintains a PIN profile with information on the capabilities of each PIN member.

4.
PINE2 is a PIN member that also has gateway capability.
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Figure 8.5.10.2.3-1: PIN Modification due to PEGC unavailability

1.
PEMC receives periodic PIN heartbeats from PEGC to monitor the availability of the PEGC.  



2.
PEGC leaves the local coverage area of the PIN, e.g., leaves the home, and is not available to route PIN communications. 

3.
PEMC does not receive a periodic PIN heartbeat from PEGC at the configured interval and determines that PEGC is no longer providing PIN routing capability. 

4.
PEMC sends a PIN_configuration_request to the PIN server to select a new PEGC. The request includes the PIN ID, the PEMC ID, the PEGC ID, authorization type indicating the role change, the ID of a PIN member that can serve as the new PEGC (e.g., PINE2), and a timestamp.

5.
The PIN server considers which member of the PIN can serve as the new PEGC, including the PIN member the PEMC provided, and selects a PIN member to serve as the new PEGC. The PIN server sends a PIN_management_request to PINE-2 with PIN profile and dynamic profile information. The dynamic profile information includes PIN traffic routing rules that PINE2 would need to make routing decisions. 

6.
PINE-2 sends a PIN_management_response accepting to serve as the new PEGC. 

7.
The PIN server sends a PIN_configuration_response with PIN profile and dynamic profile information to the PEMC with the status of the request, the ID of the new PEGC, and PIN traffic routing rules. The PIN server response triggers the PEMC to notify other PIN members of the PEGC role change.

8.
PEMC notifies the other members of the PIN that PINE2 will serve as the new PEGC. The PEMC includes PIN profile and dynamic profile information that includes traffic routing rules applicable to each member.

* * * Next Change * * * *

8.5.10.2.5
PEGC replacement triggered by PEMC

In some scenarios, like hardware failure, crash or power drain, the current PEGC may not be in a position to indicate to the PIN server or request the PIN server to assign the role of PEGC to another PIN element. In these cases, the PEMC on detecting the unavailability of the PIN element acting as PEGC, need to assign the PEGC role to another PINE and deliver the PIN dynamic information to the new PEGC.
Figure 8.5.2.10.2-5-1 illustrates PEGC replacement procedure triggered by PEMC on detecting current PEGC is unavailable or PEGC role change is required.

Pre-conditions:

1.
PEGC-2 PIN element has already indicated that it can act as PEGC during the registration process.

2.
Dynamic information about the PIN is available at the PEMC.

3.
PIN has only one PIN element configured with the role of PEGC.
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 Figure 8.5.2.10.2.5-1: PEGC replacement triggered by PEMC

1.
PEMC, PEGC-1, PEGC-2, PINE-1 and PINE-2 are part of same PIN. PEGC-1 is currently the PEGC of the PIN. 

2.
The PEMC identifies that it is no longer receiving periodic PIN heartbeats from PEGC-1 or its duration to act as PEGC is ending.. 

3.
The PEMC looks into the PIN profile and PIN dynamic information to identify the new PINE which can take up the role of PEGC (here PEGC-2 PIN element) and requests PEGC-2 to take the role of PEGC by sending PIN PEGC role takeover request and this request includes the PIN Element ID of PEGC-2, PIN identifier and time duration to act as PEGC etc.

4.
If the PEGC-2 PINE decides to take up the role of PEGC it sends the success PIN PEGC role takeover response to the PEMC. 

5.
The PEMC notifies the PIN server that PEGC-2 is the new PEGC of the PIN and it is releasing PEGC-1 from its role as PEGC by sending PIN status notification request containing the required details.

6.
The PEMC and PIN server updates the PIN dynamic information with the relevant details of PEGC-2. 

7.
The PEMC delivers the PIN dynamic information to the PEGC-2. 

8.
The PEMC sends PIN status notification request to notify the relevant PINEs in the PIN about the change in the PIN element acting as PEGC and its reachability information.
* * * End of Changes * * * *
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