3GPP TSG-SA WG6 Meeting #52	S6-223552
Toulouse, France, 14th – 18th November 2022	(revision of S6-223511, S6-223331)

Title:	Reply LS on FS_eEDGEAPP Solution for Support of NAT deployed within the edge data network
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	S6-223096 / S3-223018  
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	3GPP Rel-18
Work Item:	FS_eEDGEAPP

Source:	SA6
To:	SA3
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	SA2

Contact person:	Walter Featherstone
	w_featherstone@apple.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	

1	Overall description
SA6 would like to thank SA3 for their LS response (S6-223096 / S3-223018) highlighting the security issue that arises if the network were to rely on unverifiable/unverified information provided by the UE. In response, SA6 would like to ask SA3 whether they can offer any mechanism to support verification of information provided by a UE and if that is the case, kindly provide details on that mechanism? 
With regards to the completeness of solution#23 in TR 23.700-98 to resolve IP address overlap issues, SA2 has provided the following response through LS (S2-2207394) where SA3 was also copied. Use of ipDomain, in addition to a UE’s private IP address, to disambiguate IP addresses between UEs is also captured in Solution #23 in TR 23.700-98 v1.3.0. SA6 would like SA3 to consider this additional information for assessing any potential security issues with an EEC sharing its private IP address with a trusted 3rd party EES.
	The case where multiple UEs are allocated with the same private 5GC IP address is currently addressed as follows 
· when this same private IP address is allocated to different UE(s) for different DNN and S-NSSAI(s) by associating the AF with a DNN and S-NSSAI
· Otherwise and furthermore, the "ipDomain" attribute as defined in TS 29.514 clause 4.2.2.2 Note 3 may be leveraged 
The above DNN/S-NSSAI or ipDomain attribute is not expected to be exposed outside the 5GC network.


In response to the LS from SA2, SA6 has sent a LS reply (S6-223487) seeking further clarification on the statement “The above DNN/S-NSSAI or ipDomain attribute is not expected to be exposed outside the 5GC network” on which SA3 is also in copy. 
2	Actions
SA6 kindly requests SA3 to respond on the question in the description above and welcomes any further assessment on an EEC sharing its private IP address plus ipDomain with a trusted 3rd party EES.

3	Dates of next TSG SA WG 6 meetings
SA6#52-bis-e    16th Jan – 20th Jan 2023 	e-meeting
SA6#53             27th Feb – 03rd Mar 2023 	Athens, Greece
