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	Reason for change:
	It is required for SEAL service proivider to manage access to SEAL servers and also share VAL service specific configutation and policies to the SEAL servers. 
In order to provide better access and to manage SEAL services, this paper proposes to define SEAL registrar (server).

SEAL registrar is needed to provide VAL server specific information to SEAL servers. 
· Example for the VAL server specific information are specified in the discussion paper S6-222115.
Further, SEAL registrar can indicate validity till when SEAL servers need to server requests from VAL client (for example, a VAL server may request to use particular SEAL server for duration of 1 month only)
Further, SEAL service provider can use the SEAL registrar for charging the VAL server.
Further, Following SA3 requirements are not implemented yet. It is required to implement these requirements.
· TS 33.434 – clause 5.2.3	Identity management functional model
· “In order to support VAL user authentication, the SIM-S shall be provisioned with the VAL user ID and VAL service IDs (usage of VAL user ID and VAL service ID is described in clause 7 of TS 23.434 [2]). ”
· TS 33.434 - Clause 5.3.1	General
· “A VAL server is provisioned with an access token scoped for SEAL key management services and is provided with each and every key management request to the SKM-S. ”
· TS 33.434 - 5.3.2	SEAL KM Request message
· “The format and content of a key management record is defined and securely provisioned into the SEAL KMS by the VAL application or VAL service owner/operator. ”
 

Scope of this proposal is is not overlapping with CAPIF:
1) Regarding On boarding API invoker
· The procedure does not provide API invoker (VAL server) specific policies or configuration to API exposing function (SEAL Server).
2) API discovery is not within scope of SEAL registrar. 

In S6-222115 (in SA6#50-e), all gaps were discussed.
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[bookmark: _Toc114871323]* * * First Change * * * *
12.3.x	VAL server provisioning for identity management service
[bookmark: _Toc114871324]12.3.x.1	General
The high level procedure for VAL server to provision required information to SEAL identity management server in order to support VAL user authentication is described in the following subclause.
12.3.x.2	Procedure
The procedure for VAL server to provision required information to SEAL identity management server in order to support VAL user authentication is illustrated in figure 12.3.x.2-1.


Figure 12.3.x.2-1: VAL Server provisioning to SEAL Identity Management Server
1.	The VAL server sends a request message to identity management server to provision required information. The request message includes identity of the VAL server, endpoint information of the VAL server, security credentials of the VAL server, and service provider specific information like list of VAL user IDs per VAL service. 
2.	Upon receiving the request, the identity management server authorizes the request based on the security credentials provided in the request and considering the service level agreement between VAL service provider and SEAL service provider. If VAL server is authorized to use the SEAL service, then the identity management server stores the details about the VAL server including the list of VAL user IDs per VAL service. 
The identity management server sends the response message to the VAL server..
Editor’s note: Information flows are FFS.
Editor’s note:	Whether the VAL server registers with Identity Management Server is FFS.
* * * Next Change * * * *
13.3.x	VAL server provisioningfor key management service
13.3.x.1	General
The high level procedure for VAL server to provision required information towith SEAL key management server in order to provide the format and content of a key management record is described in the following subclause.
13.3.x.2	Procedure
The procedure for VAL server to provision required information to SEAL key management server in order to support VAL user authentication is illustrated in figure 13.3.x.2-1.


Figure 13.3.x.2-1: VAL Server provisioning to SEAL Key Management Server
1.	The VAL server sends a request message to key management server to provision required information . The request message includes identity of the VAL server, endpoint information of the VAL server, security credentials of the VAL server, and service provider specific information like key format per VAL service and scope per VAL service. 
2.	Upon receiving the request, the key management server authorizes the request based on the security credentials provided in the request and considering the service level agreement between VAL service provider and SEAL service provider. If VAL server is authorized to use the SEAL service, then the key management server stores the details about the VAL server including the key format per VAL service and scope per VAL service. 
The key management server sends the response message to the VAL server. 
Editor’s note: Information flows are FFS.
[bookmark: _GoBack]Editor’s note:	Whether the VAL server registers with Key Management Server is FFS.

* * * End of Change * * * *
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