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1. Introduction
PINE may get the PIN server address from the PEMC. So the PINE may initiate PIN registration towards the PIN server via the PEGC as indicate in the NOTE in clause 10.1. However the procedure is missing.
NOTE:
The PINE can also directly register to the PIN server via the PEGC, if the PEMC/PIN server has already provided the PIN server address to the PINE.

2. Reason for Change
The PINE registration can be performed via the PEGC towards the PIN server.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v0.6.1.
* * * First Change * * * *

7.x
Solution #x: PINE registration via the PEGC
7.x.1
Architecture assumptions
The architecture of PIN is referred to the solution 1 in clause 7. 
7.x.2
Solution description

7.x.2.1
General

This solution addresses aspects of Key Issue #1. 
A PINE may need to perform the PIN registration towards the PIN server to to get essential authorizations for the following PIN operations like PIN join.

The PINE is provisioned the PIN server address during the communication with PEMC. 

7.x.2.2
Procedures of PINE registration via the PEGC
Pre-conditions:
1.
The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The PINE already establish the connection with PEGC;
Figure 7.x.2.2-1 illustrates the PIN registration via the PEGC procedure based on request/response model.

[image: image1.png]Pive pesc PN server

LPiNregistration

request
[ reaest

2. determine toforwara
“othe N server

3 PiNregistration

request
[ reaest |

% Perform serice.
suthorization

5.PiNregistration
6. PiNregistration responze





Figure 7.x.2.2-1: PINE registration to PIN server via PEGC

1.
The PINE sends PIN registration request to the PIN server. The PIN registration request is routed to the PEGC. The PINE device identity, device credentials and other necessary formation which is also needed for PIN service authroization are included.

2.
The PEGC identifies the received message is the PIN registration request which is allowed to be forwarded regardless the PINE is authorized or not.

3.
The PEGC forwards the PIN registration request towards the PIN server. 

4.
The PIN server performs service authroization and verifies the PINE device with the information in the registration request. If authorized, the PIN server allocates the PIN client ID, authorization and security credentials for the PINE.

5.
The PINE server returns the PIN registration respose to the PEGC.

6.
The PEGC forwards the PIN registration response to the PINE.
7.x.2.3 
Procedures of PINE registration during the PIN join via the PEGC
Pre-conditions:
1.
The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The PINE already establish the connection with PEGC;
3.
The PINE may get the PIN information from the PEMC, PEGC via PIN announcement after connecting to PEMC or PEGC.
4.
The PINE is able to communicate with PEMC and PIN server via PEGC.
Figure 7.x.2.3.-1 illustrates the PINE registration during the PIN join via the PEGC procedure based on request/response model.
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Figure 7.x.2.3-1: PINE registration to PIN server via PEGC

1.
The PINE sends PIN join/discovery request to the PEGC. The PINE device identity is included. 

-
For the PIN join request, the PIN ID is include.

-
For the PIN discovery request, the discovery criteria is included.
2.
The PEGC identifies the received message is the PIN join/discovery request, and the PINE is not registered and authorized due to no PIN client ID and credentials in the message.

3.
The PEGC returns the PIN join/discovery reject message to the PINE. The registration and authorization indication is also included to instruct the PINE to perform registration. 

4.
The PINE if not registered, initiates the PIN registration towards the PIN server via the PEGC as described in clause 7.x.2.2.

5.
After the registration, the PINE will use the PIN client ID and credentials to initiate the PIN join/discovery again.

* * * Next Change * * * *

9.2.2
Evaluation of key issue #1: PIN Management
For PIN create that addressed in KI#1, solution 2 gives the solution of the PIN create procedure with the following principle: 
-
The PIN creation can only be triggered by the PEMC. The PINE receives the role of PEMC during the registration procedure towards PIN server as indicated in solution 12. And the PEMC receives the PIN server endpoint address before triggering the creation. 

-
The PEMC sends the PIN create request to PIN server with the GPSI, PIN client ID, UE location, security credential and PIN profile. The PIN profile includes some of the information that PEMC can request defined in solution 6, for example, the description of PIN, duration of PIN and etc.

-
The PIN server sends a successful response to PEMC, which includes a newly assigned PIN ID to indicate the PIN. Also, the PIN lifetime or duration can be indicated to PEMC. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
-
After the PIN create successfully, the PIN server or PEMC can allocate the access control information to PEGC if the gateway is selected for the PIN and delivers the access control information to PINEs. The access control information includes: user name, account, SSID, BSSID and etc. All the information is used by PINE in PIN to access the PEGC or benefited by 5GS communication. 
Editor's note: The evaluation of solution 1 of PINAPP architecture needs further update. 

For PIN delete that addressed in KI#1, solution 4 gives the solution of the PIN delete procedure with the following principle: 

-
The PIN delete can be triggered either by PEMC or PIN server. All these two situations are valuable. 

-
The PEMC decides to delete the PIN due to the PIN is not needed or the lifecycle of PIN comes to the end. The PEMC can delete the PIN locally or request PIN server to delete the PIN

-
The PIN server can trigger the PIN delete procedure, for example, when the life cycle of PIN is end or the PIN server decides to stop the PIN service in this PIN and release the PIN resource.
-
For PEMC triggers PIN delete and sends request to PIN server: the PEMC sends a PIN delete request to the PIN server to request to delete the PIN. The PIN delete request includes the security credentials of the PIN client received during PIN client authorization procedure and PIN ID. The PIN ID indicates this PIN will be deleted.

-
If the PEMC detects that the lifecycle of PIN comes to the end, the PEMC can decide to delete the PIN locally. And the PEMC shall indicate the deletion of PIN to PIN server which includes the PIN ID. 

-
For PIN server deletes the PIN: An event occurs at the PIN server that satisfies trigger conditions for notifying a subscribed PEMC of a PIN. If the life cycle of a PIN is end or the PIN server decides to not provide any PIN resource in this PIN, the PIN server should trigger a PIN delete procedure to the PEMC.

If a PIN is deleted, the PIN resource will be released and the PIN service will be stopped. Some of the procedure related to the deleted PIN defined in solution 4 addresses the principle below:  

-
After PIN delete, the PEMC sends the notification to PEGC and PINE that in this PIN to delete the PIN profile related to the deleted PIN, which indicated by PIN ID. This is a notification procedure. 

-
The access control information in PEGC that related to this PIN and PINE in this PIN should be deactivated. 

-
After PIN delete, if PIN is deleted by PEMC locally, the PEMC sends a PIN status update notification to the PIN server to indicate the PIN has been deleted. In this notification, the PIN ID is included. The PIN server updates the PIN profile to remove the details of this PIN which represented by PIN ID.

-
After PIN delete, if the PIN is deleted by the PIN server, the PIN server sends the PIN status update notification to the PEMC to indicate the PIN has been deleted. In this notification, the PIN ID is included. The PEMC updates the PIN profile to remove the details of this PIN which represented by PIN ID and triggers other notification towards the PINE/PEGC in this PIN.

Solution 7 addresses Key Issue 1 and describes the aspects of PIN server discovery. All of the PINE, including PEMC, PINE and PEGC should discover the PIN server first, and then have the interaction towards PIN server. The PIN server discovery procedure should be done before the PIN management. 

-
Solution #7 addresses the procedure of PIN server discovery. The PIN server can be discovered by the following method as indicated in Solution #7: 

-
pre-configured in the PIN elements or PIN clients; 

-
configured by the user;

-
provisioned by MNO through 5GC procedure; or

-
derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario.

For the provisioned by MNO through 5GC procedure, this has several drawbacks. Firstly, this has the impact to 5GC NAS procedure. Secondly, in order to deliver the PIN server endpoint address to the PIN enabler layer, the UE OS should have an enhancement. At last, if the PIN procedure are all happen in the application layer scope, that the 5GS is not aware of PIN, and this needs the 5GC impact that AF provides the PIN server endpoint address to 5GC. But whether SA2 support this is FFS. So, the PIN server endpoint address that provisioned by MNO through 5GC procedure is not appropriate to be included in the method of PIN server discovery. 

Solution 7 also addresses the method that due to PINE receives the PIN server endpoint address from the PEGC and PEMC. 

For example, if PINE has application layer connection with PEGC, for example, via WiFi or Bluetooth pairing, so there are two ways for PINE discovering PIN server:

-
If the PINE connects to PEGC with user name and password, the PINE sends PIN server discovery request to PEGC. The requests include the GPSI, PIN client ID if has, UE location.  PEGC can response with PIN server end point address directly. 

-
If the PINE has the open access to PEGC that with no user name or password. For this situation, the PINE can’t consume the communication service that provided by PEGC, but can have communication with the PEMC behind the PEGC. The PINE sends PIN server discovery request to PEGC and the PEGC routes the requests to PEMC. The request includes the GPSI, PIN client ID if has, UE location.  PEMC can response with PIN server end point address to PINE via PEGC.

Due to for some of the PIN elements can have the application interaction towards the PEMC, for example, via WiFi or Bluetooth pairing, so the PEMC can provide the PIN server end point information to PIN elements. The PINE sends PIN server discovery request to PEMC. The requests include the GPSI, PIN client ID if has, UE location. The PEMC delivers the PIN server end point information to PIN elements or PIN client. The end point information of PIN server includes URI(s), FQDN(s), IP address(es)) of PIN server.
For PIN discovery of PINE that addressed in KI#1, solution 5 gives the solution of the PINE discovers the PIN with the following principle: 

-
The PINE can discover the available PIN from two methods: 

-
The PINE can send PIN discovery request to PEMC of a PIN.

-
The PINE can send PIN discovery request to PIN server.

-
If the PINE has already had an application layer connection with a PEMC which manages a PIN, the PINE sends the PIN discovery request to PEMC. The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI if available, PIN client ID, UE location, the service that PINE wants to consume and PIN client profile(s) information.

-
If the PINE has already had the application layer connection towards PEGC, and the PINE has already received the PIN server endpoint address, the PINE sends the PIN discovery request to PIN server. The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI, PIN client ID, UE location, the service that PINE wants to consume and PIN client profile(s) information.
-
In the PIN discovery request to both PEMC or PIN server, the PINE can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. The filter information can be used for providing certain PIN information. 

Solution 12 and solution #x addresses Key Issue 1 and describes the aspects of PINE/PEMC/PEGC registration procedure that ahead of PIN creation. 

-
Solution #12 addresses the procedure that happens before PIN create.

-
For the PEMC, the PEMC sends Registration Request (GPSI) to the PIN server. After successful registration in PIN server, the PIN server allocates the PIN client ID to this PEMC and the PEMC receives the role of PEMC. 

-
For the PINE and PEGC, the PINE/PEGC registers itself into PEMC with the device metadata (MAC address, vendor name, device description, PINE/PEGC Address). And the PEMC substitutes the PINE/PEGC to register on PIN server. After successful registration in PIN server, the PIN server allocates the PIN client ID to PINE/PEGC.

-
Solution #x addresses the procedure that happens before PINE joining any PIN.
-
The PINE initiate the PIN registration towards the PIN server via the PEGC with the device information. And the PEGC is designed to identify the PIN registration message and forwards such message regardless of the PINE is authorized or not. The PINE gets the PIN clients ID, necessary authroization and security credentials from the PIN server via this PIN registration. 
-
If the PINE initiate the PIN join/discovery request without the registration and authorization, the PEGC rejects such PIN messages, and trigger the PINE to initiate the PIN registration towards the PIN server.
* * * Next Change * * * *
10.1
Conclusion of PIN management of KI#1

The following principle is considered normative for PIN create: 

-
The PIN creation can only be triggered by the PEMC. The PINE receives the role of PEMC first during the registration procedure towards PIN server.

-
The PEMC sends the PIN create request to PIN server with the GPSI, PIN client ID, UE location, security credential and PIN profile. 

-
The PIN server sends a successful response to PEMC, which includes a newly assigned PIN ID to indicate the PIN. Also, the PIN lifetime or duration can be indicated to PEMC. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
-
After the PIN create successfully, the PIN server or PEMC can allocate the access control information to PEGC if the gateway is selected for the PIN and delivers the access control information to PINEs. The access control information includes: user name, account, SSID, BSSID and etc. All the information is used by PINE in PIN to access the PEGC or benefited by 5GS communication. 
Editor's note: The conclusion of solution 1 of PINAPP architecture needs further update. 

Editor's note: Whether Access control information is determined by 5GC or PIN server itself depends on SA2 feedback and needs further update.  

The following principles are considered normative for PIN delete: 
-
The PIN delete procedure can be triggered either by PEMC or PIN server. 

-
The PEMC sends a PIN delete request to the PIN server to request to delete the PIN. 
-
The PEMC can decide to delete the PIN locally. After PIN deleted locally, the PEMC indicates the deletion of PIN to PIN server which includes the PIN ID. 

Editor's note: Whether PIN can be deleted locally by PEMC needs further evaluation and decision. 

-
The PIN server deletes the PIN when events occur and satisfies trigger conditions for PIN delete. For example, the event includes the life cycle of a PIN is end or the PIN server decides to not provide any PIN resource in this PIN.

The PIN delete request includes the security credentials of the PIN client received during PIN client authorization procedure and PIN ID. The PIN ID indicates this PIN will be deleted.

If a PIN is deleted, the PIN resource will be released and the PIN service will be stopped. Some of the procedure related to the deleted PIN should be normative: 

-
After PIN delete, the PEMC sends the notification to PEGC and PINE to delete the PIN profile related to the deleted PIN. 

-
The access control information in PEGC that related to this PIN and PINE in this PIN should be deactivated. 

-
If PIN is deleted by PEMC locally, the PEMC sends a PIN status update notification to the PIN server to indicate the PIN has been deleted. In this notification, the PIN ID is included. The PIN server updates the PIN profile to remove the details of this PIN which represented by PIN ID.

-
If the PIN is deleted by the PIN server, the PIN server sends the PIN status update notification to the PEMC to indicate the PIN has been deleted. In this notification, the PIN ID is included. The PEMC updates the PIN profile to remove the details of this PIN which represented by PIN ID and triggers other notification towards the PINE/PEGC in this PIN.

NOTE: The interaction between PINE and PEMC may be directly interaction or interaction via PEGC.

The following principle is considered normative for PIN server discovery: 

The general static configuration of PIN server in PIN can be consumed as the following methods: 

-
pre-configured in the PIN elements or PIN clients;

-
configured by the user;

-
derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario.

The dynamic discovery of PIN server in PIN can be consumed as the following methods. If the PINE has the application layer connection to PEGC or PEMC: 

-
If the PINE connects to PEGC with user name and password, the PINE sends PIN server discovery request to PEGC. The PEGC can response with PIN server end point address directly.

-
If the PINE has the open access to PEGC, the PINE sends PIN server discovery request to PEGC and the PEGC routes the requests to PEMC. The PEMC can response with PIN server end point address to PINE via PEGC. Authorization information and procedure is needed between PEMC and PINE.

-
If the PINE has the application interaction towards the PEMC, the PINE sends PIN server discovery request to PEMC. The PEMC delivers the PIN server end point information to PIN elements or PIN client. 

In the PIN server discovery request, the following parameters are included: GPSI, PIN client ID if has, UE location. And in the PIN server discovery response, the endpoint address information of PIN server is included, for example, the IP address, FQDN, or URI. 

NOTE: The PEGC is responsible for response the PIN server address to PINE directly or route the PIN server request to PEMC. If the PEGC is associated with multiple PIN and PEMC, the PEGC route the PIN server request to multiple PEMC separately.

The following principle is considered normative for PIN discovery: 

-
The PINE can discover the available PIN from two methods: 

-
The PINE can send PIN discovery request to PEMC of a PIN.

-
The PINE can send PIN discovery request to PIN server.

-
If the PINE has already had an application layer connection with a PEMC which manages a PIN, the PINE sends the PIN discovery request to PEMC. 

-
If the PINE has already had the application layer connection towards PEGC, and the PINE has already received the PIN server endpoint address, the PINE sends the PIN discovery request to PIN server. 

The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI if available, UE location, the service that PINE wants to consume and PIN client profile(s) information.

In the PIN discovery request to both PEMC or PIN server, the PINE can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. The filter information can be used for providing certain PIN information.

The following principle is considered normative for PINE/PEMC/PEGC registration: 

-
For the PEMC, the PEMC sends Registration Request (GPSI) to the PIN server. After successful registration in PIN server, the PIN server allocates the PIN client ID to this PEMC and the PEMC receives the role of PEMC.

-
For the PINE and PEGC, the PEMC substitutes the PINE/PEGC to register on PIN server with the device metadata from PINE/PEGC (MAC address, vendor name, device description, PINE/PEGC Address). After successful registration in PIN server, the PIN server allocates the PIN client ID to PINE/PEGC.

-
The PINE can also directly register to the PIN server via the PEGC, if the PEMC/PIN server has already provided the PIN server address to the PINE. And if the PINE is accessing the PEGC without any registration and authorization, the PEGC may reject the message from the PINE and request the PINE to perform the registration.
