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1. Introduction
Within 23.700-98, there is already Solution#23 for UE identification with NAT. That solution offers two options:

1. Exposure of the UE/AC/EEC private IP address to the enabler layer, specifically the EAS via the application layer. By providing the EAS with the private IP address, the EAS can provide that to the EES as a UE identifier. This enables the EES to invoke the existing Nnef_UEId_Get API (3GPP TS 23.502) 5GC service that requires a private IP address as input to identify a specific UE and enable the 5GC to provide a UE ID (i.e., GPSI as external identifier) in response. 

2. Enhancement of the Nnef_UEId_Get API (which is in SA2’s scope) to accept a UE’s external (/ public) IP address as input, enabling the 5GC to provide a UE ID (i.e., GPSI as external identifier) in response. Here it’s noted that by default the EAS will only have visibility of the external IP address exposed by the UE’s AC. 
In the evaluation, for option 1 it is highlighted that: “Support from SA2 is required to address potential IP address overlap issues in some network deployments. Support from SA3 is required for any security related issues”.
In LS S6-223087, with regards to the overlap issue SA2 state that “The above DNN/S-NSSAI or ipDomain attribute is not expected to be exposed outside the 5GC network”. 
In LS S6-223096, with regards to use of the private IP address SA3 state that “it is not desirable for the network to rely on unverifiable/unverified information provided by the UE. The security issue is that such information can be faked and thus can be used to impersonate a UE”. Also that “SA3 has observed that the solution suggested by SA6 is incomplete”, highlighting the issue that “A private IP address can be shared by multiple UEs”
An observation is that although NAT was not designed as a security feature, it does offer privacy as an originator’s IP address is not exposed outside the private network meaning that the originator is not directly addressable from outside the private network.
In the evaluation, for option 2 it is highlighted that: “if SA2 supports translation of UE’s public IP address to its UE ID, EES can use the public IP address for translation. In this case, EAS can also provide UE’s public IP address to the EES over EDGE-3 UE ID API defined in Rel-17 TS 23.558”.
In LS S6-222617, SA2 state that “there is currently no specification support for exposure of UE External ID based on the NATed UE IP address”, also that “SA2 would like to point out that there is a related work as part of the ongoing Rel-18 study FS_UPEAS. However, SA2 has not yet concluded or agreed any solution for normative work”. It should also be noted that if UPF enhancements are made to enable access to a UE’s public IP address, such capabilities may not be available in every NAT deployment scenario.
2. Reason for Change
As a result of the issues highlighted above, an alternative solution is proposed for KI#16 that does not rely on the UE exposing private IP addresses to the enablement layer via the application layer, or for the 5GC to accept a NAT’ed public IP address.
3. Conclusions

---
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-98, v1.3.0.
It is also proposed to add this solution to the scope of the LS response (S6-223198) to SA2, cc’ing SA3 taking into account the LS highlighted above received from SA2 (S6-223087) and SA3 (S6-223096).
* * * First Change * * * *

7.xx
Solution #xx: UE identification with NAT through EECID
7.xx.1
Architecture enhancements

None.

7.xx.2
Solution description

7.xx.2.1
General

The following solution addresses all the open issues of key issue #16, support of NAT deployed within the edge data network.
In this solution, the fact that the EECID is globally unique (as specified clause in 7.2.2 of TS 23.558 [2]) is used to uniquely identify the UE at the application layer. As a pre-condition, it is required that the EECID is provided to the 5G core (5GC) such that the 5GC is able to associate an EECID to a specific UE. That could for example be achieved through the EEC authentication process (e.g., solution #2 or #28 of TR 33.839) but that is out of SA6 scope. 

In summary, in the AC registration response, the EEC provides its EECID as indication to the AC that the 5GC has the EECID association to a specific UE. The AC then provides the EECID to the EAS to enable it to invoke the EES provided UE identifier API with the EECID as the provided User information. The EES is then able to use the EECID to invoke the 5GC capability to obtain a UE’s External UE ID, which it provides to the EAS for further EDGE-3 API requests. 
NOTE 1:
Coordination with SA3 is required with regards to fulfilling the pre-condition that the 5GC is able to associate EECID to a specific UE, where aspects relating to EEC authentication are SA3’s responsibility.
NOTE 2:
Coordination with SA2 is required with regards to translation of a EECID to External UE ID.
This approach avoids the need to expose the UE ID to the AC(s) and resolves issues pertaining to NAT and UE identification.
7.xx.2.2
Procedure

Figure 7.xx.2.2-1 illustrates the procedure for enabling a EECID to be used for UE identification.

Pre-conditions:

1.
The EECID with its association to a specific UE subscription has been successfully shared with the 5GC. 
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Figure 7.xx.2.2-1: EECID used for UE identification 

1.
The AC sends an AC registration request to the EEC. See TS 23.558 [2] clause 8.14.2.2 for more detail on the existing AC registration procedure.

2.
The EEC checks AC's security credentials and validates the request.
3.
If the request is successfully validated, the EEC responds back to the AC with AC registration response. The response is enhanced by the solution to include the EECID as indication that the EECID’s association to the UE subscription has been successfully shared with the 5GC.
NOTE:
Whether the EECID should be protected before sharing with the application layer is in scope of SA3, for example encryption of the EECID.
4.
The AC provides the EECID to the EAS.

NOTE:
Details on how the AC provides the EECID to the EAS is out of scope.

5.
Once the EECID is received from the AC, the EAS can invoke the UE Identifier API exposed by the EES providing the EECID as the User information, reference TS 23.558 [2] Table 8.6.5.3.2-1.

6.
The EES obtains the UE identifier by interacting with the 5GC (i.e., NEF) as specified in clause 4.15.10 of 3GPP TS 23.502 [8], providing the User information as input to the request.
NOTE:
Since the EECID has been shared with the 5GC as a pre-condition to the solution, the 5GC is able to provide the mapping between the User information and UE identifier. This will require coordination with SA2 to handle this as part of the alignment work in Rel-18.
7.
The EES provides the obtained UE identifier as UE ID to the EAS.
8.
The EAS uses the received UE ID to invoke capability exposure API(s) provided by the EES over EDGE-3.
9.
The EEC includes the EECID when invoking APIs provided by the EES over EDGE-1 interface (e.g., as required as part of the EAS Discovery and ACR request services, reference TS 23.558 [2] Table 8.5.3.2-1 and Table 8.8.4.4-1 respectively).
7.xx.3
Solution evaluation

This solution solves the open issues of KI#16. Specifically, the solution proposes that the globally unique EECID is recognised as an identifier to map to a specific UE by the 5GC, i.e., the 5GC maintains a mapping between EECID and UE ID. Then by providing the EECID to the application layer (specifically the EAS), the application layer can uniquely identify the UE hosting the connected AC to the 5GC via the enablement layer (specifically via the EES).

The solution relies on the 5GC being provided with the EECID with its association to a specific UE subscription. 

NOTE: Coordination with SA3 is required to check whether this could be achieved through new or existing procedures, such as EEC authentication.

The solution relies on the 5GC being able to translate a provided EECID to a UE ID.

NOTE: Coordination with SA2 is required to enhance the capabilities of the Nnef_UEId service to accept a EECID to identify a specific UE as part of the alignment work in Rel-18.

The solution does not require a UE’s private IP address to be shared to the edge enablement layer and since the UE’s private IP address is not proposed to be used to identify a UE, any private IP address allocation overlap issues within an MNOs network are avoided. Furthermore, the solution does not require the 5GC to have access to the UE’s NATed (public) IP address. Instead, the globally unique EECID is proposed as an identifier that can be mapped to a specific UE ID.  

NOTE: Coordination with SA3 is required to check whether there is a security issue if the EEC shares its EECID the application layer.
* * * Second Change * * * *

10.2.0
General

All the key issues and solutions specified in this technical report are listed in Table 10.2.0-1. 

The table provides a mapping of the key issues to the related solutions. It also lists the dependencies on other working groups.

Table 10.2.0-1 Key issue and solutions 

	Key issues
(evaluation clause reference)
	Solution
	Solution


(clause reference)
	
	Dependency on other working groups

	Key issue #1: Enhanced notification service to the EEC
	Solution #1: Service provisioning via push notification
	7.1
	
	

	
	Solution #3: Service provisioning triggering via SMS over NAS
	7.3
	
	

	
	Solution #20: Propagation of EEL notifications to EEC using Edge Notification Server
	7.20
	
	

	Key issue #2: Enablement of Service APIs exposed by EAS
	Solution #8: EAS Service API enablement using CAPIF
	7.8
	
	

	
	Solution #11: A deployment option for alignment with ETSI MEC using CAPIF
	7.11
	
	

	Key issue #3: Enhancements to service continuity planning
	Solution #6: ACR update in service continuity planning
	7.6
	
	

	
	Solution #7: EES monitors UE mobility for service continuity planning
	7.7
	
	

	
	Solution #12: Service continuity planning permission
	7.12
	
	

	
	Solution #21: Prediction expiration time for service continuity planning enhancement
	7.21
	
	

	
	Solution #37: ACR request trigger timing
	7.37
	
	

	Key issue #4: EDGE-5
	Solution #22: Support simultaneous EAS connectivity in ACR
	7.22
	
	SA3

	
	Solution #34: EDGE-5 APIs
	7.34
	
	

	Key issue #5: Alignment of EDGEAPP and ETSI MEC
	Solution #11: A deployment option for alignment with ETSI MEC using CAPIF
	7.11
	
	SA5

	
	Solution #36: Alignment of EDGEAPP and ETSI MEC
	7.36
	SA5
	

	Key issue #6: Edge services support across ECSPs
	Solution #4: ECS discovery through serving ECS to support edge services across ECSPs
	7.4
	
	

	
	Solution #5: ECS enhancement to discover EESs via other ECSs to support edge services across ECSPs
	7.5
	
	

	
	Solution #13: Update ECS configuration information
	7.13
	
	SA2

	
	Solution #43: EAS discovery for Edge node sharing
	7.43
	
	

	Key issue #7: Application traffic filter exposure
	Solution #2: Traffic filter support for EDGE-3 API addressing application traffic detection
	7.2
	
	

	Key issue #8: EAS selection synchronization
	Solution #15: Initial EAS selection declaration
	7.15
	
	

	
	Solution #39: EAS selection synchronization at registration
	7.39
	
	

	Key issue #9: Enhancement of dynamic EAS instantiation triggering
	Solution #32: Dynamic EAS instantiation triggering and notification
	7.32
	
	SA5

	
	Solution #33: Support for EEC Discovery of EAS(es) before instantiation
	7.33
	
	SA5

	
	Solution #40: EAS instantiation status provisioned by ECS
	7.40
	
	SA5

	
	Solution #42: EAS selection and instantiation in EES
	7.42
	
	

	Key issue #10: Support for roaming UEs
	Solution #4: ECS discovery through serving ECS to support edge services across ECSPs
	7.4
	
	SA3

	
	Solution #5: ECS enhancement to discover EESs via other ECSs to support edge services across ECSPs
	7.5
	
	SA3

	
	Solution #13: Update ECS configuration information
	7.13
	
	SA2

	
	Solution #14: V-ECS Discovery via the H-ECS
	7.14
	
	SA3

	Key issue #11: ACR between EAS and Cloud Application Server
	Solution #24: ACR between CAS and EAS
	7.24
	
	

	
	Solution #25: ACR between EAS and Cloud Application Server
	7.25
	
	

	Key issue #12: EEL service differentiation
	Solution #12: Service continuity planning permission
	7.12
	
	

	
	Solution #16: EAS discovery for different users
	7.16
	
	

	Key issue #13: Edge enabler layer support for EAS synchronization
	
	
	
	

	Key issue #14: Application traffic influence for initially selected EAS
	Solution #9: Application traffic influence trigger from EAS
	7.9
	
	

	
	Solution #15: Initial EAS selection declaration
	7.15
	
	

	
	Solution #17: Traffic influence for initial EAS discovery
	7.17
	
	

	Key issue #15: Support of constrained devices for Edge
	Solution #10: low power mode support
	7.10
	
	

	
	Solution #18: Constraint device in EDGEAPP
	7.18
	
	

	Key issue #16: support of NAT deployed within the edge data network
	Solution #23: UE identification with NAT
	7.23
	
	SA2, SA3

	
	Solution #xx: UE identification with NAT through EECID
	7.xx
	
	SA2, SA3

	Key issue #17: Discovery of a common EAS
	Solution #27: Enabling AC Association Aware services by selecting common EASs
	7.27
	
	

	
	Solution #28: Common EAS discovery using EAS selection information
	7.28
	
	

	
	Solution #29: Discovery of a common EAS
	7.29
	
	

	
	Solution #30: Common EAS selection
	7.30
	
	

	
	Solution #31: Discover common EAS
	7.31
	
	

	Key issue #18: EAS bundles
	Solution #26: Bundled EASs
	7.26
	
	

	
	Solution #46: EEC selected ACR scenario for EAS bundles
	7.46
	
	

	
	Solution #47: EES determines the selected ACR scenario for EAS bundles
	7.47
	
	

	Key issue #19: ACR scenario combination
	Solution #19: EES determines the selected ACR scenario
	7.19
	
	

	
	Solution #35: EEC selected ACR scenarios
	7.35
	
	

	
	Solution #38: ACR coordination
	7.38
	
	

	Key issue #20: Supporting composite EASs
	
	
	
	

	Key issue #21: Simultaneously EAS connectivity in ACR
	Solution #22: Support simultaneous EAS connectivity in ACR
	7.22
	
	

	Key issue #22: EAS discovery in Edge Node sharing scenario
	Solution #43: EAS discovery for Edge node sharing
	7.43
	
	

	
	Solution #44: EAS discovery for Edge node sharing
	7.44
	
	

	
	Solution #45: EAS discovery in Edge Node sharing scenario
	7.45
	
	

	Key issue #23: Reliable Edge service
	Solution #48: Edge server set and edge service set
	7.48
	
	

	Key issue #24: SEAL capability access for EEL support
	Solution #41: Interaction with ADAES for edge load analytics
	7.41
	
	


* * * Third Change * * * *

10.2.15
Key issue #16: support of NAT deployed within the edge data network

The open issues of key issue #16 are as follows:

-
How the EES can access 3GPP network services pertaining to a UE when the edge data network employs Network Address Translators (NATs).

-
How AF specific and temporary UE IDs can be managed at the Edge Enabler Layer?

Solution #23 solves these open issues by reusing SA2 defined CN capability (Nnef_UEId_Get) to translate UE’s private IP address to it UE ID. The solution also allows the EES to convert the CN or EEC provided UE ID to Edge UE ID, which is managed by the EES. The Edge UE ID can be specific to the EAS and can be temporary as required. Support from SA2 is required to address potential IP address overlap issues in some network deployments. Support from SA3 is required for any security related issues.

Alternatively, if SA2 supports translation of UE’s public IP address to its UE ID, EES can use the public IP address for traslatation. In this case, EAS can also provide UE’s public IP address to the EES over EDGE-3 UE ID API defined in Rel-17 TS 23.558 [2].
As a further alternative, if SA2 supports mapping of a EECID to a UE ID as proposed in solution #xx, a EES would be able to use the EECID as input to the CN capability (Nnef_UEId_Get) to obtain a UE’s External UE ID. This capability could then be used by an EAS to uniquely identify a UE when invoking EDGE-3 procedures so long as the AC provides the EECID of the EEC to which it is registered to the EAS. This alternative solution proposes that the AC would only provide the EAS with the EECID once it has received confirmation that that the EECID association to a UE subscription is known to the CN. Such confirmation is expected to require SA3 support. With such an approach, a UE’s private IP address does not need to be exposed to the EEL and IP address overlapping issues are avoided. Furthermore, this alternative solution does not rely on the CN having the capability to accept a NAT’ed public IP address as part of the Nnef_UEId service, although it would still require enhancement of that service by SA2 to accept a EECID for the purpose of UE identification.
* * * Final Change * * * *

11.2.3
Solution conclusions
The study concludes with following solution considerations for the normative work:

1.
Following individual solutions, corresponding to the key issues, will be considered as candidate solutions:

i.
for Key issue #1 (Enhanced notification service to the EEC):

a.
Solution #1: Service provisioning via push notification

-
SEAL Notification Service will be specified in TS 23.434 [23] to support the Solution #1
-
The usage of SEAL Notification Service in TS 23.558 [2] will be captured to Solution #1
b.
Solution #3: Service provisioning triggering via SMS over NAS

-
The usage of SMS over NAS to trigger service provisioning procedure will be specified in TS 23.558 [2] as per Solution #3.
c.
Solution #20: Propagation of EEL notifications to EEC using Edge Notification Server

-
SEAL Notification Service will be specified in TS 23.434 [23] to support the Solution #20

-
The usage of SEAL Notification Service in TS 23.558 [2] will be captured to Solution #20
ii.
for Key issue #2 (Enablement of Service APIs exposed by EAS):

a.
Solution #8: EAS Service API enablement using CAPIF
iii.
for Key issue #3 (Enhancements to service continuity planning):

a.
Solution #6: ACR update in service continuity planning
b.
Solution #7: EES monitors UE mobility for service continuity planning
c.
Solution #12: Service continuity planning permission

d.
Solution #21: Prediction expiration time for service continuity planning enhancement

e.
Solution#37: ACR request trigger timing
iv.
for Key issue #4 (EDGE-5):

a.
Solution #34 (EDGE-5 APIs)
v.
for Key issue #5 (Alignment of EDGEAPP and ETSI MEC):

a.
Solution #11: This solution relies on the EDGEAPP architecture as specified in TS 23.558 [2] and CAPIF as specified in TS 23.222 [16]. The solution does not require changes in architecture and procedures.  
b.
Solution #36: This solution is based on the principles set in clause 5.4 and provides a mapping between overlapping APIs in EDGEAPP and ETSI MEC. The solution does not require changes in architecture and procedures.  
c.
The different aspects of alignment of EDGEAPP and ETSI MEC covered by the Solution #11 and #36, may be captured as informative annex(es) in TS 23.558.
vi.
for Key issue #6 (Edge services support across ECSPs):

a.
Solution #x (<<title>>)
vii.
for Key issue #7 (Application traffic filter exposure):

a.
Solution #2: Traffic filter support for EDGE-3 API addressing application traffic detection
viii.
for Key issue #8 (EAS selection synchronization):

a.
Solution #39 (EAS selection synchronization at registration)
b.
Solution #15 (Initial EAS selection)

ix.
for Key issue #9 (Enhancement of dynamic EAS instantiation triggering):

Editor's note: KI#9 conclusion will be revisited depending on the discussion of solution #42 "EAS selection and instantiation in EES" in 222720.
a.
Solution #32 (Dynamic EAS instantiation triggering and notification)

b.
Solution #33 (Support for EEC Discovery of EAS(es) before instantiation)

c.
Solution #40 (EAS instantiation status provisioned by ECS)

d.
Solution #42 (EAS selection and instantiation in EES)
x.
for Key issue #10 (Support for roaming UEs):

a.
Solution #x (<<title>>)
xi.
for Key issue #11 (ACR between EAS and Cloud Application Server):

a.
Solution #24 (ACR between EAS and CAS with CES)
b.
Solution #25 (ACR between EAS and CAS without CES)
xii.
for Key issue #12 (EEL service differentiation):

a.
Solution #12 (Service continuity planning permission)
xiii.
for Key issue #13 (Edge enabler layer support for EAS synchronization):

a.
Solution #x (<<title>>)
xiv.
for Key issue #14 (Application traffic influence for initially selected EAS):

a.
Solution #9 (Application traffic influence trigger from EAS)

b.
Solution #15 (Initial EAS selection declaration)

c.
Solution #17 (Traffic influence for initial EAS discovery)

xv.
for Key issue #15 (Support of constrained devices for Edge):

a.
Solution #18: Constraint device in EDGEAPP
xvi.
for Key issue #16 (Support of NAT deployed within the edge data network):

a.
The principle of Solution #23 (UE identification with NAT) and Solution #xx (UE identification with NAT through EECID) that a UE identifier in the presence of NATing that respects user privacy will be followed, whilst utilising only the available capabilities of the CN.
xvii.
for Key issue #17 (Discovery of a common EAS):

a.
Solution #x (<<title>>)
xviii.
for Key issue #18 (EAS bundles):

a.
Solution #26 (Bundled EASs)
xix.
for Key issue #19 (ACR scenario combination), see also clause 10.2.19:

a.
The principle of Solution #19, #35, #38 that the EEL will offer support for utilizing a combination of ACR scenario(s) will be followed. 

b.
The principle of Solution #35 that the EAS selection entity performs selection of the ACR scenario combination will be followed; the EEC will select zero ACR scenario or a single ACR scenario or multi-ACR scenarios in the ACR scenario list according to the EEL participants service continuity capabilities and AC requirements.

c.
The principle of Solution #35 that the ACR scenario list is communicated to the EES via the selected EAS announcement request will be followed, the EAS announcement request will be enhanced with the ACR scenario list.

d.
The principle of Solution #19 and #35 that the ACR scenario list is communicated to the EAS via the ACR selection notification and that the EAS will subscribe to such notification will be followed; the ACR selection notification will provide the selected ACR scenario list.

e.
The principle of Solution #19 and #35 that each ACR decision-making entity (e.g. EEC/EES/EAS) will use the ACR scenario list to decide if ACR detection needs to be performed will be followed; a gating condition that the ACR scenario is present in the ACR selected scenario list will be added to the ACR detection phase of every ACR scenario.

f.
The principle of Solution #38 that ACR execution will be coordinated after ACR detection happens will be followed; the ACR management event notification and the ACR information notification will be enhanced with information about start of ACR execution.
xx.
for Key issue #20 (Supporting composite EASs):

a.
Solution #x (<<title>>)
xxi.
for Key issue #21 (Simultaneously EAS connectivity in ACR):

a.
Solution #22: Support simultaneous EAS connectivity in ACR
xxii.
for Key issue #22 (EAS discovery in Edge Node sharing scenario):

a.
Solution #x (<<title>>)

xxiii.
for Key issue #23 (Reliable Edge service):

a.
Solution #x (<<title>>)
xxiv.
for Key issue #24 (SEAL capability access for EEL support):

a.
Solution #41 (Interaction with ADAES for edge load analytics)

2.
Individual solutions, not listed under bullet 1 may be adopted in technical specification with appropriate enhancements.
