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1. Introduction
In a PIN multiple PIN elements can have the capability to perform the role of PEMC and can register as PEMC. But any point of time only one PIN element is allowed to be active. But in case of a larger PIN the PIN owner should be able to configure more than one PIN element as PEMCs which will ease managing the PIN by PIN owner or PIN admin. PIN owner or admin can structure the layout of the PIN elements in a PIN in such a way that he/she shall have access to the UEs with PEMC capability in order to perform any PIN management operation. Though internally one PINE is allowed to take the role of PEMC, the PIN owner/admin shall have the flexibiltiy to perform PIN management operations thrugh any of the PIN Element which is authorized with the role of PEMC. Any PEMCs which are not given the role of primary/active by the PIN server can request the primary PEMC for performing the PIN management operations requested by the PIN onwer or PIN admin. So with the PIN server it is always the primary PEMC communicates for any PIN management operations that requires PIN server authorization or intervention. Secondary PEMCs cannot interface with the PIN server directly for any PIN management operations. Below figure illistrates the procedural flow involving the PIN management operations via secondary PEMC.


[image: image1.emf]PEMC-1 

(secondary)

PEMC-2 

(secondary)

PEMC-3 

(secondary)

PEMC-P 

(primary)

PIN server

PIN Management operation 

requests

/

responses

 
Advantages : Provides ease of access of PEMCs to the PIN owner/PIN admin to perform PIN management operations using PEMC UE.
2. Reason for Change
For effective and ease of management of the PIN, PIN owner or PIN admin may configure the PIN to allow more than one PIN elements to be PEMC. But PIN owner/admin shall be transparrent to the fact that only one PEMC will be assigned active PIN role by the PIN server or 5GS. If more than one PIN element is registering as PEMC that PIN server can approve the PIN element as active PEMC if the configuration is present and other PIN elements as secondary PEMC. If configuration is not present, then PIN server can consider and assign the first PIN element registering as PEMC as primary and the subsequent PIN elements as secondary PEMC.
Following changes are proposed :

1. Registration request and response is modified to carry the details of whether the PIN element is assigned with the primary or secondary role

2. PIN profile information and PIN dynamic profile information is extended to contain the details of PEMCs and what role they can be assigned and what is it assigned.

3. Procedure for PIN management via PIN element assigned with the secondary PEMC role.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 V0.6.1
* * * First Change * * * *

7.13.2.2
Procedures of PEMC registration
Pre-conditions:

1.
The PEMC has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PEMC has been authorized to communicate with the PIN server;

Figure 7.13.2.2.2.-1 illustrates service provisioning procedure based on request/response model.
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Figure 7.13.2.2.2-1: PEMC requests to register on PIN server
1.
The PEMC sends Registration Request (GPSI) to the PIN server. The service provisioning request includes the security credentials of the PEMC received during authorization procedure and may include the GPSI. The registration request carries the PIN ID of the PIN for which it is intending to register as PEMC and the PIN element may indicate whether it is to be assigned with primary or secondary PEMC role.
2.
The PIN server interacts with the 5GS to check whether the UE identified by the GPSI has subscribed to be a PEMC. If subscribed, it checks the PIN profile whether the requesting PIN element can be assigned with primary or secondary role and authorize the PIN element accordingly. In case if the PIN has already been created, the requesting PIN element is assigned with the secondary PEMC role irrespective of the role requested by the PIN element.
Editor's note: whether and how to 5GS check the UE identified by the GPSI has subscribed to be a PEMC is in SA2 scope. 
3.
The PIN server responds to the PEMC with allocated PEMC ID and the PEMC role (Primary or secondary) in successful response. If the registration procedure fails, the PIN server should give the failure response to indicates that indicates the cause of registration request failure.
* * * Next Change * * * *

7.7.2.2
PIN Profile in a PIN

Table 7.7.2.2.1-1: PIN Profile in PIN server, PEMC, PEGC and PINE
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC
	PINE

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y
	Y

	Duration
	Specifies the time period of how long the PIN can be active
	Y
	Y
	Y
	Y

	Maximum number of PIN elements
	Maximum number of PIN elements allowed to join the PIN
	Y
	Y
	N
	N

	PIN service
	List of service that a PIN can provide, including the PINE service or the service that can provided by application client on PINE: 
        > PIN service Provider Identifier

        > PIN service type

        > PIN service Feature
	Y
	Y
	N
	Y

	PEMC list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,) and also it contains whether the role is primary or secondary
	Y
	Y
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y
	Y

	PIN Elements List 
	List of PIN elements which can be allowed to join the PIN

        > PIN element ID
	Y
	Y
	Y
	N


Editor's note: Other parameters will be defined of updated in PIN in future. 
7.7.2.3
Dynamic profile information of a PIN

Table 7.7.2.3-1 describes the list of parameters that are classified as dynamic profile information and which are maintained at the PIN server, PEMC and PEGC. Dynamic profile information maintained at these entities are updated based on the following events occurring in the PIN:

-
PINE joins or leaves the PIN;

-
Role of PEMC or PEGC changes;

-
When the services offered by the PIN changes;

-
When a PINE updates the services it offers;

-
When a PINE joins or leaves the PIN;

Table 7.7.2.3-1: Dynamic profile information of a PIN
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y

	Services offered
	List of services offered by the PIN
	Y
	Y
	N

	Duration
	Time period specifying how long the PIN can be active
	
	
	

	PEMC list
	The list of identifiers of the PIN elements which are currently serving as PEMC (e.g.: PIN client ID, UE GPSI etc.,) and whether the PEMC is authorized as primary PEMC or secondary PEMC
	Y
	Y
	Y

	> PEMC Endpoint
	Endpoint information of each PEMC (e.g. URI, FQDN, IP address) used to communicate with the PEMC. 
	
	
	

	> Duration
	Time period of being PEMC
	
	
	

	PEGC list
	The list of identifiers of the PIN elements which are currently serving as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y

	> PEGC Endpoint
	Endpoint information of each PEGC (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	
	
	

	> Duration
	Time period of being PEGC
	
	
	

	> PEGC Supported KPIs
	KPIs supported by this PEGC (e.g., maximum number of assigned PIN elements) 
	Y
	Y
	Y

	> PEGC Schedule
	Scheduled times when this PEGC is available to service PIN elements (e.g., time window). 
	Y
	Y
	Y

	> PIN Elements details
	List of PIN elements being served by PEGC and their connectivity information
	
	
	

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y

	PIN Elements List
	List of PIN elements currently registered/joined the PIN
	Y
	Y
	N

	> PIN Element ID
	Identifty of the PIN element
	
	
	

	> Services offered
	Services offered by the the PIN element
	
	
	

	> Reachability information
	Reachability information of the PIN element
	
	
	

	> Application List
	List of application clients for this PIN element including:

> Minimum KPIs required by each application client to operate effectively within the PIN (e.g., PIN bandwidth, PIN request rate, PIN response time)
> Operational schedules of each application client (e.g., time windows)
	Y
	Y
	Y

	> Default PEGC
	Identifier of the default PEGC authorized to service this PIN element. The PIN element will use this PEGC as the primary PEGC to relay PIN communications. Location and/or schedule information for the default PEGC may also be included such that the default PEGC may be selected by the PIN element based on its current location and proximity to the default PEGC and/or the availability schedule of the default PEGC.
	Y
	Y
	Y

	> Backup PEGCs List
	Identifiers of backup PEGCs authorized to service this PIN element. The list is in prioritized order (the first PEGC listed will serve as the first backup PEGC). If the default PEGC is not available, the PIN element will use this prioritized list of PEGCs to relay PIN communications. Location and/or schedule information for each of the backup PEGCs may also be included such that a backup PEGC may be selected by the PIN element based on its current location and proximity to a backup PEGC and/or the availability schedule of the PEGC. 
	Y
	Y
	Y


* * * Next Change * * * *

7.3.2.3.X
PIN management with multiple PEMCs 

This solution targets KI#1 on PIN management and applicable for PIN with a large number of PIN elements and including multiple PIN elements with management capabilities. In these cases, multiple PIN Elements may be assigned with PEMC role for ease and effective management by the PIN owner or PIN admin.
Precondition:

1.
A homeowner creates a PIN and configured multiple PEMCs.
2.
PEMC-S is assigned with the role of secondary PEMC and PEMC-P is assigned with the role of primary PEMC.
2.
PEMC-S has direct connection or PIN direct connection with the PEMC-P.
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1.
The PEMC-S may already have an application layer connection established with PEMC-P.
2. 
PEMC-S receives a request from PIN owner/PIN admin to perform any of the PIN management operations. These operations could be PIN element removal, PIN element addition, PIN deletion, PIN configuration update etc. 
3. 
PEMC-S prepares the corresponding request including the required details for the requested operation and sends it to PEMC-P. These requests shall carry the PIN client ID of the PEMC-S mandatorily. 
4. 
PEMC-P on receiving the request checks whether the PEMC-S is authorized as secondary PEMC in-order to perform the operation. 
5. 
If the authorization succeeds, PEMC-P proceeds with the requested operation.

6. 
PEMC-P sends the response to PEMC-S containing the status/result of the requested operation.
NOTE:
Only the operations that are required to be performed by the PIN owner/PIN admin can be performed through secondary PEMC and all other operations like PIN discovery, PIN service discovery, authorizing PIN elements to join PIN etc., cannot be handled by the secondary PEMC.
* * * Next Change * * * *

7.3.2.2
Procedures of Creation of PIN
This procedure presents a high-level overview of Solution #X.
Figure 7.3.2.2.2.-1 illustrates PIN creation procedure based on request/response model.
Pre-conditions:

1.
The UE (PINAPP) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PINAPP has been authorized to communicate with the PIN server;

4.
The UE or PINAPP has already received the role of PEMC from PIN server;

[image: image4.emf]PIN Server PINE-1 (PEMC)  PINE-2 (PEGC)  PINE-3 PINE-4

1. Request of creation of PIN

3. Response of creation of PIN

2. Process request

4a. PIN created 

notification request

4b. PIN created notification 

request

4c. PIN created notification 

request

5a. PIN created 

notification response

5b. PIN created 

notification response

5c. PIN created 

notification response


Figure 7.3.2.2.2-1: Creation of PIN
1.
The UE or PINAPP which is the role of PEMC sends a PIN creation request to the PIN server to request to create a PIN. The PIN creation request includes the security credentials of the UE or PINAPP received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. The PEMC can also indicate the PIN service that the PIN can provide to PIN server.

The PEMC can request to create a PIN that including other PIN elements that has already communicated with PINAPP (PEMC). If so, the PEMC sends the PIN creation request including the PIN elements information for example, UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN that including only one element that the PEMC. 

NOTE 1:
In order to save the procedure of several PEMCs to be involved into the certain PIN as individual PEMC, the PEMC can have the additional PEMC GPSIs in the PIN create request, to indicate additional PEMCs that are allowed to manage the PIN. This procedure doesn’t have conflict with that other PEMC requests to join the certain PIN and becomes PEMC separately. 

NOTE 2:
For a certain PIN, only one PEMC at a time can be assigned with primary role and other PEMCs if any are assigned with secondary role. 


2.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PINAPP (PEMC) has authorization to perform the operation. 
Editor's Note:
Whether and how the 5GC involved in the PIN creation is FFS.
3.
The PIN server sends a successful response to PINAPP (PEMC), which includes a newly assigned PIN ID to indicate the PIN. It also includes the list of PIN elements and their identifier which are authorized and made as member of the newly created PIN if the PIN creation request contains the list of PIN elements to be included in the PIN. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure. 
If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PEMC indicates the PINAPP (PEMC) to be the PEGC. The PINAPP who has already had the role of PEMC can also has the role of PEGC.
If the PEGC is indicated, the PIN server sends PIN client ID (that represents the PEGC), assigned IP address or port number in successful response to PINAPP (PEMC). And, the PIN Server also sends the PEGC information about access control in the response, including: 
-
Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN;

The PIN server or PEMC can decide the access control information in certain PEGC.
-
If the access control information decided by PIN server, the PIN server sends the access control information to PEMC. And the PEMC delivers the access control information to PEGC. 
-
If the access control information decided by PEMC, the PEMC delivers the access control information to PEGC. 
4a-4c.
[Optional] If the response of creation of PIN contains the list of PIN elements, the PINE-1 (PEMC) generates the PIN created notification request to individual PIN elements based on the list received in step 3. This notification request includes the PIN ID of the newly created PIN and also contains an indication that the PIN element is made the member of the newly created PIN. 
5a-5c. [Optional] The individual PIN elements sends the PIN created notification response to acknowledge the receipt of the notification. The PIN elements receiving the PIN creation notification request with joined indication shall not join the PIN by issuing the PIN join request since they are already made as the member of the PIN.
After the procedure above, the PINAPP (PEMC) creates a PIN with PINAPP(PEGC) and other accepted PIN elements in PIN. 

* * * Next Change * * * *
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