

	
3GPP TSG-SA WG6 Meeting #52	S6-223182
Toulouse, France 14th – 18th November 2022	(revision of S6-22xxxx)

	CR-Form-v12.2

	CHANGE REQUEST

	

	
	TS 23.222
	CR
	0095
	rev
	-
	Current version:
	17.7.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Reducing resource owner consent inquiry in a nested API invocation

	
	

	Source to WG:
	NTT DOCOMO

	Source to TSG:
	SA6

	
	

	Work item code:
	SNAAPP
	
	Date:
	2022-11-07

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	SA6 has studied the procedure to reduce resource owner consent inquiry in a nested API invocation in TR 23.700-95. The procedure is needed to support efficient API invocation in SNA.

	
	

	Summary of change:
	The procedure to reduce resource owner consent inquiry in a nested API invocation is added.

	
	

	Consequences if not approved:
	The procedure to reduce resource owner consent inquiry in a nested API invocation will not be specified.

	
	

	Clauses affected:
	2, 8.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc114825061]* * * First Change * * * *
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* * * First Change * * * *
8.X	Reducing resource owner consent inquiry in a nested API invocation
[bookmark: _Toc114825166]8.X.1	General
[bookmark: _Toc114825167]In a nested API invocation scenario, the first API invocation towards the API exposing function 1 triggers this API exposing function to request another API invocation towards the API exposing function 2, which is in the same API provider domain that the API exposing function 1. Some service APIs may require invoking another service APIs. For example, if the API invoker invokes SEAL locationInfoRetrieval API, the location management server (acting as an API exposing server for the API invoker and as an API invoker for the NEF) may invoke NEF API to retrieve UE location information from 5GC. The CAPIF may reduce the resource owner consent inquiries for a nested API invocation scenario using procedure described in clause 8.X.3.
8.X.2	Information flows
NOTE:	The security aspects of this procedure will be specified by SA3.
[bookmark: _Toc114825168]8.X.3		Procedure
Figure 8.X.3-1 illustrates the procedure to obtain resource owner consent in a nested API invocation, in which an API exposing function receiving the service API invocation request interacts with another API exposing function to provide the service.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.
2.	The API exposing functions 1 and 2 are in the same trust domain.



Figure 8.X.3-1: Procedure for obtaining resource owner consent in a nested API invocation
1.	The API invoker requests authorization grant and access token to invoke the service API exposed by the API exposing function 1.
NOTE:	This step may use either the existing procedure to obtain authorization to access service API specified in clause 8.16 or the procedure that involves the resource owner client to get resource owner consent. For the latter case, the detailed procedure to obtain resource owner consent and provide an access token is studied in SA3.
2.	The API invoker sends service API invocation request to the API exposing function 1 with the access token received in step 1.
3.	Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2.
4.	The API exposing function 1, acting as an API invoker, obtains the access token to access the service API exposed by the API exposing function 2. 
NOTE:	The existing mechanisms such as OAuth 2.0 Token Exchange [x] can be used to obtain the access token for the nested API invocation. The detailed procedure for authorization for nested API invocations in this step will be studied in SA3
5.	The API invoker sends service API invocation request to the API exposing function with the access token received in step 1.
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