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* * * Change 1 * * * *

[bookmark: _Toc122439485]8.6.5	UE Identifier API
[bookmark: _Toc19034229][bookmark: _Toc19036419][bookmark: _Toc19037417][bookmark: _Toc25612677][bookmark: _Toc25613380][bookmark: _Toc25613644][bookmark: _Toc27647601][bookmark: _Toc42004047][bookmark: _Toc50584399][bookmark: _Toc50584743][bookmark: _Toc57673651][bookmark: _Toc122439486]8.6.5.1	General
EES exposes UE Identifier API to the EAS and EEC in order to provide an identifier uniquely identifying a UE. This API is used by an EAS or EEC to obtain the identifier of the UE if the EAS or EEC does not have it (e.g. hasn’t already cached). This identifier, called UE ID, is used by the EAS to invoke capability APIs specific to UEs over EDGE-3 or EDGE-7. The UE ID is specific to the given EAS and it is represented as a GPSI assigned by the 3GPP Core Network.
Editor's note:	[SA3] [SA2] Check pre-condition #3 to ensure EES is Ok to pass on EAS ID in NEF’s Nnef_UEId as opposed to its own AF ID. 


[bookmark: _Toc14352796][bookmark: _Toc19026825][bookmark: _Toc19034230][bookmark: _Toc19036420][bookmark: _Toc19037418][bookmark: _Toc25612678][bookmark: _Toc25613381][bookmark: _Toc25613645][bookmark: _Toc27647602][bookmark: _Toc42004048][bookmark: _Toc50584400][bookmark: _Toc50584744][bookmark: _Toc57673652][bookmark: _Toc122439487]8.6.5.2	Procedure
Figure 8.6.5.2-1 illustrates the interactions between the EES and the EAS. 
Pre-conditions:
1.	The EAS or EEC is authorized to discover and to use UE Identifier API provided by the EES.
[bookmark: _Hlk124866971]2.	When the EEC is used to invoke the UE Identifier API with the UE IPv6 address as the input parameter, the UE IPv6 address may or may not be NATed. If NATed however, the IPv6 may not be reused (i.e. assigned to more than one UE simultaneously).
3.	EAS is considered an AF behind EES (as another AF) and EES is authorized to pass EAS ID instead of its own AF ID when it needs to interact with the NEF’s Nnef_UEId_Get (as per TS 23.502 clause 4.15.10 “AF specific UE ID retrieval”).
Editor's note:	[SA3] [SA2] Check pre-condition #3 to ensure EES is Ok to pass on EAS ID in NEF’s Nnef_UEId as opposed to its own AF ID. 
Editor's note:	It is FFS whether we need to split this Procedure, into two: the interaction between the EEC with the EES, and the EAS with the EES. 





Figure 8.6.5.2-1: UE Identifier API
1.	The EAS or EEC invokes UE Identifier API exposed by the EES.
2.	The EES uses the received user information in the step 1 (e.g. IP address) and obtains the UE identifier by interacting with NEF as specified in clause 4.15.10 of 3GPP TS 23.502 [3].
3.	The EES provides the obtained UE identifier as UE ID to the EAS or to EEC (i.e. whichever invoked the API).
Editor's note:	[SA3] Whether and how user's consent is obtained to share the UE identifier with a particular EAS or EEC is SA3's responsibility.
4.	The EAS uses the UE ID received in step 3 to invoke capability exposure API(s) provided by the EES over EDGE-3.
[bookmark: _Hlk124877265]Editor's Note: It is FFS if to find out if there is a need to provide further details on the UE Identifier API procedure when the API is used by EEC? (details such as, the use case where EEC uses this API, the triggers for the EEC invoking the API and the necessity for the usage of UE’s IPv6 address in calling the API, etc)?

[bookmark: _Toc31282953][bookmark: _Toc42004049][bookmark: _Toc50584401][bookmark: _Toc50584745][bookmark: _Toc57673653][bookmark: _Toc122439488]8.6.5.3	Information flows
[bookmark: _Toc122439489][bookmark: _Toc31282954][bookmark: _Toc42004050][bookmark: _Toc50584402][bookmark: _Toc50584746][bookmark: _Toc57673654]8.6.5.3.1	General
The following information flows are specified for UE Identifier API:
-	UE Identifier request and response.
[bookmark: _Toc122439490]8.6.5.3.2	UE Identifier API request
[bookmark: _Hlk124881549]Table 8.6.5.3.2-1: UE Identifier API request
	Information element
	Status
	Description

	[bookmark: _Hlk124992657]User information (see NOTE)
	M
	Information about the User or UE available in the EAS or EEC, e.g. IP address.

	EAS ID list
	M
	[bookmark: _Hlk124988653]Identifier of the EAS(s) providing the application services(aka AFId(s)) for which the UE IDs are requested for by EAS or EEC given the User information (e.g. IP address).

	EAS Provider ID
	O
	Identifier of the ASP that provides the EAS.

	Security Credentials
	M
	[bookmark: _Hlk124987573]Security credentials of the EAS or EEC.

	NOTE:	When EEC invokes the API, if available, this IE contains both UE’s private IPv6 address (due to the existence of NAT66) and UE’s private IPv4 address. 



[bookmark: _Toc42004051][bookmark: _Toc50584403][bookmark: _Toc50584747][bookmark: _Toc57673655][bookmark: _Hlk124987769]Editor's Note: [SA3] Whether the EAS ID and the EAS Provider ID are part of the security credential is SA3's responsibility.
Editor's Note: Support for obtaining UE ID when IPv6 addresses are NATed (and how to overcome IP address overlap issues) is FFS and requires coordination with SA2.
[bookmark: _Hlk124993057]Editor's Note: [SA3] It is FFS whether the OS can verify the IP address (i.e. User information) provided in the request is indeed the UE’s and whether the UE provided infomation (IP Address) can be trusted. 
Editor's Note: It is FFS to determine if EASID (clause 7.2.4) definitions need to be updated in order to be consistent with its use (as per EAS ID list IE) as an AF ID in UE Identifier API.  
Editor's Note: The use of Edge UE ID and the defintion of Edge UE ID when the API is used by EEC is FFS.  


[bookmark: _Toc122439491]8.6.5.3.3	UE Identifier API response
Table 8.6.5.3.3-12: UE Identifier API response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the UE identifier request was successful.

	> UE ID list
	O
	List of all the AF-specific UE IDs Identifier uniquely identifying the UE(s).

	>> UE ID
	M
	AF-specific UE ID (i.e. EAS-specific UE ID) 

	>> EAS ID
	M
	Associated EAS ID

	Failure response
	O
	Indicates that the UE identifier request failed.

	> Cause
	O
	Indicates the cause of UE identifier request failure



[bookmark: _Toc42004052][bookmark: _Toc50584404][bookmark: _Toc50584748][bookmark: _Toc57673656][bookmark: _Toc122439492]8.6.5.4	APIs
[bookmark: _Toc50584405][bookmark: _Toc50584749][bookmark: _Toc57673657][bookmark: _Toc122439493]8.6.5.4.1	General
Table 8.6.5.4.1-1 illustrates the APIs for UE Identifier.
Table 8.6.5.4.1-1: Eees_UE_Identifier API
	API Name
	API Operations
	Operation
Semantics
	Consumer(s)

	Eees_UEIdentifier
	Get
	Request/Response
	EAS, EEC 



[bookmark: _Toc50584406][bookmark: _Toc50584750][bookmark: _Toc57673658][bookmark: _Toc122439494]8.6.5.4.2	Eees_UEIdentifier_Get operation
API operation name: Eees_UEIdentifier_Get
Description: The consumer requests identifier of a UE.
Inputs: See clause 8.6.5.3.2.
Outputs: See clause 8.6.5.3.3.
See clause 8.6.5.2 for details of usage of this operation.

image1.emf
EAS EES

1. UE Identifier API request

3. UE Identifier API response

 

4. EAS uses UE ID for further API requests.

2. Obtain UE 

Identifier


oleObject1.bin
EAS


EES


 


1. UE Identifier API request


1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



image2.emf
EAS or EEC EES

1. UE Identifier API request

3. UE Identifier API response

 

4. EAS uses UE ID for further API requests.

2. Obtain UE 

Identifier


Microsoft_Visio_2003-2010_Drawing.vsd
EAS or EEC


EES


 


1. UE Identifier API request


1. Configuration of keying material


1. Configuration of keying material


2. MCData clients initiate service in off-network


3. User requests transmission of a one-to-one SDS message to the terminating MCData user


4. Generate PCK, PCK ID for terminating MCData user and encrypt using UID of the terminating user


5. Generate MiKEY-SAKKE I_MESSAGE and sign


6. One-to-one SDS message (MCData specific elements, Encrypted user payload, MIKEY-SAKKE I_MESSAGE)



