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1. Introduction
Add the PIN create procedure to section 8.5.2 of TS. 

Also, complete the informaition flow that during the PIN creation procedure.

2. Reason for Change
As the conclusion in TR 23.700-78, the PIN create procedure is to normative. 

The PIN create procedure is used to request the resource for PIN, and only the PEMC can trigger the PIN create request.
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.542 V0.0.0
* * * Start of Change 1 * * *
8.5.2
PIN Create
8.5.2.1
General 

After the UE or PINE acquires the role of PEMC and receives the address of PIN server, the UE or PINE can trigger a creation of PIN towards PIN server. 

Below are the possible scenarios when the PEMC request for the creation of PIN: 

-
No PIN elements or PEGC have established connection with PEMC; 

-
One or more PIN elements including PEGCs, PEMCs have established connection with PEMC via non-3GPP access. In this case the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server respondes to PEMC containing the details of the PIN including the PIN ID, the PEGC information, access control information configured in PEGC etc. 

At the network side, a PIN server should be deployed. The PIN server is responsible for the authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN. 

* * * Start of Change 2 * * *
8.5.2.2
Procedure
8.5.2.2.1
PIN creation procedure
Figure 8.5.2.2.1-1 illustrates PIN creation procedure based on request/response model.
Pre-conditions:

1.
The UE or PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The UE Identifier or PIN client Identifier is available;

3.
The UE or PINE has already been registered in PIN server;
4.
The UE or PINE has been authorized to communicate with the PIN server;

5.
PINE 1 is assinged the role of PEMC by PIN server and PINE-2 is the PEGC of the PIN;
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Figure 8.5.2.2.1-1: PIN creation procedure
1.
The PEMC sends a PIN creation request to the PIN server in order to create a PIN. The PIN creation request includes the security credentials of the UE or PINE-1 received during authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information. 

The PEMC can request to create a PIN including the details of other PIN elements (list of PINEs) that has already established connection with it. The details of the PIN elements could be for example, UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN including itself. 

In order to save the procedure of several PEMCs to be involved into the certain PIN as individual PEMC, the PEMC can have the additional PEMC GPSIs/PIN client ID in the PIN create request, to indicate additional PEMCs that are allowed to manage the PIN. This procedure doesn’t have conflict with that other PEMC requests to join the certain PIN and becomes PEMC separately.
NOTE 1:
For a certain PIN, only one PEMC at a time can be assigned with primary role and other PEMCs if any are assigned with secondary role. 

2.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PEMC (PINE 1) has authorization to perform the PIN creation operation. 
Editor's Note:
Whether and how the 5GC involved in the PIN creation depends on the feedback from SA2.
3.
The PIN server sends a successful PIN creation response to PEMC, which includes a newly assigned PIN ID to indicate the PIN. It also includes the list of PIN elements and their identifier which are authorized and made as member of the newly created PIN if the PIN creation request contains the list of PIN elements to be included in the PIN. 

If the PIN creation request fails, the PIN server should give the failure response indicating the cause of PIN creation request failure.
If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PIN server indicates the PEMC to be the PEGC. The PEMC who has already had the role of PEMC can also has the role of PEGC.
If the one or more PEGCs are indicated in the PIN creation response, the PIN server indicates the PIN client ID/GPSI of one PINE to be the PEGC. Also, the assigned IP address or port number is delivered in the PIN creation response to PEMC. And, the PIN Server also sends the PEGC information about access control in the response, including: 
-
Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN;

The PIN server or PEMC can decide the access control information in certain PEGC.
-
If the access control information decided by PIN server, the PIN server sends the access control information to PEMC via PIN creation response. And the PEMC delivers the access control information to PEGC via PIN creation notification request.
-
If the access control information decided by PEMC, the PEMC delivers the access control information to PEGC via PIN creation notification request.
4a-4c.
[Optional] If the PIN creation response contains the list of PIN elements, the PEMC generates the PIN creation notification request to individual PINEs based on the list received in step 3. This notification request includes the PIN ID of the newly created PIN and also contains an indication that the PIN element is made the member of the newly created PIN. 
5a-5c. [Optional] The individual PIN elements sends the PIN creation notification response to acknowledge the receipt of the notification. The PIN elements receiving the PIN creation notification request with joined indication shall not join the PIN by issuing the PIN join request since they are already made as the member of the PIN.
After the procedure above, the PINE-1 (PEMC) creates a PIN with PEGC (PINE-2) and other accepted PIN elements in PIN. 

* * * Start of Change 4 * * *
8.5.2.3
Information flows

8.5.2.3.1
General
The following information flows are specified for PIN creation:

-
PIN creation request and response;
-
PIN creation notification request and response;
Editor’s note: A review and update of procedural text and IEs is necessary to ensure that multiple PEMC/PEGCs are supported.
8.5.2.3.2
PIN creation request
Table 8.5.2.3.2-1 describes information elements in the PIN creation request from the PINE/PEGC to the PIN server. 

Table 8.5.2.3.2-1: PIN creation request
	Information element
	Status
	Description

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PINE/PEMC

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client profile(s)
	O
	Profiles of PIN clients. The PIN client profiles are further described in Table x.x.x.x. 

	UE location
	O
	The location information of the UE. The UE location is described in clause x.x.x. 

	Lists of PINEs
	O
	The PINEs that has already communicated with PEMC directly, and intend to add these PINE into PIN. 

	Additional PEMCs
	O
	Indicate additional PEMCs that are allowed to manage the PIN. 


8.5.2.3.3
PIN creation response
Table 8.5.2.3.3-1: PIN creation response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the PIN creation request was successful.

	> PIN ID
	M
	Identifier of the newly created PIN.

	> Expiration time
	M
	Indicates the expiration time of the PIN. 

	> Lists of PINEs
	O
	List of PIN elements and their identifier which are authorized and made as member of the newly created PIN if the PIN creation request contains the list of PIN elements to be included in the PIN.

	> Identifier of PEGCs
	O
	Indicates the PINE identifier authorized to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN

	Failure response
	O
	Indicates that the PIN creation request failed.

	> Cause
	M
	Provides the cause for PIN creation request failure.


8.5.2.3.4
PIN creation notification request
Table 8.5.2.3.4-1: PIN creation notification request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the newly created PIN.

	Indication
	O
	Indicates the PIN element is made the member of the newly created PIN.

	> Identifier of PEGCs
	O
	Indicates the PINE identifier that to be the PEGCs of this PIN. 

	>> PEGC address
	O
	Assigned IP address or port number of PEGC

	> PEGC information
	O
	Includes the PEGC information for example, 

	>> Access control information
	O
	Includes: user name, account, SSID, BSSID. All the information is used by PIN elements in PIN to access 5G or access other application outside of PIN


8.5.2.3.5
PIN creation notification response
Table 8.5.2.3.5-1: PIN creation notification response
	Information element
	Status
	Description

	Successful response
	O
	Indicates that the PIN creation notification request was successful.

	Failure response
	O
	Indicates that the PIN creation notification request failed.

	> Cause
	O
	Indicates the cause of PIN creation notification request failure.


* * * End of Change * * *
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