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1. Introduction
[bookmark: _Toc352077766]This paper discusses the PIN feature in general and how it relates to the UIA requirements from SA1. The purpose of this paper is to highlight that SA1 has already established clear requirements for identifying PINEs and that the PINE identifiers should be under operator control.
2. Background
As stated in the FS_PINAPP SID (SP-220095), the PIN requirements come from several SA1 work items, including UIA (User Identities and Authentication). The UIA requirements are in section 26A of TS 22.101. The text box below shows the introduction section from section 26A of TS 22.101, this text explains some of the motivation for the UAI requirements.Identifying distinguished user identities of the user (provided by some external party or by the operator) in the operator network enables an operator to provide an enhanced user experience and optimized performance as well as to offer services to devices that are not part of a 3GPP network. The user to be identified could be an individual human user, using a UE with a certain subscription, or an application running on or connecting via a UE, or a device (“thing”) behind a gateway UE. 
Network settings can be adapted and services offered to users according to their needs, independent of the subscription that is used to establish the connection. By acting as an identity provider, the operator can take additional information from the network into account to provide a higher level of security for the authentication of a user.
NOTE: The basic concept and relations of user identity management is described in TR 22.904 [61].




The SA1 requirements are clear that the 3GPP System needs to be able to identify PINEs. For example, TS 22.101 states:The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.
The User Identifier shall be independent of existing identifiers relating to subscription or device (e.g. IMSI, MSISDN, IMPI, IMPU, SUPI, GPSI, IMEI) and of other User Identifiers.
The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
The 3GPP system shall support to interwork with a 3rd party network entity for authentication of the User Identity.
The 3GPP system shall support to perform authentication of a User Identity regardless of the user's access, the user's UE and its HPLMN as well as the provider of the User Identifier.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway.
The 3GPP network shall support to perform authentication of a User Identity used by devices that are connected via a UE that acts as a gateway.
The 3GPP system shall be able to take User Identity specific service settings and parameters into account when delivering a service.
A subscriber shall be able to link and unlink one or more user Identities with his 3GPP subscription.
The 3GPP system shall support user authentication with User Identifiers from devices that connect via the internet; the 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the 3GPP subscription that has been linked with the User Identity.
The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access.
The 3GPP system shall be able to assess the level of confidence in the User Identity by taking into account information regarding the used mechanism for obtaining that User Identity (e.g. algorithms, key-length, time since last authentication), information from the network (e.g. UE or device in use, access technology, location).
The operator and the subscriber shall be able to restrict the number of simultaneously active User Identifiers per UE.













3. Discussion
A question has been raised in SA6 about whether if the 5GC is involved in making decisions or providing access control information (i.e. information that assists the authorized PINE in a PIN to access 5GS network via PEGC) to PIN server (AF) during PIN creation/modification procedure? And, if yes, and what’s the details of access control information?
The SA1 requirements in TS 22.101 answer these questions.The 3GPP system shall be able to store and update a User Profile for a user. 
The User Profile shall include a User Identifier. 
The User Profile may include one or more pieces of the following information: 
-	additional User Identifiers of the user's User Identities and potentially linked 3GPP subscriptions, 
-	used UEs (identified by their subscription and device identifiers), 
-	capabilities the used UEs support for authentication,
-	information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.
-	User Identity specific service settings and parameters. 
Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
-	User Identity specific network resources (e.g., network slice).
The user shall be able to activate, deactivate and suspend, i.e. temporarily deactivate, the use of the User Identifiers per device or UE and the associated settings in its user profile. 
Note 1: 	Suspending (temporarily deactivating) a User Identifier on a UE could also be automatically performed by the device on behalf of the user after a period of inactivity of the user at that device. The time period of inactivity of the user at that device after which a device should suspend a User Identifier may depend on home operator policy.
Note 2: 	Re-activation of a suspended User Identifier on a UE where it was suspended could involve simplified authentication (e.g. using fingerprint) at the device.   
Subject to operator policy the 3GPP system shall be able to update User Profile related to a User Identifier, according to the information shared by a trusted 3rd party. 



[bookmark: _Hlk115192207]
Observation#1: The 3GPP system (i.e. 5GC) shall be able to store and update a User Profile for a user and it should be possible to update the User Profile based on information from a trusted 3rd party AF. SA6 has already agreed that the Access Control information includes “information that assists the authorized PINE in a PIN to access 5GS network via PEGC, for example, the username or password.”. This is consistent with the SA1 requirements that say that the User Profile includes:
-	additional User Identifiers of the user's User Identities and potentially linked 3GPP subscriptions, 
-	used UEs (identified by their subscription and device identifiers), 
-	capabilities the used UEs support for authentication,
-	information regarding authentication policies required by different services and slices to authenticate a user for access to these services or slices.
-	User Identity specific service settings and parameters. Those shall include network parameters (e.g. QoS parameters), IMS service (e.g. MMTEL supplementary services) and operator deployed service chain settings.
-	User Identity specific network resources (e.g., network slice).

Another question that has been raised in SA6 is whether and how the 5GC is involved in the PIN creation procedure? And, if the 5GC is involved in the PIN creation procedure, what and how PIN server interact with 5GC?
Observation#2: As described above, it is already clear that the 5GC needs to maintain a user provide and SA1 requirements are also clear that it should be possible to link and unlink one or more user Identities with a user’s 3GPP subscription. Thus, the 5GC needs to be involved with linking PINEs to UE subscriptions (i.e. PIN creation).  Furthermore, it is also clear that 3rd party AFs (i.e. PIN Servers) can provide user identities to the 5GC.
Proposal: Clarify that the PINAPP TR 23.700-78 is based on the SA1 requirements that are listed above by agreeing to the following changes in TR 23.700-98 V0.5.0.
* * * First Change* * * *

[bookmark: _Toc113268529]Introduction
Personal IoT Networks (PIN) is based on the greatly increasing number of consumers IoT devices. These devices can either be wearable devices or can be IoT devices in the home. Users create Personal IoT Networks out of all these Personal IoT devices mainly in their homes or around their body. This technical report identifies the key issues and corresponding application architecture and related solutions with recommendations for the normative work based on 3GPP TS 22.261 [2] and 3GPP TR 22.859 [3]. 3GPP TS 22.261 [2] also refer to requirements in 3GPP TS 22.101 [5] clause 26a that apply to Personal IoT Networks and Customer Premises Networks.


* * * Second Change* * * *
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* * * Third Change* * * *

[bookmark: definitions][bookmark: _Toc113268532]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc113268533]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Access Control Information: A set of information that assists the authorized PINE in a PIN to access 5GS network via PEGC, for example, the username or password. 
Application Server: Application software resident in the data network performing the server function.
Endpoint information: A set of information of device or server for visits or communication, such as URI(s), FQDN(s), IP address(es).
PIN enabler: Refers to the overall functionality provided by the entities such as PIN Client, PIN Gateway Client, PIM Management Client, and PIN server in support of applications as per the architecture defined in solution 7.2. 
PIN management: Refers to the create, maintenance and delete of PIN.
PIN Profile: A set of data and information about the PIN and PIN elements resides in the PIN. 
NOTE: 	3GPP TS 22.101 [5] clause 26a lists information that can be included in a PINE profile. 
Service Switch: A mechanism to switch the service traffic flow between Application server and PINE to application server and other PINE. 


