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1. Introduction
This contribution proposes a new solution for granularity of authorization scope.
2. Reason for Change
A solution is needed for a new key issue.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.5.0.
* * * First Change * * * *
6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key issue 1
	Key issue 2
	Key issue 3
	Key issue 4
	Key issue X

	Solution 1
	X
	X
	
	
	

	Solution 2
	X
	X
	X
	
	

	Solution 3
	X
	X
	X
	
	

	Solution 4
	X
	X
	X
	
	

	Solution 5
	X
	
	
	
	

	Solution 6
	
	
	
	X
	

	Solution 7
	
	
	X
	
	

	Solution X
	
	
	
	
	X


* * * Next Change * * * *

6.X
Solution #X: Authorization with API, UE, application-level granularity
6.X.1
Solution description
This solution addresses the key issue #X with regard to the granularity of the authorization scope. In this release, the API-level, UE-level, and application-level granularity is supported. This solution is expected to be used as a part of Solutions #3 and/or #4.
Figure 6.X.1-1 shows the procedure to issuing an access token containing the scope of authorization.

Pre-conditions:

1.
The resource owner can communicate with the API invoker.
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Figure 6.X.1-1: Procedure for issuing an access token containing the scope of authorization
1.
The resource owner client sends authorization information to Authorization function for authorizing the API invoker to invoke a service API. The resource owner also sends the UE identifier and the application identifier.
2.
Based on the authorization information from the resource owner client, the authorization function identifies the scope of the authorization indicated by the name of service API, the UE identifier, and the application identifier. An access token containing them in the scope is sent to the API invoker.
NOTE:
How to map application-level scope to network resources is defined in stage 3.
6.X.2
Solution evaluation

This solution clarifies the granularity of the authorization scope. Application-level granularity allows the CAPIF and the end users to prevent unnecessary API invocation from the API invoker. The details to achieve this function will be defined in stage 3.
* * * Next Change * * * *

7.3.1
Introduction

The mapping of solutions to key issues in this technical report is listed in table 6.0-1. In addition, Table 7.3.1-1 lists the impacts to other working groups that will need consideration during the Rel-18 normative phase.

Table 7.3.1-1: Key issues, solutions, and dependency on other working groups

	Key issues
	Solution
	Dependency on other working groups

	Key Issue #1: UE-originated API invocation
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	
	Solution #5: UE-originated API invocation within CAPIF
	SA3

	Key Issue #2: AF-originated API invocation
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	Key Issue #3: Providing and revoking resource owner consent upon invoking APIs
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	
	Solution #7: Reducing resource owner consent inquiry in a nested API invocation
	SA3

	Key Issue #4: Discovery of target API information
	Solution #6: Discover a proper AEF with owner information
	None

	Key Issue #X: Granularity of authorization scope
	Solution #X: Authorization with API, UE, application-level granularity
	CT3


* * * Next Change * * * *

7.3.X
Overall evaluation of solutions for Key Issue #X
Key Issue #X is an issue about the granularity of the authorization scope. One solution is proposed in this document.

Solution #X proposes a procedure to include information about the API, the user, and the application to the scope of the authorization. With this procedure, the CAPIF and the end user can prevent unnecessary API invocation from the API invoker. The detailed procedure on how to map this application-level scope to network resources is defined in stage 3.
The solutions above will be considered in the normative work.
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