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1. Introduction
This contribution proposes to add SNAAPP Conditional fine-grained user consent use case to the Annex.
For information, the following was the intial usecase introduced, before template changes. The original usecase is likely to result in multiple template-based usecases.

A.x
Example of conditional user consent (Location tracking)

A tracking application is based on enabling the UE Y to track the location of a user on UE X. An API Provider AP provides location APIs via CAPIF, with functionality allowing the corresponding AS/AF to act as API Invoker and provide tracking functionality on behalf of user.  functionality also allows pre-configured policies to indicate whether  wants to consent/deny location requests from the corresponding application.

End user XU wants to provide pre-configured policies with finer granularity such as:

· distinguishing between API Invoker (UE Y  AS/AF) and application

· per condition such as time, U location, U location, etc.

· distinguishing between the pre-agreed consent, pre-agreed denial, and being prompted for consent or denial.

For example, the UE X end user chooses:

·  "day during work hours only” to receive API calls requesting consent for any user from a team to request their location, and only if the team member is in the office.

· outside working hours, location requests from the team are pre-configured to be denied.

The denial or consent can apply independent of application, i.e., if consent is denied for the tracking application, Y cannot request UE X location during this time via another app.
2. Reason for Change
To support conditional user consent 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.5.0.
* * * First Change * * * *
A.x
Variable-originator API invocation (Location tracking)

Editor’s Note: Solutions to enable variable-originator API invocation need to be added to Clause 6.
A.x.1
General

This use case is an example an application which may use either AF-originated API invocations or UE-originated API invocations to provide the same functionality, depending on context. In this use case, the end user (also a subscriber of the MNO) on UE X can allow its location to be tracked by an end user on UE Y either via direct API invocation or via the AF (tracking application server) which is then allowed to expose the information to the end user on UE Y. 
A.x.2
Pre-conditions

A tracking application enables the user on UE Y to track the location of a user on UE X. An API Provider AP provides location APIs for the end users on UE X and UE Y, and the tracking application on the UE utilizes the location APIs to provide the tracking functionality.
When UE Y is in power saving, the application offers the end user on UE Y the option of continue the monitoring on its behalf. Triggering the location API by the AF also implies access of the location data by a different stakeholder, therefore tracking server needs to be authorized explicitly by the UE X end user, in order to be able to invoke the API. 
A.x.3
Service flows

1.
Tracking application of UE Y triggers the AP to obtain consent from end user on UE X. The consent is requested for API for both UE-originated API invocation (as shown in Figure 4.1.1-1) and AF-originated API invocation (as shown in Figure 4.2.1-1).
2.  Consent is obtained from the end user on UE X via an authorization procedure of the AP. The authorization procedure of the AP indicates the options of allowing “Tracking application of user on UE Y" to invoke the location API for UE X exposed by AP via either UE-originated API invocation, AF-originated API invocation, both, or none.
3.  The MNO subscriber (UE X user) uses the authorization procedure of the AP to authorize which API Invoker is authorized to perform the API invocation for the purpose of exposing the information to UE Y user.
A.x.4
Post-conditions
After receiving the authorization as per the authorization procedure of the AP, the tracking application on UE Y can invoke the location API of AP for obtaining location of user on UE X. If UE X user provided authorization, as per the authorization procedure of the AP, the tracking application at the server to invoke the location API of AP for obtaining location of user on UE X, then when UE Y is in power saving mode, the tracking application server is able to provide its services on UE Y user behalf. Without this authorization, during power saving mode the tracking functionality is paused.
A.y
Conditional user consent (Location tracking)

Editor’s Note: Solutions to enable conditional user consent need to be added to Clause 6.
A.y.1
General

This use case is an example of API invocations for a location tracking application. In this use case, the end user (also a subscriber of the MNO) on UE X can allow its location to be conditionally tracked by end users on one or more UEs (e.g. end users on UE Y1, Y2), depending on contextual information.
A.y.2
Pre-conditions

A tracking application enables users on UE Y1 to track the location of a user on UE X. An API Provider AP provides location APIs for the end users on UE X,  Y. and the tracking application on the UE utilizes the location APIs to provide the tracking functionality.

A.y.3
Service flows

1.
Tracking application of UE Y triggers the AP to obtain consent from end user on UE X. The consent is requested for API for both UE-originated API invocation (as shown in Figure 4.1.1-1) and AF-originated API invocation (as shown in Figure 4.2.1-1).

2.  Consent is obtained from the end user on UE X via an authorization procedure of the AP. The authorization procedure of the AP indicates the options of allowing “Tracking application of user on UE Y" to invoke the location API for UE X exposed by AP depending on criteria provides by the UE X user for: UE Y context (e.g. UE Y location or speed), UE X context (UE X location or speed, active applications, etc), generic context (e.g. time of day)
A.y.4
Post-conditions
After receiving the authorization as per the authorization procedure of the AP, the tracking application on UE Y can invoke the location API of AP for obtaining location of user on UE X only when the UE X context, UE Y context, or generic context meet the criteria provided by UE X user.
