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1. Introduction
3GPP TR 23.700-78 v0.4.0 clause 7.3.2.3 contains various procedures for the modification of a PIN. This contribution proposes another procedure to modify a PIN – by an authorised administrator who is also the owner of the PIN. The authorised administrator accesses PIN configuration through a UE, which is also a member of the PIN.
In the corresponding scenario for PIN modification the authorised administrator is outside the coverage area of the PIN and is unable to access the PEMC of the PIN. The authorised administrator manages the PIN on an application on a UE and contacts the PIN server to perform a PIN modification where another member of the PIN is assigned to be the new PEMC.

SA1 discussions and specifications addressing the usecase above resulted in capturing in 3GPP TS 22.261, the following related concepts:

· Definition of an authorised administrators for a PIN as ‘a user or other entity authorised to partially configure and manage a network node in a CPN (e.g. a PRAS, or eRG) or a PIN element in a PIN’. 
· Description in clause 6.38 of Personal IoT Networks (PINs) that provide local connectivity between UEs and/or non-3GPP devices.
· Description in clause 6.38 of a  PIN Element with Management Capability as a PIN Element that provides a means for an authorised administrator (e.g. homeowner) to configure and manage a PIN.
Note that this contribution uses the concept of ‘authorized administrator’ as initially introduced in 3GPP TS 22.261. and detailed above. However, SA1 usecases and requirments also use alternate terminology such as : ‘homeowner’, ‘authorized 3rd party’, ‘authorized UE’, ‘authorized PIN Element’ etc.
Related requirements for PIN have also been captured in 3GPP TS 22.261 clause 6.38 as listed below.
· The 5G system shall be able to minimize service disruption when a PIN Element changes the communication path from one PIN Element (e.g. PIN Element with Gateway Capability) to another PIN Element or operator provided mobile access. The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.
· The 5G system shall be able to support access to the 5G network and its services via at least one gateway (i.e. PIN Element with Gateway Capability or eRG) for authorised UEs and authorised non-3GPP devices in a PIN or a CPN.
· The 5G system shall support mechanisms for a network operator or authorized 3rd party (e.g., a PIN User) to create, remove and manage a PIN, including:
· Authorizing/deauthorizing PIN Elements;

· Authorizing/deauthorizing PIN Elements with Management Capability;

· Authorizing/deauthorizing PIN Elements with Gateway Capability;

· Establishing duration of the PIN;

· Configure PIN Elements to enable service discovery of other PIN Elements;

· Authorize/deauthorise if a PIN Element can use a PIN Element with Gateway Capability to communicate with the 5GS;

· Authorize/deauthorise for a PIN Element(s):

· which other PIN Element it can communicate with, 

· which applications/service or service in that PIN it can access,

· which PIN Element it can use as a relay.

· Authorize/deauthorise a UE to perform service discovery of PIN Elements over the 5G network;

· Configure a PIN Element for external connectivity e.g.via 5G system;
Editorial changes of Solution #2 text have also been included. 

2. Reason for Change

Support functionality derived from TS 22.261,  definitions and requirements for PIN modification by an authorised administrator who is also the owner of the PIN. Include support for authorised administrator accesses of PIN configuration through a UE, which is also a member of the PIN.

3. Proposal

It is proposed to agree to the following changes in 3GPP TR 23.700-78 v0.4.0.
* * * First Change * * * *

7.3
Solution #2: PIN management
7.3.1
Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 

7.3.2
Solution description

7.3.2.1
General

This solution addresses aspects of Key Issue #1. 
After the UE or PINAPP acquires the role of PEMC, the PINAPP can trigger a creation of PIN towards PIN server. 

When the PINAPP as a PEMC to trigger the creation of PIN, there may the two situations below: 

-
There is only one element in PIN, and the PEMC manages itself. 

-
There are already serveral PIN elements or PEMC. The other PIN elements or PEGC have communication links with PEMC via non-3GPP access, and the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server response with the PIN ID, the PEGC information about access control configured in PEGC. 

At the network side, a PIN server should be deployed. The PIN server (represent the operator) is responsible for the authorization of the Creation request of PIN and arranges the PEGC information about access control to PIN. 

How the PIN server receives or derives PEGC information about access control is in the scope of SA2.
For an established PIN, the PIN can be modified inthe following situations: 

-
Changes of PEMC. For example, the current PEMC may no longer be provide management of PIN and the role of PEMC will be changed to another PIN elements. 

-
Changes of PEGC. For example, if the current PEGC has broken down or is switched off, or the PEGC moves out of the direct communication proximity of the PINE client(s).  The current PEGC is no longer suitable and enforcing another PIN element as PEGC is needed. 

-
Update of PIN service. If the service that a PINE (in a PIN) or PIN can provide is updated, the PEMC should trigger the modification of PIN towards PIN server to update the PIN service. 
-
Update of PIN service remotely by authorised administrator after local PEMC failure. An authorised administrator is the owner of the PIN and needs to reconfigure the PIN after a communication failure with the local PEMC. The authorised administrator can access the PIN and the PIN server only through the 5G network.
Editor's note: The access control information should be coordinated with SA2 and wait for further update. 

Editor's note: Whether the PIN modification can be triggered or accomplished internal PIN needs more study. 

* * * Second Change * * * *

7.3.2.3.7
PIN modification triggered after local PEMC failure 
An authorised administrator is the owner of a PIN and accesses PIN configuration using an application on a UE, which is one of the PEMC for the PIN. The authorised administrator leaves the local area of the PIN (e.g. in a home) and is able to access the PIN remotely through the 5G network. The authorised administrator is able to manage the PIN through the 5G network.
Pre-conditions:

1.
The PIN server has authorised the creation of the PIN.
2.
The authorised administrator is the owner of the PIN and has created the PIN.
3.
The authorised administrator manages the PIN using an application on a UE, which is PEMC1 in the PIN.

4.
PEMC2, PEGC, PINE-1, PINE-2, and the UE/PEMC1 are members of the PIN.
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Figure 7.3.2.3.7-1: PIN Modification triggered by Authorised Administrator
1.
 UE/PEMC1 receives a notification from PEGC that there is a communication failure with PEMC2.
2.
An authorised administrator on UE/PEMC1 sends a PIN modification request to the PIN server through the 5G network. The modification request includes the security credentials of the authorised administrator, the UE ID, the PIN ID, PIN member ID, and a request that PINE-1 be assigned the new PEMC.
3.
The PIN server processes the modification request and checks if the authorised administrator is allowed to modify the PIN.
4. 
If the authorised administrator is allowed to perform PIN modification, the PIN server sends a request to PINE-1 to assign PINE-1 as the new PEMC and provides PIN profile and dynamic profile information to PINE-1.

5.
PINE-1 returns an accept response to the PIN server.

6.
The PIN server notifies the other members of the PIN that PINE-1 will be the new PEMC for the PIN.

7.
The PIN server sends a response to the PIN modification request with updated information for the PIN profile and the dynamic profile information.

8.
PIN communications resume with PINE-1 serving as the new PEMC.
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