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1. Introduction
This pCR proposes to put forward a solution update for solution 5.
2. Reason for Change
As indicated in solution 5, the PINE can communicate with PEGC via WiFi or Bluetooth. If the PINE communicates with PEGC via WiFi provided by PEGC, the PEGC can identify the PIN elements by the account number and password that PEGC distributed and the PIN client ID, UE GPSI if available.
But for the certain PEGC, that it may not allow some of the PINE to have the access into PEGC. One PINE can associate with multiple PEGCs, which means, without block indication, the PINE can setup direct connection with any of those PEGCs when they are close each other.
The PIN should have the mechanism of association, that for the association, it may include block indication to indicate the direct connection is not allowed to be setup for some of the PINEs.
3. Conclusions

N/A
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-78 v 0.4.0.
* * * First Change, all new text * * * *

7.6
Solution #5: PIN discovery
7.6.1
Architecture enhancements

The architecture of PIN is referred to the solution 1 in clause 7. 

7.6.2
Solution description

7.6.2.1
General

This solution addresses aspects of Key Issue #1. 

For a certain PIN element, the PIN should be discovered and the PIN element can decide whether to join in the PIN. There are three situations that the PIN elements can discover the PIN as following: 

-
If the PIN elements can have an application layer communication with the PEMC which manages a PIN, the PIN elements can receive the PIN ID,PIN description and the PIN service that a PIN can provide, and decides whether to join the PIN; 

-
The PEGC can be set as open access and the PIN element can communicate with PIN server to receive the PIN ID,PIN description and the PIN service that a PIN can provide from PIN server via the PEGC. 
7.6.2.2
Procedures of PIN discovery
7.6.2.2.1
Procedures of PIN discovery based on PEMC
Pre-conditions:

1.
The UE Identifier or PIN client Identifier is available;

2.
The PIN client has been authorized to communicate with the PEMC;

3.
The UE or PIN client has already received the role of PEMC from PIN server;
If the PIN element has already had a communication connection with the PEMC, which managements of a PIN, the PIN element can receive the PIN ID, PIN description information and IP address of PEMC and decides whether to join the PIN. 
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Figure 7.6.2.2.2-1: Procedures of PIN discovery based on PEMC
1.
The PIN element has already had an application layer connection with a PEMC which manages a PIN. 

If the PIN client communicates with PEMC via WiFi provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.

If the PIN client communicates with PEMC via Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the PIN client ID, UE GPSI if available.

NOTE: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 

2.
The PEMC performs an authorization check to verify whether to perform the operation. 

Editor's note: The authorization and authentication procedure should be defined in SA3 and wait for SA3 to reply. 

3.
The PEMC sends the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) , services that each PIN can provide and the PEMC IP address. 

The PIN client receives the configuration information and decides whether to join in the PIN.

7.6.2.2.2
Procedures of PIN discovery with assistance of PIN server via PEGC
Due to for some of the PIN elements can have the application interaction towards the PEGC, for example, via WiFi or Bluetooth pairing, and the PIN element can have the communication with PIN server to receive the lists of PIN ID and corresponding PIN description information. And the PIN elements can decide whether to join in the PIN. 

Figure 7.6.2.2.2-1 illustrates PIN server discovery via PEGC based on request/response model.

Pre-conditions:

1.
The PIN elements or PIN client has application layer connection with PEGC;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PEGC has been authorized to communicate with the PIN server;
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Figure 7.6.2.2.2-1: PIN discovery via PEGC
1.
(optional) The PIN element or PIN clients has already had the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth. 

The PIN client can communicate with the PIN server via PEGC.

If the PIN client communicates with PEGC via WiFi provided by PEGC, the PEGC can identify the PIN elements by the account number and password that PEGC distributed and the PIN client ID, UE GPSI if available.

If the PIN client communicates with PEGC via Bluetooth provided by PEGC, the PEGC can identify the PIN elements by the PIN client ID, UE GPSI if available.

NOTE1: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 

NOTE2: The PEGC can serve the PIN client which triggers the PIN discovery via relay PEGC. 

2.
The PIN client sends the PIN discovery request to PIN server. The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI, PIN client ID, UE location, the service that PINE wants to consume and PIN client profile(s) information.

The PIN client can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. 

3.
Upon receiving the request, the PIN server performs an authorization check to verify whether the PIN client has authorization to perform the operation. 

4.
The PIN server sends a successful response to PIN client, which includes the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) , services that each PIN can provide and the corresponding PEMC IP address. 

If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
7.6.2.2.3
Procedures of association create in PEGC
As indicated above, before the PIN discovery triggered by PINE, the PINE should have the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth.
But for the certain PEGC, that it may not allow all of the PINEs to have the access into PEGC. One PINE can associate with multiple PEGCs, which means, without block indication, the PINE can setup direct connection with any of those PEGCs when they are close each other.
Pre-conditions:

1.
The UE (PINAPP) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;

2.
The UE Identifier or PIN client Identifier is available;

3.
The PIN client has been authorized to communicate with the PIN server;

4.
The PEMC has already received the role of PEMC from PIN server;
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Figure 7.6.2.2.3-1: Association create between PEGC and PINE
1.
The PEMC sends Create Association Request (PEMC ID, PIN ID, Association Info, [Lifetime]) to the PIN server. The Association Info includes List of <PEGC ID, PINE ID, [block indication]>, and for association creation, the Association Info may include block indication to indicate the direct connection is not allowed to be setup. The Lifetime indicates the duration of the association. 
2.
The step 2 is related to the PIN Association Policy Provisioning procedure. 
Editor’s note: The PIN Association Policy Provisioning procedure is in SA2 scope.
3.
The PIN server responds to the PEMC with Device Info of PEGC and PINE with the exception that the Connection Info is related to the PIN.

The following steps are for creating association with block indication and in case the PINE is announcer, or for creating association without block indication. 

4.
[Optional] The PEMC may setup direct connection with the PINE.

5.
[Optional] For creating association without block indication, the PEMC sends Association Create Request (PIN ID, List of <PEGC ID, PEGC Address>) to the PINE. 
For creating association with block indication and in case the PINE is announcer, the PEMC sends Association Create Request (PIN ID, PEGC ID, PEGC Address, block indication) to the PINE, the PINE will not accept the direct connection from the devices corresponding to the MAC addresses. 
6.
The PINE response to the PEMC.
7.
The PINE may perform Activate association procedure.
* * * End of Change * * * *
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