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1. Introduction
This contribution proposes to modify the overalls evaluations of the TR.
2. Reason for Change
Evaluations for solutions #5 and #7 have not been given, so new text is proposed. In Table 7.3.1-1, Dependency on other working groups was either blank or "None" for the solutions with no dependency. For consistency, all the blanks are filled with "None".
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.2.0.
* * * First Change * * *
6.5
Solution #5: UE-originated API invocation within CAPIF

6.5.1
Description

KI#1 describes the scenario of UE application client (AC) invokes 3GPP northbound APIs (e.g. NEF location API). In figure 6.5.1-1, the AC plays the role of the API invoker, and triggers a number of service operations with CCF and AEF (e.g. onboarding, security, API discovery).
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Figure 6.5.1-1: Overview of CAPIF operations

The existing CAPIF model and procedures for UE-originated API invocation with CAPIF may be used but it is not so efficient since UE may be installed with many application clients (e.g. 100-200 apps). To reduce the number of CAPIF interactions per UE, a CAPIF client agent in the UE can be used as a common API invoker. Such CAPIF client agent executes the onboarding, authentication and authorization for security, service API discovery (discovered result can be re-used by all ACs), CAPIF event subscription with CCF.
NOTE 1:
The interactions between ACs and CAPIF client agent (API invoker) in the UE for achieving per application granularity operation is out of scope.
NOTE 2:
Security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are to be decided in SA3. 
In short, the CAPIF client agent (as an application in the UE) is seen as an API invoker (see figure 6.5.1-2).
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Figure 6.5.1-2: CAPIF client agent functionality in the UE

NOTE:
Reference point detail between AC and CAPIF client agent is out of 3GPP scope. 
6.5.2
Solution evaluation
This solution addresses KI#1. It introduces an option to have a common API invoker (i.e. CAPIF client agent) for the UE so that the signalling over CAPIF reference points can be optimized.


* * * Next Change * * *

7.3
Key issue and solution evaluation


7.3.1
Introduction
The mapping of solutions to key issues in this technical report is listed in table 6.0-1. In addition, Table 7.3.1-1 lists the impacts to other working groups that will need consideration during the Rel-18 normative phase.

Table 7.3.1-1: Key issues, solutions, and dependency on other working groups
	Key issues
	Solution
	Dependency on other working groups

	Key Issue #1: UE-originated API invocation
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	
	Solution #5: UE-originated API invocation within CAPIF
	SA3

	Key Issue #2: AF-originated API invocation
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	Key Issue #3: Providing and revoking user consent upon invoking APIs
	Solution #3: Obtaining resource owner consent upon service API invocation
	SA3

	
	Solution #4: API invoker obtaining resource owner consent
	SA3

	
	Solution #7: Reducing resource owner consent inquiry in a nested API invocation
	SA3

	Key Issue #4: Discovery of target API information
	Solution #6: Discover a proper AEF with owner information
	None


7.3.2
Overall evaluation of solutions for Key Issue #1
Key Issue #1 is an issue about the CAPIF functional model to support the UE-originated API invocation. Three solutions are proposed in this document.

Solutions #3 and #4 propose procedures to support providing and revoking the resource owner consent. These solutions have no normative impact regarding the Key Issue #1.
Solution #5 proposes that a CAPIF client agent be introduced to reduce the number of interactions between the UE and the CAPIF entities. This solution is proposed specifically for the UE-originated API invocation scenario.
For Key Issue #1, the security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are to be decided in SA3.

7.3.3
Overall evaluation of solutions for Key Issue #2

Key Issue #2 is an issue about the CAPIF functional model to support the AF-originated API invocation. Two solutions are proposed in this document.

Solutions #3 and #4 propose procedures to support providing and revoking the resource owner consent. These solutions have no normative impact regarding the Key Issue #2..
7.3.4
Overall evaluation of solutions for Key Issue #3

Key Issue #3 is an issue about providing and revoking user consent upon invoking APIs. Two solutions are proposed in this document.

Solution #3 proposes procedures to support providing and revoking the resource owner consent. The procedure in the clause 6.3.1.3 assumes that the resource owner consent is, if needed, provided after the service API invocation request from the API invoker. To enable the interaction between the resource owner client and the authorization function after the service API invocation request from the API invoker, the resource owner registration may optionally be performed beforehand. Even if the resource owner client has performed the resource owner registration, the API exposing function may need a solution to contact UE through firewall.

Solution #4 also proposes a procedure to support providing and revoking the resource owner consent. Unlike Solution #3, this solution assumes that the API invoker get authorized to invoke the service API by the resource owner before sending the service API invocation request. The procedure to obtain the authorization grant and access token before the service API invocation is compliant with the ordinary OAuth 2.0 flow and is a viable solution to be considered.
Solution #7 proposes a procedure to reduce the resource owner consent inquiries in a nested API invocation. This solution suggests that the existing mechanisms such as OAuth 2.0 Token Exchange [10] can be used when obtaining the access token for the nested API invocation. The detailed procedure will be studied in SA3.

Whether and how security related mechanisms for these solutions can be specified should be decided by SA3.
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