
3GPP TSG-SA WG6 Meeting #47-e
S6-220274
e-meeting, 14th – 22nd February 2022
(revision of S6-220028)
Source:
AT&T
Title:
Edge Notification Server
Spec:
3GPP TR 23.700-98
Agenda item:
9.9
Document for:
Agreement
Contact:
Shahram Mohajeri <sm7084@att.com>
1. Introduction
This pCR proposes a solution for key issue #1, “Enhanced notification service to the EEC”.
2. Reason for Change
The need for an Edge Notification Server (ENS) as a key enabler within the Edge Application Architecture was discussed in SA6 towards the tail end of the Rel-17 specification development (i.e. 23.558). However due to time constraints, it was decided to postpone its inclusion until Rel-18.

As a result, in the Rel-17 spec, in order to enable the EEC to receive notifications from the EEL layer (i.e. EES and ECS) the minimum required IE, “Notification Target Address” (a URL) within the subscription data structures was introduced which allowed the EEC to tell the EES and ECS through the Notification subscription creation operations as to where to send the notifications. 

Knowing that normally the UEs don’t have a Web server to offer such a Notification Target Address/URL to receive notifications, it was assumed that the EEC:

1.  somehow in advance is provisioned with such a “Notification Target Address”/URL; and
2.  in reality the URL is terminated at some other system (not the EEC) which knows how to route a notification received at the URL, to the EEC (e.g. an OEM Push notification server). 

Currently, the Rel-17 Edge Application Architecture for sending notifications to the EEC is very limiting as there is only one way of notification delivery method to EEC while requiring each EEL enabler separately onboard onto several OEM Push notification servers. 

The Edge Application Architecture would very much benefit from a missing functional element, the Edge Notification Server (ENS). The ENS as a centralized notification server within the Edge Application Architecture would provide the flexibility to offer different method of notification delivery (e.g. Long-pulling, WebSocket, OEM push server, OMA push, etc.) to the EEC based on the EEC’s needs which are expected to expand over a variety of verticals and use cases.

Basically, the ENS would enable the EEC to communicate its preferred way of receiving notifications (originated from any EEL functional elements) and as a central notification enabler would receive notifications and route them accordingly to the EEC over its preferred delivery method (which could be a direct/explicit EEC-ENS channel or an indirect/implicit EEC-ENS channel). 

3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-98 v0.4.0.
* * * First Change * * * *

6
Enhanced Application Architecture 

6.x
Option #x: Edge Notification Server architecture

This clause provides an enhanced application architecture based on Rel-17 architecture by incorporating an Edge Notification Server addressing Key Issue #1, “Enhanced notification service to the EEC”.

6.x.1
Architecture enhancements

This clause describes the new Edge Notification Server (ENS) functional element and the new interfaces (i.e EDGE-11, EDGE-12 and EDGE-13) needed to enable interactions in between EEC-ENS, EES-ENS and ECS-ENS respectively. 

Figure 6.x.1-1 illustrates the reference point representation of the architecture for Edge Enabling Application with the inclusion of the Edge Notification Server and the reference points EDGE-11, EDGE-12 and EDGE-13. The Figure also shows an OEM Push sever which is outside of the PLMN.
NOTE 1: The OEM Push sever and the Push Function in the UE, as shown in Figure 6.x.1-1, are outside the scope of this TR and SA6.
NOTE 2: The details of communication between the ENS and the OEM Push sever is outside the scope of this TR and SA6.
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Figure 6.x.1-1: Enhanced architecture using an Edge Notification Server
Editor's Note: Whether ENS should be an optional EDGEAPP architectural enhancement is FFS.

Editor's Note: Whether ENS should be addressed as a generic function provided as part of SEAL is FFS.

6.x.1.1
Edge Notification Server (ENS)
ENS is the central notification server which receives notifications from EES (EDGE-12) and ECS (EDGE-13) and based on the preferred notification delivery method indicated by EEC (over EDGE-11), delivers the notifications to EEC through either a Pull or a Push delivery method.

Functionalities of ENS are:

a) Enabling EEC to request for a Callback URL to be used in its event subscription creation with EES and ECS;

b) Enabling EEC to request for an optional Channel URL to receive notifications from the ENS directly (e.g. via Long-polling or WebSocket);

c) Enabling EEC to request receiving notifications from the ENS indirectly through a preferred Push server (e.g. FCM, APNS, OMA Push);

d) Setting up a Pull or Push notification channel with EEC based on EEC’s preferred notification delivery method (e.g. Long-polling, WebSocket) requested;
e) Receiving Notifications from EES and ECS at the CallBack URL and passing them onto the EEC either over a notification Channel (e.g. Long-polling, WebSocket) which is setup directly with the EEC or indirectly (i.e. an implicit notification channel) via a Push server (e.g. FCM, APNS, OMA Push);
6.x.1.2
ENS Discovery
For a given EEC, the associated ENS’s information (e.g. URI(s), FQDN(s), IP address(es)) and optionally the ENS Provider Identifier are obtained from the ECS as part of the initial provisioning activity (see clause 8.3 in 23.558). 
This approach ensures regardless of how many EECs a UE has or how many ENSs are deployed in the network (e.g. one ENS per ECSP or a single ENS by MNO), a given EEC would always receive the appropriate ENS endpoint to communicate and open a notification channel with.
NOTE 1: Depending on the number of EECs (in the UE) and the number of associated ENS(s) in the network (i.e. one ENS per ECSP or a single ENS by MNO), an UE may simultanouesly interact with multiple ENSs (one per ECSP) or a single ENS deployed by the MNO. 

* * * Next Change * * * *

7
Solutions

7.0
Mapping of solutions to key issues

Table 7.0-1 Mapping of solutions to key issues
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* * * Next Change * * * *

7.x
Solution #x: Propagation of EEL notifications to EEC using Edge Notification Server 

7.x.1
Architecture enhancements

Architecture enhancement in clause 6.x is the basis for this solution. 
7.x.2
Solution description

7.x.2.1
General
The following solution corresponds to the key issue #1, “enhanced notification service to the EEC” as described in clause 4.1. 

In this solution, ENS is used as a centralized notification server enhancing EEL’s notifications delivery mechanism to EEC. Such an architectural enhancement allows the EEC to inform EEL of its preferred method (e.g. Long-polling, WebSocket, FCM, APNS, OMA Push) of receiving notifications and enables Edge Application architecture to flexibly provide a diverse set of methods for notifications delivery to EEC.

7.x.2.2
Notification delivery over a direct Notification Channel Procedure
In this procedure, based on EEC’s request on the preferred method of notification delivery (i.e. Log-polling or WebSocket), a direct notification channel in between the EEC and ENS is established.

NOTE:
Notification delivery method using a Push server is described in clause 7.x.2.3. 
Pre-conditions:

1. EEC is aware of the ENS’s endpoint through provisioning
2. EES and ECS are authorized to interact with the ENS

3. EEC is authorized to interact with the ENS, EES and ECS


[image: image2.emf]ECS

1. Preferred notification delivery 

method (direct channel)

4. Open notification channel (Channel URL)

5. Create subscription (Callback URL)

EEC ENS

EES

3. Receive a CallBack URL 

and a Channel URL 

2. Process request

6. Process request

11. Event occurs

7. Subscription response

8. Create subscription (Callback URL)

9. Process request

10. Subscription response

12. Push notification to Callback URL

13. Push notification over 

notification channel

14. Event occurs

15. Push notification to Callback URL

16. Push notification over 

notification channel


Figure 7.x.2.2-1: Notification delivery over a direct Notification Channel
1. The EEC sends a request to ENS for a direct notification channel (e.g. by indicating either a Long-polling (Pull) or a WebSocket (Push) notification delivery method).

2. Upon receiving the request, the ENS performs an authorization check and further verifies if the requested notification delivery method (e.g. Long-polling or WebSocket ) can be used. If the request is authorized and the requested notification delivery method can be used, the ENS assigns a CallBack URL and an associated Channel URL for the EEC and stores the information for its subsequent use (i.e. any notification received at the assigned Callback URL will be made available over the associated Channel for consumption by the EEC).

3. If the processing of the request was successful, the ENS responds with the assigned Callback URL and Channel URL
4. EEC, upon receiving the Callback URL and Channel URL, based on the type of direct notification channel (e.g. Long-polling or WebSocket) it wishes to have with ENS, would either starts polling the Channel URL (e.g. HTTP GET Channel URL)f or events or uses the Channel URL and prepares it for the Push delivery (e.g. uses the channel URL and upgrades it to a WebSocket notification channel as per WebSocket protocol and in essence opens the notification channel for the flow of notifications as they arrive at ENS).
5. The EEC sends a EAS discovery subscription request and/or ACR information subscription request (as described in clauses 8.5.3.4 and 8.8.4.8 of 3GPP TS 23.558 v17.0.0 respectively) to the EES with the Notification Target Address IE set to the CallBack URL received from the ENS in step 3 above. 

6. Upon receiving the request, the EES performs an authorization check (as described in clauses 8.5.2.3.2 or 8.8.3.5.2 of TS 23.558 depending on the subscription request in step 5) and if the request is authorized, the EES creates the associated subscription resource.

7. EES responds to EEC with the subscriptionId of the created resource.

8. The EEC sends a service provisioning subscribe request (as described in clause 8.3.3.3.4 of 3GPP TS 23.558 v17.0.0) to the ECS with the Notification Target Address IE set to the CallBack URL received from the ENS in step 3 above. 

9. Upon receiving the request, the ECS performs an authorization check as described in clause 8.3.3.2.3.2 of TS 23.558 and if the request is authorized, the ECS creates the associated subscription resource.

10. ECS responds to EEC with the subscriptionId of the created resource.

11. Some events of interest to EEC occurs in ECS that satisfies trigger conditions for updating service provisioning of a subscribed EEC and the corresponding subscription directs the ECS to push the event to the CallBack URL which is terminated at the ENS.

12. ECS pushes the notification to the CallBack URL

13. ENS, upon receiving an event at the given CallBack URL, identifies the associated Channel URL (which it created and assigned to the EEC in step 2 above) and determines which notification delivery method was requested by the EEC (as per step 1 above). ENS forwards the notification to EEC either by responding to the Long-polling request (if EEC is using the Long-polling method) or pushes the notification to the EEC (if EEC is using a Push method such as the WebSocket delivery method),

14. Some events of interest to EEC occurs in EES that satisfies trigger conditions for updating a subscribed EEC with the EAS discovery information or ACR related information (e.g. ACR complete event) and the corresponding subscription directs the EES to push the event to the CallBack URL which is terminated at the ENS.

15. EES pushes the notification to the CallBack URL

16. ENS, upon receiving an event at the given CallBack URL, identifies the associated Channel URL (which it created and assigned to the EEC in step 2 above) and determines which notification delivery method was requested by the EEC (as per step 1 above). ENS forwards the notification to EEC either by responding to the Long-polling request (if EEC is using the Long-polling method) or pushes the notification to the EEC (if EEC is using a Push method such as the WebSocket delivery method).

7.x.2.3
Notification delivery using a Push Server Procedure (indirect Notification Channel)

In this procedure, based on EEC’s request that the preferred method of notification delivery being via a Push server, there is no need for a direct notification channel between the EEC and ENS. Instead, ENS forwards the notifications through an identified Push server to the EEC. In other words, based on EEC’s request, an indirect notification channel between the EEC and ENS with the Push server as an intermediary is established. 

NOTE: This procedure reuses the Push function setup steps 1a, 1b and 1c described in solution #1 (see clause 7.1.2.2).

Pre-conditions:

1. EEC is aware of the ENS’s endpoint through provisioning
2. EES and ECS are authorized to interact with the ENS

3. EEC is authorized to interact with the ENS, EES and ECS

4. ENS is aware of the Push server endpoint and is authorized to interact with it 
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Figure 7.x.2.3-1: Notification delivery using a Push Server
1. The EEC registers with the push function within the UE. The EEC acquires a push token and push server information from the push function. This step is depicted as sub-steps 1a, 1b and 1c in Figure 7.x.2.2-1.
NOTE:
The push server provides the push function in the UE with a push token, which is delivered to the EEC.
2. The EEC sends a request to ENS for an indirect notification channel via the identified Push server. The request contains the Push server information as well as the EEC’s push token (see step 1)

3. Upon receiving the request, the ENS performs an authorization check and further verifies if the requested notification delivery method (i.e. Push server) can be used. If the request is authorized and the requested notification delivery method can be used, the ENS assigns a CallBack URL for the EEC and stores the information for its subsequent use (i.e. any notification received at the assigned Callback URL will be forwarded to the associated Push server for consumption by the EEC).

4. If the processing of the request was successful, the ENS responds with the assigned Callback URL.
5. The EEC sends a EAS discovery subscription request and/or ACR information subscription request (as described in clauses 8.5.3.4 and 8.8.4.8 of 3GPP TS 23.558 v17.0.0 respectively) to the EES with the Notification Target Address IE set to the CallBack URL received from the ENS in step 4 above. 

6. Upon receiving the request, the EES performs an authorization check (as described in clauses 8.5.2.3.2 or 8.8.3.5.2 of TS 23.558 depending on the subscription request in step 5) and if the request is authorized, the EES creates the associated subscription resource.

7. EES responds to EEC with the subscriptionId of the created resource.

8. The EEC sends a service provisioning subscribe request (as described in clause 8.3.3.3.4 of 3GPP TS 23.558 v17.0.0) to the ECS with the Notification Target Address IE set to the CallBack URL received from the ENS in step 4 above. 

9. Upon receiving the request, the ECS performs an authorization check as described in clause 8.3.3.2.3.2 of TS 23.558 and if the request is authorized, the ECS creates the associated subscription resource.

10. ECS responds to EEC with the subscriptionId of the created resource.

11. Some events of interest to EEC occurs in ECS that satisfies trigger conditions for updating service provisioning of a subscribed EEC and the corresponding subscription directs the ECS to push the event to the CallBack URL which is terminated at the ENS.

12. ECS pushes the notification to the CallBack URL

13. ENS, upon receiving an event at the given CallBack URL, identifies the associated Push server and the EEC’s push token (which it received from EEC in step 2 above) and pushes the notification to the identified Push server using the given EEC’s push token notification.

14. Push server forwards the notification to the EEC via the push function.

15. Some events of interest to EEC occurs in EES that satisfies trigger conditions for updating a subscribed EEC with the EAS discovery information or ACR related information (e.g. ACR complete event) and the corresponding subscription directs the EES to push the event to the CallBack URL which is terminated at the ENS.

16. ECS pushes the notification to the CallBack URL

17. ENS, upon receiving an event at the given CallBack URL, identifies the associated Push server and the EEC’s push token (which it received from EEC in step 2 above) and pushes the notification to the identified Push server using the given EEC’s push token notification.

18. Push server forwards the notification to the EEC via the push function.
7.x.3
Solution evaluation

TBD
* * * End of Change * * * *
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