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1. Introduction
This contribution proposes a solution to address the key issue #3.
2. Reason for Change
If the procedure for obtaining resource owner's consent uses 3GPP-specific protocols, this would discourage developers of the API invoker to utilize the procedure. Thus, it is better to utilize an existing, well-specified, and widely-used protocols which are already supported by existing development frameworks, such as OAuth 2.0. The proposed solution allows the API invoker to obtain the resource owner's consent before invoking the service API using existing frameworks, unlike Solution #3, which obtains user consent after service API invocation request.
3. Conclusions
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-95 v1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

6.2.1
Solution description

This solution addresses the key issue #3 with regard to obtaining and revoking user consent from the resource owner. As the resource owner is a new entity for CAPIF, the functional model for the CAPIF should be updated including the resource owner. Figure 6.2.1-1 shows the reference point based functional model for the CAPIF with enhancements to support SNA.
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Figure 6.2.1-1: Functional model for the CAPIF

The resource owner resides within the PLMN trust domain and interacts with the API exposing function via CAPIF-8. The resource owner communicates with the API exposing function to provide and revoke user consent in Solution #3.
The resource owner interacts with the CAPIF core function via CAPIF-9. The resource owner may communicate with the CAPIF core function to provide and revoke user consent in Solution #X.
NOTE:
Security aspects including specification of the authorisation procedures are to be decided in SA3. 
* * * Next Change * * * *





6.X
Solution #X: Near real-time consent
6.X.1
Solution description
This solution addresses the key issue #3 with regard to obtaining user consent. CAPIF may authorize the API invoker to invoke the service API based on the user consent slightly before the API invocation. The procedures to obtain the user consent may reuse well-known authorization procedures such as OAuth 2.0 [x].
Clause 6.X.1.1 shows the procedure for obtaining user consent in a near real-time manner.
6.X.1.1
Obtaining near real-time consent
Figure 6.X.1.1-1 shows the procedure to obtain near real-time user consent.

Pre-conditions:

1.
The resource owner can communicate with the API invoker.
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Figure 6.X.1.1-1: Procedure for obtaining near real-time consent
1.
The resource owner establishes a connection with the API invoker (e.g. 3rd party AF).

2.
The API invoker triggers the resource owner to provide the user consent and obtains an access token from the CAPIF core function if the resource owner authorizes the API invoker.

NOTE:
The detailed procedure to obtain user consent and provide an access token is studied in SA3.
3.
The API invoker sends service API invocation request to the API exposing function with the access token received in step 2.
6.X.2
Solution evaluation
Editor's Note:
This clause will provide the evaluation for the solution.
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