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Abstract: The current MC functional architecture does not provide a way for an MC server to record/log and replay MCPTT, MCVideo and MCData conversations. This discussion paper describes what aspects of TS 23.280 and TS 23.379 will need updates to bring in the functional architecture and procedures from TR 23.784 for an MC logging function with an MC logging client and storage as well as MC replay equipment with an MC replay client.
Content:

1. Logging related solutions from TR 23.784
This discussion paper focuses on the following relevant solutions from Table 7.2-2 of 3GPP TR 23.784:
Table 7.2-2 from 3GPP TR 23.784: Solution evaluations

	Solution 
	Applicable key issues
	Evaluation
	Impact on other entities and working groups

	Solution 3: Functionality for logging and replay
	10: Logging of MC service users and MC service groups

9: Discreet listening and logging for user receiving MC service on multiple devices
	This solution defines new functional entities and reference points to fulfil the on-network logging requirement together with reuse of existing common services core functional entities and reference points. The new functional entities and reference points will be based on the functionality of existing MC service clients and associated reference points. 
The solution includes a means of identifying the MC service client where an MC service user is receiving MC service from multiple MC service clients.
A set of procedures will need to be defined to show the invocation of logging functions on logged calls.
	Impact on downstream groups to add new functionality, based on existing call related functionality.

	Solution 10: Functionality for on-network logging and replay
	10: Logging of MC service users and MC service groups
	This solution defines new functional entities and reference points to fulfil the on-network logging requirement together with reuse of existing common services core functional entities and reference points. The new functional entities and reference points will be based on the functionality of existing MC service clients and associated reference points.

The interaction between the MC replay client and MC logging function is outside the scope of the present document.

A set of procedures will need to be defined to show the invocation of logging functions on logged calls.
	Impact on downstream groups to add new functionality, based on existing call related functionality.


The differences between Solution #10 and Solution #3 are listed as below:​

· The MC replay function receives the necessary security information (e.g., keys used to decrypt the signalling information and media if the solution is intended to log communications with any end-to-end encryption removed) needed to replay logged communications via MCLog-11 from the MC logging function. A user of the replay function, or an automatic function of the replay function, will perform the necessary authorizations to retrieve logged communications, and MCLog-11 will be used to verify the authenticity and authorization of the user or function.​

· The interface MCLog-10 is used for the MC replay client to access logged communications from logging storage in MC logging function.​

· MCLog-10 and MCLog-11 do not need to use 3GPP access for connectivity and are outside the scope of this solution.​

Solution #10 is better aligned with a solution with a third-party storage and replay system, using SIPREC, for example.​

MCLog-11 could be used to indicate to the MC replay client when recording starts to enable real time listening.
It is proposed to document both Solution #10 and #3 in TS 23.280 and TS 23.379.

2. Impact on MC TS’s

The clauses of TS 23.280 that would be updated with the new functional entities, reference points and procedures are as shown in the following table. 
Table 1 Affected clauses in TS 23.280
	TS 23.280 clause to be updated 
	Updates required 
	Comments 

	7.3.1 On-network functional model
	Update of Figure 7.3.1-1: Functional model for application plane for an MC system, to include the common services core functional model for logging (MC logging function and MC replay equipment) as per Figure 6.3.1.1-1 and Figure 6.10.1.1-1 in TR 23.784.
	

	7.3.1 On-network functional model
	Update of Figure 7.3.1-2: Functional model for signalling control plane
	

	7.3.1 On-network functional model
	Update of Figure 7.3.1-3: Relationships between reference points of MC service application plane and signalling control planes as per Figure 6.3.1.1-2 and Figure 6.10.1.1-2 in TR 23.784.
	

	7.4.2.4 new subclause for Logging and replay functions 
	This subclause will describe functions that apply to all MC services
	

	7.5 Reference points
	Add new sub-clauses for new MCLog-1/2/3, MCLog-10, and MCLog-11 reference points
	

	8 Identities
	Describe MC service identity of MC logging client and any other identities required
	

	9.2.2 Deployment scenarios
	Document any impact of MC logging function and MC replay equipment on deployment scenarios
	

	10.1 MC service configuration
	Document any impact of MC logging function and MC replay equipment on MC service configuration
	


Procedures for logging/replay are proposed to be added as new clauses in TS 23.379 as shown in the following table. 
Table 2 Affected/new clauses in TS 23.379
	TS 23.379 clause to be updated 
	Updates required 
	Comments 

	7.3.1 On-network functional model
	Decide whether the functional model in figure 7.3.1-1 of TS 23.379 is updated or whether updating the functional model in TS 23.280 is all that is needed.
	

	New clause 10.x for logging/recording
	Create new procedures for logging call related information and call contents – MCLog-1/2/3. 
	

	New clause 10.y for replay
	Create a new procedure for replaying call related information and call contents – MCLog-10.
	

	New clause 10.z for replay when MCLog-11 is used
	Create a new procedure for replaying call related information and call contents – MCLog-10 and MCLog-11.
	


3. Functional models for the two solutions

Functional model for solution 3:
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Figure 6.3.1.1-1 from TR 23.784: Common services core functional model for logging

Functional model for solution 10: 
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Figure 6.10.1.1-1 from TR 23.784: Common services core functional model for logging
4. Proposed flows for the logging/recording

Proposed flows for logging/recording in TS 23.379:
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Figure 1: MCPTT logging/recording request 
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Figure 2: Media related logging/recording request
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Figure 3. Media communication via primary MCPTT system with logging/recording
5. Conclusion
If the way forward is agreed, Ericsson will bring in CRs to TS 23.280 and TS 23.379 in line with what has been discussed in this paper.
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