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1	Overall description
SA1 thanks SA WG6 for the copy of their LS to SA WG 3 (“LS on new SID on Application Enablement for Data Integrity Verification Service in IOT”). Please consider the SA WG 1 input on this LS and the related new SA WG 6 study FS_DIV (S6-211481).
Comment on justification of FS_DIV
S6-211481 was drafted to address the following TS 22.261 requirement.
“Subject to regulatory requirements and based on operator policy, the 5G system shall provide a mechanism to support data integrity verification service to assure the integrity of the data exchanged between the 5G network and a third-party service provider.
NOTE: 	This requirement could apply to mechanisms supported over the interface between 5G core network and an external application, with no impact on RAN and UE.”
This requirement stipulates a data integrity verification service for data exchanged between the 5G network and a third-party service provider. (It  explicitly states that the RAN and UE are not affected.) However, it appears that SA WG 6 instead infers the stipulation for data integrity protection between an application on a UE and a third-party application server [“Therefore, an additional ability to provide data integrity protection service between an application on UE and an Application Server offered by a third-party service provider for IoT services (especially for the services that collect data from IoT devices) would be very valuable to support for 3GPP system.”]. This leads SA 1 to believe that SA 6 is developing an end-to-end integrity protection service, overstepping the initial intent of the SA WG1 service requirement.
Background: during the SA WG1 discussion of the requirement and subsequent agreement, there were two assumptions underlying the requirements which SA WG1 believes will assist SA WG6 and SA WG3 in comprehending the scope of the requirement.  First, that hop-by-hop integrity protection for the user plane path(s) between the IOT devices and the third-party service party is sufficient for the underlying use case.  Second, SA WG1 is led to believe that user plane integrity protection for all the user plane "hops" is provided by the 5G system, except for the “hop” between the interface between the 5G network and the third-party service provider.
The two main issues with SA WG 6’s interpretation of the TS 22.261 requirement are as follows.
1)	The TS 22.261 requirements does not call for the verification of the exchanged data end-to-end and not for the protection of the exchanged data end-to-end.
2)	The TS 22.261 requirement does not address the data exchanged between an application on the UE side and application server on the data network side. Rather, it addresses data exchanged between the 5G network and the application server. The UE and applications “behind” the UE are not part of the 5G network, nor is the application behind the application server (see, for instance, figure 6-1 in TS 29.561).	
2 Actions
To SA WG6
ACTION: 	SA 1 kindly requests that SA WG6 aligns FS_DIV with the requirement in TS 22.261, as clarified above.
To SA WG3
ACTION:	SA 1 kindly requests SA 3 to confirm whether "hop-by-hop" integrity protection of the user plane can provided for IOT devices for all "hops" except the “hop” between the 5G network and the third-party service provider.
3	Dates of next TSG SA WG 1 meetings
[bookmark: OLE_LINK53][bookmark: OLE_LINK54]SA1#96e	8-18 Nov 2021			Electronic Meeting
[bookmark: OLE_LINK55][bookmark: OLE_LINK56]SA1#97e	21-25 Feb 2021			Poland
