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1. Introduction

This solution addresses key issue #7 – Device onboarding in an SNPN.

SA2 FS_eNPN study in TR 23.700-70 contains a KI#4 on UE onboarding and remote provisioning. That study addresses 2 main aspects, i.e. how to provide a UE with secure connectivity for onboarding to a provisioning server, and how to support remote provisioning of credentials for access to an NPN.

The provisioning of NPN credentials may include IMSI-based AKA credentials, typically stored in a UICC, and non-IMSI based credentials, such as certificates. While the SA2 study notes that in the case of UE onboarding for SNPN “for the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used” it considers provisioning of non-IMSI credentials to be in the scope of 3GPP.

The SA2 study provides support for User Plane and Control Plane procedures for provisioning of the UE. For the Control Plane mechanism, the study concluded that “Control Plane remote provisioning procedure assumes a Provisioning Server that communicates with the 5GC using 3GPP-defined protocols”. For the User Plane procedure, it notes that the solution out of scope of SA2.

The solution for device onboarding provided by SA2 in Rel-17 can be assumed to provide a framework, procedures, as well as exposure capabilities whereby an AF will be able to partake in the UE onboarding and remote provisioning procedure. This is of particular relevance for this study as it is expected that factories of the future will require NPN deployments as well as support for non-IMSI SUPIs.

The SA2 defines two new functional entities which take part in the onboarding and provisioning process:

· The Default Credential Server (DCS) which is able to authenticate the UE’s default identity by means of the default UE credentials. The default UE identity and the default credentials are considered to have been pre-configured in the UE, e.g. at the time of manufacture of the device, and are therefore unrelated to the target SNPN onto which the UE is to be onboarded. 

· The Provisioning Server (PS) whose role is to provision the UE with subscription data, including the NPN credentials for network access authentication and authorization in the target SNPN.

Since device onboarding and provisioning are common functions required by various vertical applications it makes sense for SEAL to support these functions. Therefore, this solution proposes that SEAL is enhanced with an additional service to support vertical applications in device onboarding and provisioning processes in an SNPN in line with the architecture concepts defined in the SA2 study. As the functions of DCS and PS are distinct and yet may be related to each other we propose to introduce a new SEAL service for Onboarding Management, whose server may act as the Provisioning Server and/or the Default Credential Server.

The FF application layer functional model described in Solution #1 is used as base for the proposed device onboarding architecture.

2. Reason for Change

This contribution proposes a solution for KI#7 – Device onboarding.

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.745.

* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

NPN: Non-Public Network as defined in TS 23.501 [7].

NPN credentials: Information that the UE uses for authentication to access an NPN. NPN credentials may be 3GPP credentials or non-3GPP credentials.
* * * Next Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".

[3]
3GPP TS 22.104: "Service requirements for cyber-physical control applications in vertical domains; Stage 1".

[4]
IEEE 802.1Qbv-2015: "Standard for Local and Metropolitan Area Networks-Media Access Control (MAC) Bridges and Virtual Bridged Local Area Networks Amendment: Enhancements for Scheduled Traffic".

[5]
IEEE 802.1AS-2011: "IEEE Standard for Local and Metropolitan Area Networks - Timing and Synchronization for Time-Sensitive Applications in Bridged Local Area Networks".

[6]
IEEE 802.1Q-2018: "IEEE Standard for Local and Metropolitan Area Networks—Bridges and Bridged Networks".

[7]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2". 

[8]
3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;"

[9]
oneM2M TS-0001: "Functional Architecture".

[10]
3GPP TS 23.558: "Architecture for enabling Edge Applications (EA)".

[11]
3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".

[12]
3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2".

[13]
3GPP TR 23.700-20: "Study on enhanced support of Industrial Internet of Things (IIoT) in the 5G System (5GS)".

[14]
3GPP TS 29.549: "Service Enabler Architecture Layer (SEAL); Application Programming Interface (API) specification; Stage 3".

[15]
3GPP TS 23.503 : "Policy and charging control framework for the 5G System (5GS); Stage 2".
[ref.x]
3GPP TR 23.700-07: " Study on enhanced support of non-public networks".
* * * Next Change * * * *

7.X
Solution #X: SEAL support for device onboarding and remote provisioning in an SNPN

7.X.1
General
This solution addresses key issue #7 – Device onboarding in an SNPN.
SA2 FS_eNPN study in TR 23.700-70 contains a KI#4 on UE onboarding and remote provisioning. That study addresses 2 main aspects, i.e. how to provide a UE with secure connectivity for onboarding to a provisioning server, and how to support remote provisioning of credentials for access to an NPN.

The provisioning of NPN credentials may include IMSI-based AKA credentials, typically stored in a UICC, and non-IMSI based credentials, such as certificates. While the SA2 study notes that in the case of UE onboarding for SNPN “for the provisioning of IMSI accompanied by AKA credentials, GSMA RSP is used” it considers provisioning of non-IMSI credentials to be in the scope of 3GPP.

The SA2 study provides support for User Plane and Control Plane procedures for provisioning of the UE. For the Control Plane mechanism, the study concluded that “Control Plane remote provisioning procedure assumes a Provisioning Server that communicates with the 5GC using 3GPP-defined protocols”. For the User Plane procedure, it notes that the solution out of scope of SA2.

The solution for device onboarding provided by SA2 in Rel-17 can be assumed to provide a framework, procedures, as well as exposure capabilities whereby an AF will be able to partake in the UE onboarding and remote provisioning procedure. This is of particular relevance for this study as it is expected that factories of the future will require NPN deployments as well as support for non-IMSI SUPIs.

The SA2 defines two new functional entities which take part in the onboarding and provisioning process:

· The Default Credential Server (DCS) which is able to authenticate the UE’s default identity by means of the default UE credentials. The default UE identity and the default credentials are considered to have been pre-configured in the UE, e.g. at the time of manufacture of the device, and are therefore unrelated to the target SNPN onto which the UE is to be onboarded.
· The Provisioning Server (PS) whose role is to provision the UE with subscription data, including the SNPN credentials for network access authentication and authorization in the target SNPN.
This solution is based on the assumption that these new functional entities are external to 5GS and that 5GS will provide interfaces needed for interaction with these functions. This solution is provided in order to complement the capabilities of the 5GS by providing the functions of DCS and PS in the Service Enablement layer.
Since device onboarding and provisioning are common functions required by various vertical applications it makes sense for SEAL to support these functions. Therefore, this solution proposes that SEAL is enhanced with an additional service to support vertical applications in device onboarding and provisioning processes in an SNPN in line with the architecture concepts defined in the SA2 study. As the functions of DCS and PS are distinct and yet may be related to each other we propose to introduce a new SEAL service for Onboarding Management, whose server may act as the Provisioning Server and/or the Default Credential Server. 
The FF application layer functional model described in Solution #1 is used as base for the proposed device onboarding architecture.
7.X.2
Additional definitions
In order to align the terminology and understanding of terms, the following definitions related to the UE onboarding worked out in 3GPP TR 23.700-07 [ref.x] are introduced:

Default UE credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.

Default Credential Server (DCS): The server that can authenticate a UE with default UE credentials or provide means to another entity to do it.

Provisioning Server (PS): The server that provisions the authenticated/authorized UE with the subscription data and optionally other configuration information.

Stand-alone Non-Public Network (SNPN): As defined in TS 23.501 [7] is a non-public network not relying on network functions provided by a PLMN. From the perspective of an application function, SNPN is a 5GS.

Subscription Owner (SO): The entity that stores and as result of the UE Onboarding procedures provide the subscription data and optionally other configuration information via the PS to the UE.

UE Onboarding: Provisioning of information, to a UE and within the network, required for the UE to get authorized access and connectivity to an NPN.

Unique UE identifier: Identifying the UE in the network and the DCS and is assigned and configured by the DCS.

NOTE:
The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542.

7.X.3
Architecture
A new SEAL service Onboarding Management (OM) is introduced according with the SEAL generic functional model as described in clause 6 in 3GPP TS 23.434 [8].  The Onboarding Management functional model includes the onboarding management client and the onboarding management server. Only the on-network functional model is envisaged, i.e. the off-network is not applicable for the Onboarding Management.
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Figure 7.X.3-1: On-network functional model for SEAL onboarding management

The Onboarding Management server shall be able to act as a Default Credential Server and as such interact with the 5GS of the Onboarding SNPN to authenticate the UE’s unique identity by means of the default UE credentials. It shall be able to provide the 5GS with information identifying the target SNPN onto which the UE shall be onboarded and the address of the Provisioning Server. The Onboarding Management server may interact with the VAL server via the OM-S reference point in order to notify the VAL server of an onboarding attempt and to obtain authorization for the onboarding of the UE.
Editor’s note: Whether the Onboarding Management server is configured with the data needed to authenticate the UE or it obtains it from the VAL server is FFS. 
The Onboarding Management server shall be able to act as a Provisioning Server for the Subscription Owner (SO) SNPN and as such shall be able to provision the NPN credentials and subscription data in the UE for authentication in the SNPN. The Onboarding Management server may also be involved in provisioning and/or allocating subscription data for the UE in the SO-SNPN, which involves interaction with the SNPN. The Onboarding Management server may interact with the VAL server via the OM-S reference point in order to notify the VAL server of the provisioning procedure and to obtain authorization for the provisioning of the UE.
OM-E reference point is defined for the case when Onboarding Management servers acting in different roles (Default Credential Server, Provisioning Server) within a domain or serving different domains (e.g., one serving the Onboarding SNPN and another serving the SO SNPN) need to interact with one another. 
The SA2 study provides support for User Plane and Control Plane procedures for provisioning of the UE. The Onboarding Management server shall support both of these procedures. 
a) In case of the Control Plane remote provisioning procedure, it is assumed in the SA2 study that the Provisioning Server interacts with the 5GC using a 3GPP-defined protocol – this interface is marked as TBD in the figure 7.X.3-1. It is therefore proposed that the Onboarding Management server acting as the Provisioning Server will interact with the 5GC via this interface to perform the remote provisioning procedure.
b) In case of the User Plane remote provisioning procedure, it is assumed in the SA2 study that the Provisioning Server interacts directly with the UE over the user plane. It is therefore proposed that the Onboarding Management server acting as the Provisioning Server will perform the remote provisioning procedure by interacting with the Onboarding Management client via the OM-UU reference point.
Editor’s note: Whether the Onboarding Management enabler can reuse SEAL Key Management and Configuration Management enablers for the User Plane remote provisioning procedure is FFS.
Editor’s note: OM-C reference point is defined for completeness. The services provided via OM-C are FFS. 

7.X.4
Solution description

Editor’s note: The procedures and interfaces of the solution are FFS and depend on SA2 addressing requirements regarding the UE onboarding and remote provisioning, as described in 3GPP TR 23.700-07 [ref.x].
7.X.5
Solution evaluation

Editor’s note: The solution evaluation is FFS.
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