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1. Introduction
The TS has ENs realted to EEC authentication and authorization distributed in multiple subclauses. This contribution consolidates all those ENs within clause 8.10 dedicated for EEC authentication and authorization.
2. Reason for Change
Detailed authentication and authorization procedures are in SA3 purview.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.558 v1.1.0.
* * * First Change * * * *

8.3.2.3
Request-response model

Figure 8.3.2.3-1 illustrates service provisioning procedure based on request/response model.

Pre-conditions:

1.
The Edge Enabler Client has been pre-configured or has discovered the address (e.g. URI) of the Edge Configuration Server;
2.
The Edge Enabler Client has been authorized to communicate with the Edge Configuration Server as specified in clause 8.10; and
3.
The UE Identifier is either preconfigured or resulted from a successful authorization.

Editor's Note:
Whether the UE's subscription data may contain the endpoint information of ECS is FFS and requires SA2 and SA3 coordination.
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Figure 8.3.2.3-1: Service provisioning – Request/Response

1.
The Edge Enabler Client sends a service provisioning request to the Edge Configuration Server. The service provisioning request includes the security credentials of the EEC received during EEC authorization procedure and may include the UE identifier such as GPSI, connectivity information, UE location and Application Client profile(s) information.

2.
Upon receiving the request, the Edge Configuration Server performs an authorization check to verify whether the Edge Enabler Client has authorization to perform the operation. The ECS may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.2. The Edge Configuration Server determines the Edge Enabler Servers which match the Application Client profile(s) (if provided in step 1). The Edge Configuration Server also determines other information that needs to be provisioned, e.g. identification of the Edge Data Network, topological service area information (for LADN), Edge Enabler Server endpoints.


3.
The Edge Configuration Server responds to the Edge Enabler Client's request with a service provisioning response which includes a list of Edge Data Network configuration information, e.g. identification of the Edge Data Network, topological service area information (for LADN), and the required information (e.g. URI, IP address) for establishing a connection to the Edge Enabler Server.

If the Edge Data Network configuration information includes an LADN DNN as an identifier for the Edge Data Network, the Edge Enabler Client considers the LADN as the Edge Data Network. Therefore, the service area of Edge Data Network is the LADN Service Area which can be discovered using the UE Registration Procedure. The EEC may cache the service provisioning information (e.g. EES endpoint) for subsequent use and avoid the need to repeat step 1. If the Lifetime IE is included in the Service provisioning response, then the Edge Enabler Client may cache and reuse the Service provisioning information only for the duration specified by the Lifetime IE, without the need to repeat step 1.

* * * Next Change * * * *

8.3.2.4.2
Subscribe

Figure 8.3.2.4.2-1 illustrates the service provisioning request procedure between the Edge Enabler Client and the Edge Configuration Server.

Pre-conditions:

1.
The Edge Enabler Client has been pre-configured or has discovered the address (e.g. URI) of the Edge Configuration Server;
2.
The Edge Enabler Client has been authorized to communicate with the Edge Configuration Server as specified in clause 8.10; and 
3.
The UE Identifier is either preconfigured or resulted from a successful authorization.
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Figure 8.3.2.4.2-1: Service provisioning subscription

1.
The Edge Enabler Client sends a service provisioning subscription request to the Edge Configuration Server. The service provisioning subscription request includes the security credentials of the EEC received during EEC authorization procedure and may include the UE identifier such as GPSI, connectivity information, proposed expiration time and Application Client Profile information.

2.
Upon receiving the request, the Edge Configuration Server performs an authorization check to verify whether the Edge Enabler Client has authorization to perform the operation. If required, the ECS may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.2. If the request is authorized, the Edge Configuration Server creates and stores the subscription for provisioning.

3.
The Edge Configuration Server responds with a service provisioning subscription response, which includes the subscription identifier and may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the Edge Enabler Client shall send a Service provisioning subscription update request prior to the expiration time. If a Service provisioning subscription update request is not received prior to the expiration time, the Edge Configuration Server shall treat the Edge Enabler Client as implicitly unsubscribed.

* * * Next Change * * * *

8.4.2.2.2
EEC registration

Figure 8.4.2.2.2-1 illustrates EEC registration procedure.

Pre-conditions:

1.
The Edge Enabler Client is authorized to access the Edge Enabler Server for the purpose of performing registration and has received relevant security credentials as specified in clause 8.10; and 


2.
The Edge Enabler Client has received service provisioning information from the Edge Configuration Server, including information for accessing the Edge Enabler Server.
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Figure 8.4.2.2.2-1: Edge Enabler Client registration procedure

1.
The Edge Enabler Client sends Edge Enabler Client registration request to the Edge Enabler Server. The request from the client includes the security credentials received after successful authorization for edge computing services and may include a proposed expiration time. The request also optionally includes information indicating to the Edge Enabler Server how the Edge Enabler Client expects to use the services of the Edge Enabler Server. 


If the Edge Enabler Client is moving to this Edge Enabler Server from the purview of another Edge Enabler Server, called source Edge Enabler Server, the request from the Edge Enabler Client may include the identity of the source Edge Enabler Server and an Edge Enabler Client context ID that was provided by the source Edge Enabler Server to maintain continuity of the EEC context. 
2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server validates the registration request and verifies the security credentials. The Edge Enabler Server further determines whether the requirements that were indicated in the Application Client Profile(s) can be fulfilled. 

3.
Upon successful validation of the request, if the received Edge Enabler Client registration request contains an Edge Enabler Client context ID and a source Edge Enabler Server ID, the Edge Enabler Server retrieves the Edge Enabler Client's context from the source Edge Enabler Server. Otherwise, this step is skipped.

4.
The Edge Enabler Server sends a successful registration response, which includes the registration ID and may include a newly assigned Edge Enabler Client context ID. The Edge Enabler Client stores the new Edge Enabler Client context ID and uses it if and when it registers with another Edge Enabler Server. The Edge Enabler Server may also provide an expiration time to indicate to the Edge Enabler Client when the registration will automatically expire. To maintain the registration, the Edge Enabler Client shall send a registration update request prior to the expiration. If a registration update request is not received prior to the expiration time, the Edge Enabler Server shall treat the Edge Enabler Client as implicitly de-registered.

* * * Next Change * * * *

8.5.2.2
Request-response model

Pre-conditions:

1.
The Edge Enabler Client has received information (e.g. URI, IP address) related to the Edge Enabler Server; and

2.
The Edge Enabler Client has received appropriate security credentials authorizing it to communicate with the Edge Enabler Server as specified in clause 8.10.
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Figure 8.5.2.2-1: Edge Application Server Discovery procedure

1.
The Edge Enabler Client sends an Edge Application Server discovery request to the Edge Enabler Server. The Edge Application Server discovery request includes the requestor identifier [EEC ID] along with the security credentials and may include EAS discovery filters to retrieve information about particular Edge Application Server(s) or a category of Edge Application Servers, e.g. gaming applications. 

2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server checks if the Edge Enabler Client is authorized to discover the requested Edge Application Server(s). The authorization check may apply to an individual Edge Application Server, a category of Edge Application Servers or to the Edge Data Network, i.e. to all the Edge Application Servers. The EES may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.3. If the discovery request contained EAS discovery filters, then the Edge Enabler Server uses the EAS discovery filters to select the Edge Application Server information that match the EAS discovery filters. If the UE is located outside the Geographical or Topological Service Area of an Edge Application Server, then the Edge Enabler Server shall not include this Edge Application Server discovery response.

3.
The Edge Enabler Server sends an Edge Application Server discovery response to the Edge Enabler Client, which includes information about the discovered Edge Application Servers. For discovered Edge Application Servers, this includes endpoint information. Depending on the EAS discovery filters received in the Edge Application Server discovery request, the response may include additional information regarding matched capabilities, e.g. service permissions levels, Application Client locations(s) that the Edge Application Servers can support, KPIs, etc. 

Upon receiving the Edge Application Server discovery response, the Edge Enabler Client uses the endpoint information for routing of the outgoing application data traffic to Edge Application Server(s), as needed, and may provide necessary notifications to the Application Client(s). The EEC may cache the EAS information (e.g. EAS endpoint) for subsequent use and avoid the need to repeat step 1. If the Lifetime IE is included in the response, the Edge Enabler Client may cache the Edge Application Server information only for the duration specified by the Lifetime IE.

NOTE:
Within the duration specified by the Lifetime IE, the cached EAS Profile can be updated (e.g. according to notifications from the Edge Enabler Server for changes of Edge Application Server information due to EAS status change) or the cached Edge Application Server Profile can be invalidated due to new Edge Application Server information discovery (e.g. due to UE mobility).

* * * Next Change * * * *


8.5.2.3.2
Subscribe

Figure 8.5.2.3.2-1 illustrates the EAS discovery subscription procedure between the Edge Enabler Client and the Edge Enabler Server.

Pre-conditions:

1.
The Edge Enabler Client has received information (e.g. URI, IP address) related to the Edge Enabler Server; and

2.
The Edge Enabler Client has received appropriate security credentials authorizing it to communicate with the Edge Enabler Server as specified in clause 8.10.
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Figure 8.5.2.3.2-1: EAS discovery subscription

1.
The Edge Enabler Client sends an EAS discovery subscription request to the Edge Enabler Server. The EAS discovery subscription request includes the EEC identifier along with the security credentials and may include EAS discovery filters to subscribe information about particular Edge Application Server(s) or a category of Edge Application Servers, e.g. gaming applications. 

2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server checks if the Edge Enabler Client is authorized to subscribe for information of the requested Edge Application Server(s). The authorization check may apply to an individual Edge Application Server, a category of Edge Application Servers or to the Edge Data Network, i.e. to all the Edge Application Servers. The EES may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.3. If the request is authorized, the Edge Enabler Server creates and stores the subscription for EAS discovery.
3.
The Edge Enabler Server sends an EAS discovery subscription response to the Edge Enabler Client, which includes the subscription identifier and may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the Edge Enabler Client shall send an EAS discovery subscription update request prior to the expiration time. If an EAS discovery subscription update request is not received prior to the expiration time, the Edge Enabler Server shall treat the Edge Enabler Client as implicitly unsubscribed.

* * * Next Change * * * *

8.5.2.3.4
Subscription update

Figure 8.5.2.3.4-1 illustrates the EAS discovery subscription update procedure between the Edge Enabler Client and the Edge Enabler Server.

Pre-conditions:

1.
The Edge Enabler Client has subscribed with the Edge Enabler Server for the EAS discovery information as specified in clause 8.5.2.3.2.
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Figure 8.5.2.3.4-1: EAS discovery subscription update

1.
The Edge Enabler Client sends an EAS discovery subscription update request to the Edge Enabler Server. The EAS discovery subscription update request includes the EEC identifier along with the security credentials and the subscription identifier. It may also include EAS discovery filters, UE identifier such as GPSI and proposed expiration time for the updated subscription. 

2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server checks if the Edge Enabler Client is authorized to update the subscription information. The EES may utilize the capabilities (e.g. UE location) of the 3GPP core network as specified in clause 8.9.3. If the request is authorized, the Edge Enabler Server updated the stored subscription for EAS discovery.
3.
The Edge Enabler Server sends an EAS discovery subscription update response to the Edge Enabler Client, which may include the expiration time, indicating when the updated subscription will automatically expire. To maintain the subscription, the Edge Enabler Client shall send an EAS discovery subscription update request prior to the expiration time. If an EAS discovery subscription update request is not received prior to the expiration time, the Edge Enabler Server shall treat the Edge Enabler Client as implicitly unsubscribed.

* * * Next Change * * * *

8.5.2.3.5
Unsubscribe

Figure 8.5.2.3.5-1 illustrates the EAS discovery unsubscribe procedure between the Edge Enabler Client and the Edge Enabler Server.

Pre-conditions:

1.
The Edge Enabler Client has subscribed with the Edge Enabler Server for the EAS discovery information as specified in clause 8.5.2.3.2.
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Figure 8.5.2.3.5-1: EAS discovery unsubscribe

1.
The Edge Enabler Client sends an EAS discovery unsubscribe request to the Edge Enabler Server. The EAS discovery unsubscribe request includes the security credentials of the EEC along with the subscription identifier.

2.
Upon receiving the request, the Edge Enabler Server performs an authorization check to verify whether the Edge Enabler Client has authorization to perform the operation. If authorized, the Edge Enabler Server cancels the subscription for provisioning as requested in step 1.

3.
The Edge Enabler Server responds with an EAS discovery unsubscribe response.

* * * Next Change * * * *

8.5.2.4.2
Subscribe

Figure 8.5.2.4.2-1 illustrates the EAS dynamic information subscription procedure between the Edge Enabler Client and the Edge Enabler Server.

Pre-conditions:

1.
The Edge Enabler Client has received information (e.g. URI, IP address) related to the Edge Enabler Server; and

2.
The Edge Enabler Client has received appropriate security credentials authorizing it to communicate with the Edge Enabler Server as specified in clause 8.10.
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Figure 8.5.2.4.2-1: EAS dynamic information subscription

1.
The Edge Enabler Client sends an EAS dynamic information subscription request to the Edge Enabler Server. The EAS dynamic information subscription request includes the EEC identifier along with the security credentials and EAS dynamic information filters to subscribe dynamic information about Edge Application Server(s). The request may also include trigger conditions for the notifications along with the subscription.

2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server checks if the Edge Enabler Client is authorized to subscribe dynamic information about the requested Edge Application Server(s). If the request is authorized, the Edge Enabler Server creates and stores the subscription for EAS dynamic information.
3.
The Edge Enabler Server sends an EAS dynamic information subscription response to the Edge Enabler Client, which includes the subscription identifier and may include the expiration time, indicating when the subscription will automatically expire. To maintain the subscription, the Edge Enabler Client shall send an EAS dynamic information subscription update request prior to the expiration time. If an EAS dynamic information subscription update request is not received prior to the expiration time, the Edge Enabler Server shall treat the Edge Enabler Client as implicitly unsubscribed.

* * * Next Change * * * *

8.5.2.4.4
Subscription update

Figure 8.5.2.4.4-1 illustrates the EAS dynamic information subscription update procedure between the Edge Enabler Client and the Edge Enabler Server.

Pre-conditions:

1.
The Edge Enabler Client has subscribed with the Edge Enabler Server for the EAS dynamic information as specified in clause 8.5.2.4.2

.


[image: image9.emf]Edge Enabler Client

Edge 

Enabler Server

1. EAS dynamic information subscription update 

request

3. EAS dynamic information subscription update 

response

2. Authorization check


Figure 8.5.2.4.4-1: EAS dynamic information subscription update

1.
The Edge Enabler Client sends an EAS dynamic information subscription update request to the Edge Enabler Server. The EAS dynamic information subscription update request includes the EEC identifier along with the security credentials and the subscription identifier. It may also include EAS dynamic information filters and proposed expiration time for the updated subscription. 

2.
Upon receiving the request from the Edge Enabler Client, the Edge Enabler Server checks if the Edge Enabler Client is authorized to update the subscription information. If the request is authorized, the Edge Enabler Server updates the stored subscription for EAS dynamic information.
3.
The Edge Enabler Server sends an EAS dynamic information subscription update response to the Edge Enabler Client, which may include the expiration time, indicating when the updated subscription will automatically expire. To maintain the subscription, the Edge Enabler Client shall send an EAS dynamic information subscription update request prior to the expiration time. If an EAS dynamic information subscription update request is not received prior to the expiration time, the Edge Enabler Server shall treat the Edge Enabler Client as implicitly unsubscribed.

8.5.2.4.5
Unsubscribe

Figure 8.5.2.4.5-1 illustrates the EAS dynamic information unsubscribe procedure between the Edge Enabler Client and the Edge Enabler Server.

Pre-conditions:

1.
The Edge Enabler Client has subscribed with the Edge Enabler Server for the EAS dynamic information as specified in clause 8.5.2.4.2

.
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Figure 8.5.2.4.5-1: EAS dynamic information unsubscribe

1.
The Edge Enabler Client sends an EAS dynamic information unsubscribe request to the Edge Enabler Server. The EAS dynamic information unsubscribe request includes the security credentials of the EEC along with the subscription identifier.

2.
Upon receiving the request, the Edge Enabler Server performs an authorization check to verify whether the Edge Enabler Client has authorization to perform the operation. If authorized, the Edge Enabler Server cancels the subscription for EAS dynamic information as requested in step 1.

3.
The Edge Enabler Server responds with an EAS dynamic information unsubscribe response.

* * * Next Change * * * *

8.8.3.4
Application context relocation procedure

Figure 8.8.3.4-1 illustrates the procedure for the EEC triggered application context relocation procedure.

Pre-condition:

1.
The Edge Enabler Client has the Target Edge Application Server information that will be used for application traffic; and

2.
The Edge Enabler Client has been authorized to communicate with the source Edge Enabler Server as specified in clause 8.10. 
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Figure 8.8.3.4-1: Application Context Relocation procedure

1.
The Edge Enabler Client sends an Application Context Relocation request message (UE identity, target EAS endpoint, DNAI of the target EAS, EAS notification indication) to the source Edge Enabler Server in order to start application context relocation (e.g. influence the application traffic, notify the EAS).

2.
The source Edge Enabler Server checks if the Edge Enabler Client is authorized for this operation for the UE. If authorized, then the source Edge Enabler Server applies the AF traffic influence with the N6 routing information of the T-EAS in the 3GPP Core Network (if applicable), as described in 3GPP TS 23.501 [2], clause 5.6.7.1.

3.
If the EAS notification indication is set in step 1 and the source Edge Application Server has subscribed to receive such notification, the source Edge Enabler Server shall notify the source Edge Application Server about the need to start application context relocation.

4.
The source Edge Enabler Server responds to the Edge Enabler Client's request with an Application Context Relocation response message (result) to the Edge Enabler Client.

* * * Next Change * * * *

8.10
EEC Authentication/Authorization 

The architecture for enabling edge applications supports EEC authentication/authorization. 

After the successful EEC authentication/authorization, the EEC acquires a valid security credential for EEC related procedures including service provisioning procedure, EEC registration procedure, EAS discovery procedure and Application Context Relocation procedure.

Editor's Note: The detailed mechanism for EEC authentication/authorization is up to SA3.

* * * Next Change * * * *
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