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1. Introduction
This pCR introduces the ENs resolution and completion of Solution#11.
2. Reason for Change
Solution#11 contains the ENs that shall be resolved. The following considerations are used in the proposed update:
-	he definition of feature-level access is an optional enhancement of the API functionality. Each optional enhancement of the API functionality may dramatically update and change the API functionality, i.e., access to optional functionality that is not available for all API invokers (e.g., non-trusted API invokers). Thus, CAPIF may restrict access to all optional enhancements of the API functionalities for certain API invokers.
-	During API publishing and discovery, the service consumer may provide the Service API context, which includes the list of the supported service operations, supported resources, and supported features. This change is implemented in the related information flows.
3. Conclusions
This pCR resolves the ENs and updates the completes the Solution#11.
4. Proposal
It is proposed to agree the following changes to 3GPP 23.700-23 V0.3.0.


* * * First Change * * * *
[bookmark: _Toc168041415][bookmark: _Toc148432738][bookmark: _Toc148438420]6.4.1	Solution description
This solution addresses the KI#1 and enables the finer granularity of the access control for service API, i.e.:
1.	Service operation level access, the API invoker may request and the CAPIF may grant the access for the given service operation(s) of the service API.
2.	Resource level access, the API invoker may request and the CAPIF may grant the access for the given resource(s) (i.e., the object or component of the API on which the operations are acted upon as defined in clause 3.1 of 3GPP TS 23.222 [2]) of the service API.
3.	Feature level access, the API invoker may request and the CAPIF may grant the access for the given optional enhancements of the API functionality(ies).

Editor's Note:	The feature-level access (e.g., access to optional enhancements of the API functionality) is FFS
* * * Next Change * * * *
The CAPIF procedure in 3GPP TS 23.222 [2] can be enhanced (highlighted in bold italics) as follows.
Editor's Note:	The related impact to API publishing and discovery procedures is FFS.
	[bookmark: _Toc433209705][bookmark: _Toc453260205][bookmark: _Toc453261092][bookmark: _Toc453279837][bookmark: _Toc459375175][bookmark: _Toc468105419][bookmark: _Toc468110514][bookmark: _Toc485420517][bookmark: _Toc162277654][bookmark: _Toc168041417]8.3.2.1	Service API publish request
Table 8.3.2.1-1 describes the information flow service API publish request from the API publishing function to the CAPIF core function.
Table 8.3.2.1-1: Service API publish request
	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, API provider name (optional), List of public IP ranges of UEs (optional), service API type, service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, data format, Service KPIs (optional), Service API context (optional), and Network Slice Info (optional).

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE:	If the shareable information is not present, the service API is not allowed to be shared.



The Service KPIs is defined as below:
Table 8.3.2.1-2: Service KPIs
	Information element
	Status
	Description

	Maximum Request rate
	O
	Maximum request rate from the API Invoker supported by the server. 

	Maximum Response time
	O
	The maximum response time advertised for the API Invoker's service requests.

	Availability
	O
	Advertised percentage of time the server is available for the API Invoker's use.

	Available Compute
	O
	The maximum compute resource available for the API Invoker.

	Available Graphical Compute
	O
	The maximum graphical compute resource available for the API Invoker.

	Available Memory
	O
	The maximum memory resource available for the API Invoker.

	Available Storage
	O
	The maximum storage resource available for the API Invoker.

	Connection Bandwidth
	O
	The connection bandwidth in Kbit/s advertised for the API Invoker's use.



The Service API context is defined as below:
Table 8.3.2.1-3: Service API context
	Information element
	Status
	Description

	Service operations
	O
	The list of the supported service operations.

	Resources
	O
	The list of supported resources, i.e, the object or component of the API on which the operations are acted upon.

	Features
	O
	The list of supported optional API enhancements.



[bookmark: _Toc460615989][bookmark: _Toc460616850][bookmark: _Toc477419270][bookmark: _Toc162277678]8.7.2.1	Service API discover request
Table 8.7.2.1-1 describes the information flow service API discover request from the API invoker to the CAPIF core function.
Table 8.7.2.1-1: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the API invoker discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs (e.g. service API type, Serving Area Information (optional), preferred AEF location (optional), required API provider name (optional), UE IP address (optional), interfaces, protocols, Service KPIs (optional), Service API context (optional), and Network Slice Info (optional)).
(see NOTE)

	NOTE:	It should be possible to discover all the service APIs.



8.11.3	Procedure
Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:
1.	The API invoker is onboarded and has received an API invoker identity.


Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API, service operation(s) of the service API, and/or service API resource(s) by including the API invoker identity information and any information required for authentication of the API invoker.
2.	The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API, service operation(s) of the service API, and/or service API resource(s), and/or feature(s).
NOTE 1:	The authentication process is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12]. 
3.	Based on the API invoker's subscription information the authorization information to access the service APIs, service operation(s) of the service API, and/or service API resource(s), and/or feature(s) is sent to the API invoker in the obtain service API authorization response.
NOTE 2:	The mechanism for distribution of the authorization information for the API invoker to the API exposing function is specified in subclause 6.5.2.3 of 3GPP TS 33.122 [12].




* * * Next Change * * * *
[bookmark: _Toc168041420]6.4.4	Solution evaluation
The coordination with SA3 is needed to align the information flows and procedures in 3GPP TS 33.122 [3].
This solution addesses KI#1 and enables the finer granularity of the access control for service API. This solution can be considered as candidate for normative phase,
*** End of Changes ***
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