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1. Introduction
This pCR provides solution to solve KI#9 (Permission control of digital assets).
CAPIF specified in 3GPP TS 23.222[23222] provides Resource owner-aware Northbound API Access(RNAA) to control access to the owner’s resource. The Enhancement of RNAA is also studying by SA6 in Rel-19 FS_CAPIF_Ph3. Currently CAPIF focuses on the management of service API and cannot fulfill the requirements permission control of digital asset. So this contribution proposes a solution to support permission control of digital asset.
2. Reason for Change
[bookmark: OLE_LINK6]There is a open issue in KI#9 as following：
-	Whether and how to manage the permission control for digital asset, including in across multiple metaverses use case.
It is required to provide solution for above open issues.

3. Proposal
It is proposed to agree the following changes to TR 23.700-21 v0.4.1.


* * * First Change * * * *
[bookmark: _Toc164594103][bookmark: _Toc167795979][bookmark: _Toc153434272]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Digital Asset control mode: In the context of this TR, digital asset control mode is the way in which restricts the consumer operation when they use the digital assets in metaverse services. There are three modes according to different using scenario: strict control, general control, and loose control. Strict control is used for private use, and other users are not allowed to operate them; General control is the situation that some people are allowed to use, it needs to get the owner's authorization before others operate; Loose control is the case of public use,  all the consumer can operate digital assets without applying for permission.

* * * Next Change * * * *

7.x	Solution #x: Support for permission control of digital assets
7.x.1	Solution description
This solution maps to KI#9, achieves permission control on digital assets in the case of digital assets sharing. VAL user uses VAL server to upload a digital asset to A-DACM function. When the other user wants to use the digital asset which is in the A-DACM. Enabler layer controls the operation to the digital asset base on the owner’s consent by DAPM function. The architectural impacts and procedures are described in clause 7.x.2 and clause 7.x.3 respectively. 
7.x.2	Architecture Impacts
The solution utilizes the architecture specified in clause 6.2, Option#2. In the architecture DAPM function exposes the APIs to the Vertical Application Layer for service providing. 
7.x.3	Procedures
7.x.3.1	Digital asset control mode registration
Figure 7.x.3.1-1 illustrates the precedure of digital asset control mode registration. The registration procedure is initiated by the digital asset uploaded.



Figure 7.x.3.1-1: Procedure for digital asset regristration
1-2. Follow step 1-2 of the procedure in 7.7.1.3. The VAL server sends Digital asset upload request to the A-DACM function, and the A-DACM store the digital asset and/or relative information.
3.	The A-DACM sends digital asset relative information to DAPM function, including digital asset identifier, owner information.
4.	DAPM function stores the information and sends the control mode setting request to A-DACM. 
5.	A-DACM function transmits the control mode setting request to VAL server.
6.	VAL server sends the control mode set by the owner, including digital asset ID, control mode information(e.g.  strict control, general control, loose control.)
7.	A-DACM function transmits the control mode information to DAPM function.
8.	DAPM function stores the control mode of digital asset operation set by the owner. 
9.	DAPM function sends control mode setting information to A-DACM function.
10.	The A-DACM function sends a response to the VAL server indicating success or failure of the operation, includes the result of control mode setting.

7.x.3.2	control mode update
Figure 7.x.3.2-1 illustrates the procedure for update the digital asset control mode. Owner may update the contorl mode of digital asset operation via VAL server or DAPM client.


Figure 7.x.3.2-1: Procedure for permission update

1. Owner VAL Server or DAPM client sends DAPM request for update the control mode of the digital asset operation, including digital asset ID, control mode.
2. DAPM verifies the authoriztion of the owner. If successful, DAPM stores the latest control mode information of the digital asset. 
3. DAPM sends control mode update response, indicating success or failure of the setting.
7.x.3.3	Obtain the permission for digital asset operation piror to the service
Figure 7.x.3.3-1 illustrates procedure for obtain the permission for digital asset operation piror to the service. DAPM may authorize the consumer to operate the digital asset based on the owner consent before the service.


Figure 7.x.3.3-1: Obtain the permission for digital asset operation piror to the service
1. Consmer VAL Server or DAPM client sends DAPM function request for the digital asset operation permission. The request includes the digital asset information, consumer identifier, and time limit.
2. DAPM function check whether needs obtain owner’s consent, If needs, searches the owner information of the digital asset. If not jump to step 7.
3. DAPM sends request for the owner’s consent. 
4. Owner VAL Server gets owner’s consent.
5. VAL server sends to DAPM response indicating agree or deny of the operation permission.
6. DAPM stores the consumer’s permission of the digital asset based on the owner’s consent. 
7. DAPM sends reponse to VAL server or DAPM client. The response includes the result of the permission request.
7.x.3.4	Permission control of digital asset operation 
Figure 7.x.3.4-1 illustrates the procedure to permission control of digital assets operation.   


Figure 7.x.3.4-1: Permission control of digital asset operation 
1.	The consumer VAL Server sends Digital asset operation request to A-DACM function, the request includes digital asset information(e.g. digital asset identifier), consumer information(e.g. consumer identifier), specific operation(e.g. access, update/modification, download etc). 
2.	A-DACM function sends Authenticate permission request to DAPM for checking whether the consumer has the permission. 
3.	DAPM function check whether the control mode is general control. If not, jump to step 9. 
4.	DAPM function verify the user permittion, if successful, jump to step 9. If not, DAPM search the owner. 
5.	DAPM sends request for the owner’s consent. The request includes digital asset information, consumer identifier, required operation and time limit.
6.	Owner VAL Server gets owner’s consent. 
7.	VALserver sends owner’s consent to DAPM, to indicate agree or deny of the application for operation permission.
8.	Based on the result of the resource owner consent response, DAPM stores the authorization record, the record includes the information about digital asset identifier and authorized operation.
9.	DAPM sends Ask for permission response to A-DACM, notifying whether the consumer is allowed to operate the digital asset.
10.	A-DACM performs or rejects the operation on the digital asset based on the permission.
11. A-DACM sends operation response to VAL Server.

7.x.4	Solution evaluation
This solution addresses KI#9. 
* * * End of Change * * * *
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