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1. Introduction
This pCR is proposed to introduce a new new solution to user consent for nested API invocation.
2. Reason for Change
There are some issues with the existing 8.32.3 of 3GPP TS 23.222:
Issue #1 – Normally the AEF provides the service service API will do the ROC as the ROC maybe the internal logic of the service API. So it is possible that the ROC is performed by the AEF providing the servcei API.
Issue #3 – Existing 8.32.3 is to reduce the authorization information inquiry, however the AEF is not aware of the ROC is already performed by the border AEF, so it may still perform the ROC check redundantly.
Issue #2 – Existing 8.32.3 makes the border AEF, i.e., AEF-1 to handle the ROC checking, but it is not clear which service API the border AEF needs to check the ROC.
This solution is proposed to resolve the above issues.
3. Conclusions
4. Proposal
It is proposed to agree the following changes to 3GPP TR  23.700-22 0.3.0.


* * * First Change * * * *
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* * * Next Change * * * *

6.x	Solution #X: Provision user consent policy for nested API invocation
[bookmark: _Toc168041398]6.x.1	Description
This solution proposes to extend the existing procedure in clause 8.32 of 3GPP TS 23.222 [2] on reducing authorization information inquiry in a nested API invocation, specifically the procedure described in clause 8.32.3.
There are some issues with the existing 8.32.3 of 3GPP TS 23.222:
Issue #1 – Normally the AEF providing the service service API will perform the ROC as the ROC maybe the internal logic of the service API. So it is possible that the ROC is performed by the AEF providing the service API.
Issue #3 – Existing clause 8.32.3 is to reduce the authorization information inquiry, however the AEF is not aware of the ROC is already performed by the AEF 1, so it may still perform the ROC check redundantly.
Issue #2 – Existing clause 8.32.3 makes the AEF 1 to handle the ROC checking, but it is not clear which specific service API requires the ROC checking.
So this solution is proposed to introduce a new IE to the service API information to indicate it is a RNAA service API which requires the ROC check. The APF publishes such service API with ROC indication to the CAPIF core function, and the CAPIF core function determines which entity performs the ROC checking, i.e., either the entry point AEF or the AEF providing the service API. Then the CCF provisions the corresponding ROC checking policy to the entry point AEF and the AEF providing the service API to instruct them to perform the ROC checking of the service API invocation only once.
Figure 6.x.1-1 illustrates the procedure to provision user consent policy for nested API invocation after the service API with ROC indication is published.
Pre-conditions:
1.	The API exposing functions 1 and 2 are in the same trust domain.
2.	Authorization details of the APF are available with the CAPIF core function.

Figure 6.x.1-1: Procedure for obtaining authorization information in a nested API invocation
1.	The API publish function publishes the RNAA service API. A new ROC indication parameter is additionally included in the service API information as defined in clause 8.3.2.1. It indicates the service API is an RNAA type API and requires ROC checking upon the API invocation. Also, scope of the ROC checking which includes the attributes (e.g., operations, resources) to be checked, ROC checking enforcement point preference (i.e., either the entry point AEF or the AEF itself) may be included. 
2.	The CAPIF core function, based on the ROC indication, determines the single entity (i.e., either the AEF 1 or the AEF 2) to perform the ROC checking in order to reduce the authorization information inquiries for the nested API invocation. The ROC supporting capability of the API exposing function 1, local policy may be considered to determine the entity to enforce the ROC checking.
3.	The CAPIF core function returns the service API publish response.
4. 	If the API exposing function 1 is selected to perform the ROC checking: 
4a.	The CAPIF core function sends a ROC checking policy provision to the API exposing function 1. The list of service API(s), ROC checking indication, and the ROC checking scope are included. The API exposing function 1 stores the information for further usage.
4b.	The CAPIF core function also sends a ROC checking policy provision to the API exposing function 2. The list of service API(s), skip ROC checking indication are included. So, the API exposing function 2 will not repeat the ROC checking.
5. 	If the API exposing function 2 is determined to perform the ROC checking, the CAPIF core function sends a ROC checking policy provision to the API exposing function 2. The list of service API(s), ROC checking indication, and the ROC checking scope are included. The API exposing function 1 does not check any ROC upon the API invocation if not configured with the ROC checking policy. 
Figure 6.x.1-2 illustrates the procedure of reducing the authorization information inquiries for the nested API invocation.

Figure 6.x.1-2: Procedure for obtaining authorization information in a nested API invocation
In step 3.	The API exposing function 1 based the ROC policy provisioned by CCF, determines to enforce the ROC checking upon this service API invocation. 
In step 6. The API exposing function 2 based the ROC policy provisioned by CCF, skips the ROC checking.
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