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1. Introduction
This pCR is proposed to introduce a new solution to differentiating API invokers (i.e., API invoker being application run on the UE or the AS,  and application management function being the API invoker).
2. Reason for Change
This pCR proposed to update the definition of API invoker, the functional model and add clarifications to the corresponding procedures. 
Observations  - The entity which invokes the CAPIF API to discover the service APIs, is not same entity which invokes the discovered service APIs. But the two entities both belong to the same ASP with a single account which has agreeement with the CAPIF and service API provider.
An Appliction provider usually has one account but may have multiple applications, and each of the applications is an API invoker. Currently the definition of the API invoker does not reflect the above concept, and the API invoker profile definition seems more like the account of the ASP account profile. 
Proposal#1 
(1) Elaborate the definition of API invoker to capture that the CAPIF API invoker maybe different from the service API invoker.
(2)  Replace the term of “API invoker profile” to “Application provider profile” and modify the definition to reflect that it is associated with the ASP account allocated by the CAPIF for all its following transactions, e.g., API discovery, charging, obtaining security information to be used by the applications.
Also the functional model is also proposed to be updated as to accommodate to the application provider business and ecosystem.
3. Conclusions
4. Proposal
It is proposed to agree the following changes to 3GPP TR  23.700-22 0.3.0.


* * * First Change * * * *
[bookmark: _Toc168041401][bookmark: _GoBack]6.1	Mapping of solutions to key issues
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* * * Next Change * * * *
[bookmark: _Toc24736][bookmark: _Toc18900][bookmark: _Toc146875942][bookmark: _Toc168041397]6.x	Solution #X: differentiating API invokers
[bookmark: _Toc168041398]6.x.1	Description
This solution is addressing key issue #x - differentiating API invokers. 
The following CCF APIs (CAPIF_Discover_Service_API, CAPIF_Events_API, CAPIF_API_invoker_management API, CAPIF_Security API) are served for API management or application provider account management, and the invoker of such CCF APIs is the management function of the ASP system. For the CCF APIs (CAPIF_Events_API, CAPIF_Security API) and service APIs, the API invoker is the application provided by the ASP. Several places of the TS should be updated to align with this concept.
1. The definition of the API invoker and API invoker profile
API: The means by which an API invoker can access the service provided by the CAPIF core function, or the API expose function.
API invoker: The entity which invokes the CAPIF or service APIs. The API invoker function of the CAPIF APIs and the API invoker function of the service APIs may be the same entity (e.g., application) or different entities (e.g., application vs application management system used by the application provider). 
API invokerApplication Provider profile: The set of information associated to an account of the ASP allocated by the CAPIF API invoker that allows that its API invoker to utilize CAPIF APIs and service APIs for all its following transactions, e.g., API discovery, charging, obtaining security information to be used by the application (i.e., another invoker) later.
Based on the above changes, several affected clauses related with this ASP account management, like 4.4, 4.6, 4.9, 4.13, 6.3.3, 8.1, 8.2, 8.10, 8.11, 8.23, 8.26, 8.8 and so on are affected and should be updated accoringly.
2. The functional model and the functional entities description
There are mainly two types of API invoker in the application provider domain, one is the application management system which only requires the CAPIF-1/1e reference point to handle API management aspects, e.g., API discovery, charging, obtaining security information to be used by the application (i.e., another invoker) later. The other is the applictions which have both the CAPIF-1/1e and CAPIF-2/2e for itself service logic.
It is proposed to update the existing functional model to illustrate the above concept.

Accodingly, the API invoker as described in clause 6.3.2 should be revised. 
The API invoker is typically provided by a 3rd party application provider who has service agreement with PLMN operator. The API invoker may reside within the same trust domain as the PLMN operator network. The API invoker may be either an application on a server or an application on a UE. The API invoker may be the application management system and invokes the CAPIF APIs for all its following transactions, e.g., API discovery, charging, obtaining security information to be used by the application (i.e., another invoker) later. The API invoker may be the applications and utilize the CAPIF APIs and service APIs for itself service logic.
The API invoker acting as the application management system supports the following capabilities:
-	Triggering API invoker onboarding/offboarding;
-	Supporting the authentication by providing the API invoker identity and other information required for authentication of the API invoker;
-	Supporting mutual authentication with CAPIF;
-	Obtaining the authorization prior to accessing the service API;
-	Discovering service APIs information; and
The API invoker acting as application supports the following capabilities:
-	Supporting mutual authentication with CAPIF;
-	Obtaining the authorization prior to accessing the service API;
-	Invoking the service APIs.
NOTE:	The details of the specific service APIs are out of scope of the present document.
3. Impacts to the procedures
 For the procedures related with CAPIF-1/1e, i.e.,   
	Clause No
	Modification proposals

	8.1	Onboarding the API invoker to the CAPIF
8.2	Offboarding the API invoker from the CAPIF
	The API invoker should be used as the API invocation entity rather than the Application provider account.
API invoker profile should be changed to Application provider profile;

	8.7	Discover service APIs
	The API invoker should be used as the API invocation entity rather than the Application provider account.
Clarify that the service API being discovered is further used by other API invokers from the Application provider.

	8.8	Subscription, unsubscription and notifications for the CAPIF events
8.9	Revoking subscription of the CAPIF events
	Clarify that some events are related with Application provider account management, some are related with service APIs.

	8.10	Authentication between the API invoker and the CAPIF core function
8.11	API invoker obtaining authorization to access service API
8.23	CAPIF revoking API invoker authorization
	The API invoker should be used as the API invocation entity rather than the Application provider account.
Based on different patterns in the application, both the management system or the Application can perform the procedure in different phase. Clarification is needed.

	8.26	Update API invoker's API list
	Clarify that this is for Application system to manage its account.



4. Impacts to the CAPIF core function APIs
Detail the API invoker listed as the known consumers. 
[bookmark: _Toc168041411]6.3.2	Architecture Impacts
The API invoker in architecture and functional model is further detailed in to two types of API invoker.
[bookmark: _Toc168041412]6.3.3	Corresponding APIs
No impact.
[bookmark: _Toc168041413]6.3.4	Solution evaluation
This solution provides an overall enhancement to the TS 23.222 in regard of API invoker. It differentiates two kinds of API invoker from the Application provider. As the two kinds of API invoker invokes the CAPIF APIs or the service APIs for different purpose, this solution enables the application to clear understand how they should use the CAPIF APIs and the service APIs, and the CAPIF provider to manage the application provider account and its appliction’s API invocation. 
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