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1. Introduction
This contribution proposes evaluation for the user consent for nested API invocation solution.
2. Reason for Change
Solution#2 on user consent for nested API invocation was proposed to address KI#1 on managing resource owner consent. Specifcally on how consent of the resource owner can be managed through communication between the resource owner and authorization function in the CAPIF core function. This pCR provides an evaluation for the solution and addresses the outstanding editor’s notes.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22 V0.3.0.




* * * First Change * * * *
[bookmark: _Toc168041407]6.3	Solution #2: User consent for nested API invocation
[bookmark: _Toc168041408]6.3.1	Solution description
[bookmark: _Toc168041409]6.3.1.1	General
This solution maps to KI#1 on managing resource owner consent, specifically on how consent of the resource owner can be managed through communication between the resource owner (through the resource owner function) and authorization function in the CAPIF core function. This solution proposes to extend the existing text in clause 8.32 of 3GPP TS 23.222 [2] on reducing authorization information inquiry in a nested API invocation, specifically the procedure described in clause 8.32.3.
The existing procedure focuses on ensuring the (primary) API invoker and secondary API invoker (API exposure function 1 (AEF-1)) have the necessary authorization to invoke the service APIs of their respective API exposure functions, AEF-1 & AEF-2 respectively. Such authorization may include a specific scope to provide course-grained access to resources exposed by the service API, for example limiting access to only certain attributes.
In this solution it is proposed that the secondary API invoker (AEF-1) performs an additional check to ensure suitable user consent has been provided before making service API invocation requests towards a secondary API exposing function (AEF-2). This enables the AEF-1 to check before inadvertently exposing user sensitive information for which appropriate user consent has not been obtained.
Editor's note:	The solution is described in relation to nested API invocation, but where it is for further study whether it is considered to have applicability would be appropriate to consider it for the general case of a single API invoker performing service invocation towards an API exposure function.
[bookmark: _Toc168041410]6.3.1.2	Enhancement to clause 8.32.3 of 3GPP TS 23.222
With this solution the procedure to reducing authorization information inquiry in a nested API invocation in clause 8.32.3 is enhanced with the following:
New pre-condition added: 
Optionally, AEF-1 is configured with policy for user consent checking before making nested API service invocation requests.
New descriptive text is added after the existing text of Step 3 (“Based on the service API invocation request, the API exposing function 1 decides to invoke another service API exposed by the API exposing function 2”): 
Before making the request, if the AEF is configured with policy regarding user consent checking, the AEF will check that the service API invocation request is not in breach of those requirements.
Examples for the user consent check could involve checking associated attributes in the request itself (e.g., a signed token relating to user consent) or the AEF may have to further interact with the resource owner function to gain the necessary permissions (possibly via the CCF / authorization function). 
If the AEF doesn’t obtain the necessary user consent permissions, the (primary) API invoker’s service invocation request will be rejected with an appropriate failure result.
The additions are highlighted (in bold) in Figure 6.3.1.2-1.
[image: ]
Figure 6.3.1.2-1: Enhancements to Figure 8.32.3-1 of 3GPP TS 23.222.
Editor's note: The mechanism to ascertain appropriate user consent at the AEF is not in scope of this study, noting that the R18 security aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [3]SA3.
[bookmark: _Toc168041411]6.3.2	Architecture Impacts
None. 
[bookmark: _Toc168041412]6.3.3	Corresponding APIs
Editor's note:	Specification of Whether new or enhanced APIs are required in support of this solution are notis in scope of this studySA3. However, an example was provided in clause 6.3.1.2 whereby if the AEF is configured with policy regarding user consent checking, the AEF may have to further interact with the resource owner function to gain the necessary permissions (possibly via the CCF / authorization function). Taking the OAuth 2.0 Framework [6] as an example implementation and specifically the Authorization Code Grant flow (clause 4.1 of that IETF draft), it is envisaged that such permissions could be obtained in a manner similar to the authentication step of that flow. Specifically step B in the flow, in which the authorization server authenticates the resource owner (via the user-agent) and establishes whether the resource owner grants or denies the client's access request. This latter aspect is critical with regards to user consent checking.
[bookmark: _Toc168041413]6.3.4	Solution evaluation
Editor's note:	This clause provides an evaluation of the solution. The evaluation should include the descriptions of the impacts to existing architectures.
This solution addresses KI#1 on managing resource owner consent by proposing that the AEF supports the ability to be configured with policy to enforce user consent checking. Then when such policy is applied to the AEF, it will check that received service API invocation requests are not in breach of the requirements described by the policy. For example, such policy could relate to certain attributes (e.g., location) provided in the request made by the API invoker, whereby a request including those attributes will only be accepted if user consent is available for each of those attributes exposed by the API invoker, i.e., API invoker requests where the necessary user consent (according to the user consent checking policy) cannot be ascertained will be rejected. 
NOTE: The mechanism to ascertain appropriate user consent at the AEF is not considered to be in scope of this study, noting that the R18 security related aspects of CAPIF supporting RNAA are specified in 3GPP TS 33.122 [3]

* * * End of changes * * * *
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