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1. Introduction
This contribution proposes evaluation the Backend For Frontend (BBF) solution.
2. Reason for Change
Solution#1 on Backend For Frontend invocation was proposed to address KI#3 on RNAA architecture enhancements. This pCR provides an evaluation for the solution and addresses the outstanding editor’s notes.
4. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-22 V0.3.0.


* * * First Change * * * *
[bookmark: _Toc147904937][bookmark: _Toc168041405]6.2.3	Corresponding APIs
The following API calls are described in the context of those described in the BFF IETF RFC draft, draft-ietf-oauth-browser-based-apps-17 [5].
Editor's note:	Mapping of the API calls to existing CAPIF capabilities is FFS.
CAPIF-X (API invoker frontend – API invoker backend)
-	Initiate authorization request, from API invoker frontend to API invoker backend (step 1, clause 6.2.2)
-	Access granted indication, from API invoker backend to API invoker frontend via User agent (step 7, clause 6.2.2)
The two steps above relate to the RNAA related authorization procedures, i.e., step 1 in both the API invoker obtaining authorization from resource owner (clause 8.31 of 3GPP TS 23.222[2]) and reducing authorization information inquiry in a nested API invocation (clause 8.32 of 3GPP TS 23.222[2]) procedures, where such security aspects are out of scope of the present document.
-	API service request, from API invoker frontend to API invoker backend (step 8, clause 6.2.2)
-	API service response, from API invoker backend to API invoker frontend (step 11, clause 6.2.2)
The two steps above relate to service API invocation with AEF authorization as described in clause 8.16 of 3GPP TS 23.222[2]).
-	In addition to the steps highlighted above that are required in support of the BBF pattern, it is anticipated that CAPIF-X would be utilised for API service discovery (clause 8.7 & 8.25.3.2 of 3GPP TS 23.222[2]), subscription related procedures (clause 8.8 & 8.9 of 3GPP TS 23.222[2]), service API invocation (clause 8.16 of 3GPP TS 23.222[2]), revocation of API authorization (clause 8.23 of 3GPP TS 23.222[2]), update of API invoker’s API list (clause 8.26 of 3GPP TS 23.222[2]). In each instance, the API invoker frontend would initiate the procedure towards the API invoker backend and then the API invoker backend would utilise either the CCF (CAPIF-1/1e) or AEF (CAPIF-2/2e) procedures as appropriate. Alternatively, the API invoker backend would initiate the procedure towards the API invoker frontend when triggered by the CCF (e.g., the backend forwarding the revoke API invoker authorization notify to the frontend in the case of CAPIF revoking API invoker authorization (clause 8.23 of 3GPP TS 23.222[2]). 
CAPIF-8 (ROF – CCF(AuthF))
-	Granting authorization and user consent, from CCF(AuthF) to ROF (step 3, clause 6.2.2)
The specification of CAPIF-8 is in scope of this specification, however it is not the focus of this solution and is therefore not further detailed here. 
CAPIF-1 (API invoker backend – CCF)
-	Authorization request, from API invoker backend to CCF(AuthF) redirected via User agent (step 2, clause 6.2.2)
-	Authorization response from CCF(AuthF) to API invoker backend, redirected via User agent (step 4, clause 6.2.2)
-	API invoker backend makes authorization access request to CCF(AuthF) (step 5, clause 6.2.2)
-	CCF(AuthF) provides authorization access grant to API invoker backend (step 6, clause 6.2.2)
Editor's note:	The CAPIF-X related procedures are FFS.

* * * Next Change * * * *
[bookmark: _Toc532993748][bookmark: _Toc78314761][bookmark: _Toc147904938][bookmark: _Toc168041406]6.2.4	Solution evaluation
Editor's note:	This clause provides an evaluation of the solution. The evaluation should include the descriptions of the impacts to existing architectures.
This solution addresses KI#3 on RNAA architecture enhancements, specifically proposing the BFF patten as decribed for instance in IETF RFC draft, draft-ietf-oauth-browser-based-apps-17 [5]. That IEFT RFC draft focuses on browser-based applications, i.e., application clients run from within the browser, typically JavaScript based. According to the OAuth 2.0 framework [6], such clients are considered public and are incapable of maintaining the confidentiality of their credentials where is recognized that such clients are susceptible to various attack vectors, such as cross-site scripting (XSS). 
With the BFF pattern, a server-side backend component is introduced to handle OAuth responsibilities and act as a proxy for all (application) client requests. The backend component is expected to behave as a confidential client able to conceal sensitive information from the frontend and therefore potential attackers. 
Solution #1 presents the BFF pattern in the context of the CAPIF, whereby the API invoker is split between a backend and frontend component. The API invoker backend component utilizes the existing capabilities offered through CAPIF-1/1e (e.g., authentication, authorization and service API discovery) and CAPIF-2/2e (e.g., authorization verification and service API invocation), where the difference is that the associated procedures are triggered by the API invoker frontend through the proposed CAPIF-X reference point (e.g., authorization, service API discovery and service API invocation). CAPIF-8 also has a role in the overall solution (i.e., the granting of authorization and user consent), but it is highlighted that those roles are not specific to this solution and are therefore the specification of that reference point is left to other solutions.
* * * End of changes * * * *

