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1. Introduction
This contribute proposes a solution to Key issue 2 on exposure of user sensitive information.
2. Reason for Change
Ensuring appropriate user consent has been obtained is a critical aspect when handling sensitive information relating to or collected from a user, their devices or the applications installed at their devices. On that basis this contribution proposes a solution to enable a client to signal that it has the required user consent to expose user sensitive information that also enables the server to verify that is the case. 
Although the specific security details of this proposed solution are considered outside the scope of the targeted specification, it is suggested that that to fulfil the security related aspects a trusted authorization server could be involved in obtaining the necessary user consent.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-21 V1.0.0.


* * * First change * * * *
[bookmark: _Toc164594101][bookmark: _Toc167795977]2	References
…
…
[OAuth]	IETF 6749: "The OAuth 2.0 Authorization Framework".

* * * Second change * * * *
[bookmark: _Toc164594161][bookmark: _Toc167796042]7.0	Mapping of solutions to key issues
Table 7.0-1: Mapping of solutions to key issues
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* * * Third change * * * *
7.x	Solution #x: <title>Signalling of user consent
Editor's Note:	Provide a suitable title for the solution.
7.x.1	Solution description
Editor's Note:	This clause will describe the solution. Each solution should clearly describe which of the key issues it covers and how.
This solution maps to KI#2 a [and KI# b]. This solution …addresses key issue 2 on exposure of user sensitive information, where it is highlighted that ensuring appropriate user consent has been obtained is a critical aspect when handling sensitive information relating to or collected from a user, their devices or the applications installed at their devices.
As part of solution #5 on support for digital avatars, Table 7.5.3.1-1 provides an example of the attributes that a client (configuration management client / MMEC / VAL server) may expose to a server (configuration management server / MMES). Many, if not all, of those attributes can be considered as being privacy sensitive information, particularly those relating to the application specific avatar profile. For instance, those attributes relating to user identification (e.g., user ID, allowed user list), location (e.g., current location, the list of locations as a sub-attributes of the history information) and predicted user behaviour (e.g., list of predictive models).
The table also includes the security parameters attribute, which is described being for authentication and authorization. The OAuth 2.0 authorization framework [OAuth] is a recognised method for an application client to obtain an access token that it can provide with requests to a server (OAuth resource server) as evidence that the client is authorized to access specific resources offered by the server. For instance, for the “get application specific avatar profile procedure” described in clause 7.5.3.3 of solution #5, an option might be for the client to include an access token as part of the security credentials in the request in step 1 and the server to use that access token as part of the user authentication and authorization procedure of step 2. If the server can successfully verify the access token it will provide a response to the client containing the requested resource, which would be the avatar profile in this instance.
If the OAuth 2.0 Authorization Code Grant [OAuth, clause 4.1] flow is used in obtaining the aforementioned access token, then user consent can be obtained for the client to access the server hosted resource, i.e., the user specific avatar profile. User consent is obtained through interaction between the authorization server and user (OAuth resource owner), where the client can specify the scope of the access request using a specific scope parameter. In turn, the authorization server uses the scope response parameter to inform the client of the scope of the access token issued.
It is proposed in this solution that such a mechanism could be leveraged to not only request the scope of (server resource) access, but also the scope of what the client itself can expose whilst requesting such access. The security aspects of such a mechanism aren’t in the scope of this study, for example whether the OAuth 2.0 authorization framework is the appropriate mechanism. However, what is proposed is that the scope of the security credentials included in clients of a mobile metaverse service could be enhanced to cover, not only resource access, but also user consent attribute exposure by the client. This would enable mobile metaverse service servers to verify that a requesting client had the appropriate user consent for sharing privacy sensitive information. The solution does not therefore prevent a client exposing privacy sensitive data but does provide mechanism for servers to avoid servicing requests for which user consent has not been granted. 
The process is demonstrated in figure 7.x.1-1 in relation to the create application specific avatar profile request procedure of solution #5, clause 7.5.3.1. 
In step 0 (out of scope of this specification) the user consent token is obtained along with its scope, i.e., which attributes the client has permissions to include in subsequent server requests.
In step 1 the create avatar profile request is issued by the client, including the security parameters enhanced to provide user consent for privacy sensitive information exposure by the client as provided by the user consent token.
In step 2 the server authorizes the client’s request, including use of the user consent token in verifying that the necessary user consent has been provided for the attributes included in the request.
In step 3 the server provides a success response if the authorization and verification checks are successful.      
[image: A diagram of a system

Description automatically generated]
Figure 7.x.1-1: Enhancements to figure 7.5.3.1-1 to include user consent verification
7.x.2	Architecture Impacts
Editor's Note:	This clause provides the architecture impacts (if any) of the solution.
The solution is applicable to the architectures specified in the subclauses of clause 6.
7.x.3	Corresponding APIs
Editor's Note:	This clause provides the corresponding APIs for supporting the solution.
The solution is applicable to all procedures in which the client of a mobile metaverse service (e.g., the MMEC of clause 6.1.1 or SEAL CM client of clause 7.5.2) can expose user sensitive information towards a server offering mobile metaverse services (e.g., the MMES of clause 6.1.1 or SEAL CM server of clause 7.5.2 / A-DACM of clause 6.2.2.1).
Specifically in those instances where a client request includes security credentials / parameters (e.g., the Security parameters attribute included in the Create avatar profile request of table 7.5.3.1-1 or Security credentials included in the Request MDRB support of table 7.6.3-1).
7.x.4	Solution evaluation
Editor's Note:	This clause provides an evaluation of the solution addressing KI#x. 
This solution addresses KI#2 through enhancement of mobile metaverse service server functionality with the capability to verify that mobile metaverse service clients have user consent for exposing user sensitive information in the requests they make towards the servers. This is achieved by expanding the scope of the security credentials already mandatorily passed by clients when making such requests, where servers are already expected to have the capability to verify security credentials before exposing resources towards the client. Therefore, this existing server capability would require enhancement to also check for appropriate user consent of the information exposed by the client in requests before accepting the request. This mechanism limits the exposure of user sensitive information.
NOTE:	The security mechanism for providing security credentials / parameters that include obtained user consent for exposure of user sensitive information by a client of the mobile metaverse service are not in scope of the present document.
Editor's Note: Prior to inclusion of this solution in the normative phase, the feasibility of providing a security mechanism to enhance the scope of client provided security credentials to include obtained user consent needs coordination with SA3.

* * * End of changes * * * *
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