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	1st Modifications


[bookmark: _Toc257721786]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 32.101: "Telecommunication management; Principles and high level requirements".
[3]	3GPP TS 32.102: "Telecommunication management; Architecture".
[4]	TR-069 Amendment 2, CPE WAN Management Protocol v1.1, Broadband Forum.
[5]	3GPP TS 32.435: "Performance Measurement, eXtensible Markup Language (XML) file format definition".
[6]	3GPP TS 32.111-2: "Telecommunication management; Fault Management; Alarm Integration Reference Point (IRP): Information Service (IS) ".
[7]	3GPP TS 22.220: " Service requirements for Home Node B (HNB) and Home eNode B (HeNB)".
[8]	3GPP TS 33.320:  “Security of Home Node B (HNB) / Home evolved Node B (HeNB)”.

	Next modifications


[bookmark: _Toc257721795]5.1.3	Fault Management
REQ-OAMP_FM-CON-001 The HeNB shall support Fault Management to enable the operator to monitor and manage the HeNB.
REQ-OAMP_FM-CON-002 The HeNB shall provide alarm related information only on demand by the operator or based on operator configured policy.
REQ-QAMP_FM-CON-003 The HeNB shall be capable of detecting suspected compromises or faults to its functionality and reporting them with an alarm message to a HeMS.
REQ-QAMP_FM-CON-004 Subsequent to sending an alarm message to a HeMS to report suspected compromises or faults to its functionality, the HeNB shall be capable of performing, with a HeMS, procedures that would remediate the HeNB’s functionality. 


	Next modifications



[bookmark: _Toc257721805]6.1.4	Security Management
REQ-OAMP_SM-FUN-001.The HeNB shall have the capability to communicate with the HeMS via TR-069 CWMP, reference [4], through the support of one of the two security mechanisms determined by the Network Operator’s Security Policies:
· utilising SSL/TLS outside the IPsec Tunnel
· within the IPsec Tunnel with the option to utilise SSL/TLS within the IPsec Tunnel for additional end-to-end security
TR-069 CPE devices are currently factory programmed with a Bootstrap HeMS URL only and therefore the HeNB capable CPEs requiring to utilise IPsec for connection to the HeMS either require to be factory programmed with Bootstrap Security Gateway/IPsec Information or this information is supplied outside of the IPsec tunnel before tunnel establishment utilising SSL/TLS.
REQ-OAMP_SM-FUN-002 The HeNB shall provide a capability to prevent tampering with the interactions that take place between the HeNB and the HeMS as well as management functions of a HeNB.
REQ-OAMP_SM-FUN-003 The HeNB shall provide a capability allowing the HeMS to authenticate the  HeNBs.
REQ-OAMP_SM-FUN-004 The HeNB shall be able to authenticate the HeMS prior to responding to interactionstriggered by the HeMS.
REQ-OAMP_SM-FUN-005 The HeNB shall provide a capability supporting confidentiality for interactionstaking place between the HeNB and the HeMS.
REQ-OAMP_SM-FUN-006 The distress/remediation procedure between the HeNB and HeMS shall be preceded by the device security procedures as described in [8].
Editor’s Note:  According to [8], a HeNB which fails device integrity validation as described in [8] cannot proceed to successful authentication and therefore would not be able to with establish a secure communication path to the backhaul. This factor may hamper a HeNB’s ability to perform remediation in case any fault or compromise to the device is detected during the integrity validation procedure. Thus, this factor needs to be studied and resolved at SA3. 


	End of modifications



