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Authentication of IRPManager
1 Introduction

This document consists of extracts from the draft Security IRP Information Service. All the sections relate to Authentication of an IRPManager by an IRPAgent. Once the sections are agreed they will be re-integrated into the full draft IS.

The aim is to make progress on agreeing this topic for the IS even though some other issues continue to be discussed within the group. 
Changes from the previous version from the June 10th audio conference meeting are shown by revision marks.
5 Security Mechanisms
5.1 Security Architecture

[image: image1]
Figure 1 Security Architecture for a secured IRP
1. Either secured or non-secured IRPs are supported, but not both.

2. All communication to or from a securedIRP shall be routed via securityIRP (i.e. no mechanism to bypass securityIRP)

5.2 Security Policy

Management of security is out of scope of Itf-N for Release-6 but certain assumptions are made concerning the security policies defined for the systems that support IRPAgent and IRPManager. The requirements defined for these policies are mandated by this IS, but the IS does not provide operations to control the policies.
The policies shall identify the security requirement for traffic between an IRPManager and IRPAgent e.g. use of encryption and the mechanism to be used.
The IRPManager and IRPAgent can apply security policies independently but communication between them will only be possible when their security policies match., i.e. IRPManager supports and uses the policies that the IRPAgent requires and enforces.
Note that the transport layer can provide Message Integrity, Confidentiality, Detect Replay and Detect miss ordering according to the security policy in force.
5.3 Security Sessions

5.3.1 Security Session Overview
The SecurityIRP provides two types of security session, a mandatory statefull security session and an optional stateless security session.

A statefull security session provides 

· More efficient use of re-useable security session contexts

· Efficiency and faster response because full authentication, definition of security association and contexts is not required for each request

· More efficient use of transport connections

See Annex A for sequence charts of stateless and statefull security sessions.
Note that no requirements for securing notifications have been identified. Therefore notifications may be sent by IRPAgent to IRPManager without the protection of a security session.
5.2.2
Statefull Security Session

This IRP introduces the concept of a Statefull Security Session. An IRPManager requests an IRPAgent to initiate a Security Session with the IRPManager. The Security Session is set up and used by the IRPManager for a series of operations between IRPManager and IRPAgent. The IRPManager is identified with authentication information at the start of the session to enable IRPAgent to confirm this claimed identity i.e. authenticate the IRPManager. 

A Security Session allows an IRPManager to make requests of IRPAgents for the duration of the session. Each operation requested within a Security Session will be checked by Security IRPAgent to confirm that it is within the scope of the privileges defined for that IRPManager on the target system. Only operations permitted by the privileges defined for the IRPManager will be processed by the target IRPAgent. 

IRPManager is able to request that a Security Session be terminated. A  Security Session may have a timer defined that limits the total length of the Security Session. If the timer expires, the Security Session is terminated by the IRPAgent and a the session termination  is logged in the Security Activity Log
A session idle timer may be defined. This timer is reset within a session each time a request is made to the IRPAgent. If the timer expires, the Security Session is terminated by IRPAgent and a the session termination will be logged in the Security ActivityLog.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                    
5.3.3 Stateless Security Session

IRPManager may choose to make requests outside an ongoing security session. If this mode of operation is chosen each request made by IRPManager will carry authentication information and will be authenticated by IRPAgent.

A stateless security session will be created when a request from IRPManager is authenticated and deleted when a response from the target IRP is returned to IRPManager.

5.3.4 Number of Sessions

An IRPManager may have more than one Security Session in operation simultaneously. A maximum number of sessions (both stateless and statefull) may be defined, and if this limit is reached, the IRPManager will not be permitted to initiate another Security Session and the authentication failure reason will be logged in the security Activity Log. 
To facilitate the management of security sessions IRPManager may request IRPAgent for a list of IRPManager’s current security sessions. If there is any discrepancy between the views of IRPAgent and IRPManager, IRPManager may synchronise the views by terminating any sessions that it is no longer requires.

5.4
IRPManager Authentication

When a Security Session is initiated, IRPAgent will authenticate IRPManager.
Editor’s Note: Authentication mechanism and encryption method are to be decided.
Authentication information will include the identity of IRPManager which will be used for authentication, access control, logging, alarms etc and information that will prove the claimed identity of IRPManager
5.4.1 Failure of Authentication

If authentication of an IRPManager fails the SecurityIRPAgent will record this in the security Activity log.
If successive authentications of an IRPManager fail more than a predefined number of times, the Security IRPAgent will issue a security alarm and may refuse to initiate sessions or permit stateless operations for the IRPManager for a defined disable time period.
If the disable time elapses after a failed authentication request and no subsequent authentication requests have been made then the count of failed authentication attempts will be restarted.
6 Information Object Classes 

6.1 Information entities imported and local labels

	Label reference
	Local label

	32.622 [7], information object class, Top
	Top

	32.622 [7], information object class, IRPAgent
	IRPAgent

	32.622 [7], information attribute, systemDN
	systemDN

	32.622 [7], information object class, GenericIRP
	GenericIRP

	32.622 [7], information attribute, iRPId
	iRPId

	32.622 [7], information attribute, iRPVersion
	iRPVersion

	32.312 [8], information object class, ManagedGenericIRP
	ManagedGenericIRP

	32.111-2 [15], information object class, AlarmIRP
	AlarmIRP


6.2
Class diagram

This clause introduces the set of Information Object Classes (IOCs) that encapsulate information within the IRPAgent. The intent is to identify the information required for the SecurityIRP Agent implementation including its operations and notification emission. This clause provides the overview of all support object classes in UML. Subsequent clauses provide a more detailed specification of various aspects of these support object classes.

6.2.1 Attributes and relationships

6.2.1.1 Authentication Class Diagram
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6.2.2 Inheritance
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6.3.1
securityIRP

6.3.1.1
Definition

securityIRP is the representation of the management security capabilities specified by the present document. This IOC inherits from ManagedGenericIRP IOC specified in 3GPP TS 32.312 [7]. It may contain information that applies to IRPManager Authentication.
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	timeLimit
	-
	O
	-
	-

	maxFailedAuthenticationLimit
	-
	O
	-
	-

	maxFailedAuthorisationLimit
	-
	O
	-
	-

	disabledPeriod
	-
	O
	-
	-

	maxNumberOfSecuritySessions
	-
	O
	-
	-

	maxIdleSessionTime
	-
	O
	-
	-


6.3.2 securitySession

6.3.2.1 Definition

SecuritySession is the representation of the trusted connection between IRPManager and IRPAgent, through which IRPManager makes requests to IRPAgent. The IRPManager is identified together with authentication information at the start of the session to enable Security IRPAgent to confirm this claimed identity i.e. authenticate the IRPManager It contains information related to the authentication mechanism and method.

6.3.2.2
Attributes
	Attribute name
	Visibility
	Support Qualifier
	Read Qualifier
	Write Qualifier

	securitySessionId
	+
	M
	M
	M

	iRPManagerId
	-
	M
	-
	M

	authenticationData
	-
	M
	-
	M

	authenticationMethod
	-
	M
	-
	M

	authenticationMechanism
	-
	M
	-
	M

	idleSessionTimer
	-
	O
	-
	-

	securitySessionTimer
	-
	O
	-
	-

	securitySessionType
	-
	O
	-
	M

	agentAuthenticationData
	-
	O
	-
	-


6.4
Information relationship definitions

6.4.1
relation-securityIRP-securitySession (M)

6.4.1.1
Definition

This represents the relationship between securityIRP and securitySession.

6.4.1.2
Role

	Name
	Definition

	theSecurityIRP 
	It represents the securityIRP 

	theSecuritySession
	It represents the securitySession


6.4.1.3
Constraint (O)

	Name
	Definition

	maxNumberOfSecuritySessions
	It may be defined to limit the number of Security Sessions that the SecurityIRP supports.


Information attribute definition

6.5.1
Definition and legal values

	Attribute Name
	Definition
	Legal Values

	agentAuthenticationData
	If present IRPManager authenticates IRPAgent. Authentication data for IRPManager to   authenticate IRPAgent. 
	

	authenticationData
	The authentication information for IRPAgent to authenticate IRPManager, such as password or public key.
	

	authenticationMechanism
	The security mechanism with which to create the Credentials.
	Editor’s Note: Which authentication mechanisms can be used is to be decided.

	authenticationMethod
	The identifier of the authentication method used
	Editor’s Note: Which encryption methods can be used is to be decided.

	disabledPeriod
	A period of time during which IRPAgent refuses requests from IRPManager to initiate sessions, This is initiated after successive authentications of the IRPManager fail more than maxFailedAuthenticationLimit number of times.
	Time interval in minutes, default value 60

	idleSessionTimer
	Length of time that the IRPManager has had no activity within a session. This timer is started when a session is initiated successfully and restarted within an active session each time a request is made to the IRPAgent.
	

	iRPManagerId
	Identity of IRPManager
	The value of this attribute must be unique amongst all IRPManagers 

	maxFailedAuthenticationLimit
	Maximum number of successive authentication failures of an IRPManager before IRPAgent will issue an alarm and refuse to initiate a Security Session for a defined disable period.

If the disable period elapses after a failed authentication attempt (regarless of the number of successive failures) the count of authentication failures will be reset.
	Any integer value greater than 3.
Default 4

	maxFailedAuthorisationLimit
	Number of successive authorisation failures of an IRPManager before IRPAgent will issue an alarm.
	Any integer value greater than 3.
Default 4

	maxIdleSessionTime
	Maximum period of time during a Security Session since the last request made by IRPManager to IRPAgent, after which the Security Session will be terminated, and become permanently inactive. The security session will still be accessible for retrieving log records but no actions may be performed with this sessionId.
	Time interval in minutes, 0 indicates idleSessionTimer not used. Default value 60

	maxNumberOfSecuritySessions
	Maximum number of Security Sessions that SecurityIRP supports simultaneously.
	Any non-negative integer value

0 indicates that the number of sessions is unlimited.

Default 0

	securitySessionId
	The unique identifier of Security Session.
	It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.
It may only be 0 if the security session is stateless.


	securitySessionType
	This attribute if supported allows security sessions to be statefull or stateless. It Indicates the type of security session. If this parameter is not supported only statefull sessions are supported by IRPAgent.
	ENUM statefull, stateless

	securitySessionTimer
	This timer represents how long the Security Session it belongs to has existed. When it reaches the timeLimit (Refer to the definition of timeLimit in 6.5.1), the Security Session is terminated.
	

	timeLimit
	Maximum permitted length of a session
	Time interval in minutes, 0 indicates idleSessionTimer not used. Default value 0


6.5.2
Constraints

	Name
	Definition

	agentAuthentication
	authenticateAgent present and value “supported” then agentAuthenticationData must be present.


7
Interface Definition 

 7.1 Class diagram
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7.3
ManagerAuthenticationOperations

7.3.1
InitiateSecuritySession (M)

7.3.1.1
Definition

IRPManager starts a Security Session. 
If  a statefull security session is inititiated then the security session is available for passing data between  targetIRPManager and targetIRPAgent without further authentication of IRPManager.. 
If initiateSecuritySession has a status of success and a stateless security session is initiated the authentication applies only to one request.
If authentication is successful and InitiateSecuritySession includes securitySessionData then the authorise function will be invoked.
7.3.1.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	securitySessionId
	M
	SecuritySession.securitySessionId
	Identifies the Security Session. It is unique among the current Security Sessions and securitySessionId field of Activity Log Records in the IRPAgent.


	iRPManagerId
	M
	SecuritySession.iRPManagerId
	Identifies IRPManager.

	authenticationData
	M
	SecuritySession.authenticationData
	This contains mechanism-specific evidence to authenticate the IRPManager e.g.. encrypted password.

	authenticationMethod
	M
	SecuritySession.authenticationMethod 
	Editor’s Note: Which authentication mechanisms can be used is to be decided.

	authenticationMechanism
	M
	SecuritySession.authenticationMechanism 
	Editor’s Note: Which encryption methods can be used is to be decided.

	authenticateAgent
	O
	SecuritySession.authenticateAgent 
	IRPManager requests authentication information from IRPAgent.

	securitySessionType
	O
	SecuritySession.securitySessionType
	IRPManager requests stateless/statefull session

	securitySessionData
	O
	string
	Data to be passed as input to xxxIRPAgent 


7.3.1.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	authSpecialData
	O
	SecuritySession.agentAuthenticationData 
	Requested agent authentication information

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


Note: If the IRPManager Id or the authentication information is invalid then the status is failure and no failure reason is specified.
7.3.1.4 Pre-condition
securitySessionNonExistent AND (NOT iRPManagerDisabled OR disableTimerExpired) AND NOTiRPSessionLimitReached AND authenticationMethodSupported AND authenticationMechanismSupported AND securityPolicyAccepted
	Assertion Name
	Definition

	securitySessionNonExistent
	“The  Security Session identified by the securitySessionId  used as input parameter does not exist”

	iRPManagerDisabled
	"The IRPManager identified by the iRPManagerId used as input parameter is disabled which is caused by more than maxFailedAuthenticationLimit authentication failures. Refer to the definition of maxFailedAuthenticationLimit in 6.5.1”

	iRPSessionLimitReached
	“The number of sessions initiated by the IRPManager identified by the iRPManagerId has reached maxNumberOfSecuritySessions”

	authenticationMethodSupported
	“The requested authentication Method is supported by IRPAgent”

	authenticationMechanismSupported
	“The requested authentication Mechanism is supported by IRPAgent”

	diableTimerExpired
	“The disable timer has exceeded disablePeriod”

	securityPolicyAccepted
	“The security connection meets or exceeds the IRPAgents security policy requirements”


7.3.1.5 Post-condition. 
(authenticationSuccessLogged AND securitySessionInitiated AND idleSessionTimerSet AND securitySessionTimerSet AND incrementSessionCount AND resetFailAuthenticationCount AND disableTimerReset) OR (authenticationFailLogged AND incrementSessionFailAuthenticationCount AND disableTimerSet AND (NOT failAuthenticationLimit ) OR (failAuthenticationLimit AND iRPManagerDisable AND alarmAuthenticationFail)))
	Assertion Name
	Definition

	authenticationSuccessLogged
	”AuthenticationSuccess is logged”

	securitySessionInitiated
	“Security Session identified  by the securitySessionId  used as input parameter is initiated in the Active state”

	idleSessionTimerSet
	“Start idle timer on the Security Session. This timer will be reset during the session each time a request is made.”

	securitySessionTimerSet
	“Start Security Session timer on the Security Session. When this timer reaches timeLimit (Refer to the definition of timeLimit in 6.5.1), the Security Sessionwill be terminated.”

	incrementSessionCount
	“Increment the count of security sessions for IRPManager”

	resetFailAuthenticationCount
	“reset the count of authentication failures for this IRPManager”

	authenticationFailLogged
	“authenticationFail is logged”

	incrementSessionFailAuthenticationCount
	“the count of Authentication failures for IPRManager is incremented”

	failAuthenticationLimit
	“The number of Authentication failures has reached maxFailedAuthenticationLimit”

	iRPManagerDisable
	“The IRPManager identified by the iRPManagerId used as input parameter is disabled”

	alarmAuthenticationFail
	” notifyNewAlarm (M) for repeated Authentication Failure is emitted”

	disableTimerSet
	“Start disable timer on the IRPManager. This timer can be reset by action outside the scope of Itf-N.”

	disableTimerReset
	“Stop the disable timer for the IRPManager”


7.3.1.5 Exceptions
	Exception Name
	Definition

	securitySessionExists
	Condition: The  Security Session identified by the securitySessionId  used as input parameter exists

Returned information: output parameter status is set to “Failure”

Exit state: Entry State.

	iRPManagerDisabled
	Condition: The IRPManager identified by the iRPManagerId used as input parameter is disabled which is caused by more than maxFailedAuthenticationLimit times authentication failures. Refer to the definition of maxFailedAuthenticationLimit in 6.5.1
Returned information: output parameter status is set to “Failure”.

Exit state: Entry State.

	iRPSessionLimitReached
	Condition: The number of sessions initiated by the IRPManager identified by  iRPManagerId has reached maxNumberOfSecuritySessions

Returned information: output parameter status is set to “Failure”

Exit state: Entry State.

	connectionInsecure
	Condition: The connection does not meets the IRPAgents security policy requirements
Returned information: output parameter status is set to “Failure”

Exit state: Entry State

	unspecifiedInternalReason
	Condition: Unspecified internal reason

Returned information: output parameter status is set to “Failure”

Exit state: Entry State.


7.3.2 targetIRPOperation (M)

7.3.2.1
Definition

If a statefull security session has been initiated requests for TargetIRPs will be passed to securityIRP within the security session. This operation represents the checks that SecurityIRP makes on the request before the request is passed to authorisation and then if authorisation succeeds to the target IRP.

7.3.2.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	 securitySessionId
	M
	SecuritySession.securitySessionId
	Identifier of Security Session, within which IRPManager requests the operation.

	securitySessionData
	M
	string
	Data to be passed on as input to target IRP.


7.3.2.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM(Success, Failure)
	Success means that theSecurityIRP shall forward the request data to the authorize function. 
Failure means that the securitySessioId is invalid and IRPAgent shall not perform the operation.

An operation may fail because of a specified or unspecified reason.


7.3.2.4  Pre-condition
securitySessionAlreadyExists 
	Assertion Name
	Definition

	securitySessionAlreadyExists
	“The Security Session identified by the session id used as input parameter already exists and is Active”


7.3.2.5 Post-condition
(idleSessionTimerSet AND targetIRPOperationLogged) OR authenticationFailLogged
	Assertion Name
	Definition

	idleSessionTimerSet
	“Start idleSessionTimer on the Security Session.”

	authenticationFailLogged
	“authenticationFail is logged”

	targetIRPOperationLogged
	“target IRP Request is logged”


7.3.2.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	Condition: Security Session(s) identified by the securitySessionId used as input parameter does not exist in the Active state

Returned information: output parameter status is set to “Failure”

Exit state: Entry State.

	unspecifiedInternalReason
	Condition: Unspecified internal reason

Returned information: output parameter status is set to “Failure”

Exit state: Entry State.







	
	
	
	

	
	
	
	


	
	
	
	



	
	
	
	

	
	
	






	

	
	
	
	







	
	

	
	



	
	

	
	



	
	




7.3.3
TerminateSecuritySession (M)

7.3.3.1
Definition

IRPManager requests IRPAgent to end Security Session identified by securitySessionId used as input parameter. All temporary resources related to the Security Session to be terminated will be released. IRPManager shall only terminate the Security Session(s) that it initiates or those it has privilege to terminate. This operation shall only be performed in a Security Session.

This operation will be rejected if there is any request being performed in the Security Session identified by securitySessionId used as input parameter.

7.3.3.2
Input parameters

	Parameter Name
	Qualifier
	Information type
	Comment

	securitySessionId
	M
	SecuritySession.securitySessionId
	This parameter identifies the Security Session. If this parameter contains no information, the current Security Session in which this operation is requested will be terminated.


7.3.3.3
Output parameters

	Parameter Name
	Qualifier
	Matching Information
	Comment

	status
	M
	ENUM (Success, Failure)
	An operation may fail because of a specified or unspecified reason.


7.3.3.4
Pre-condition
securitySessionAlreadyExists AND (iRPManagerOwnsSecuritySession AND securitySessionIsIdle) OR (iRPManagerHasAuthority AND NOT iRPManagerDisabled) AND performedInSecuritySession
	Assertion Name
	Definition

	securitySessionAlreadyExists
	“The Security Session identified by the session id used as input parameter already exists and is Active ”

	IRPManagerOwnsSecuritySession
	“The Security Session(s) identified by securitySessionId used as input parameter was initiated by the IRPManager invoking this operation”

	securitySessionIsIdle
	“there is no request being performed in the Security Session identified by securitySessionId used as input parameter”

	performedInSecuritySession
	“This operation shall only be performed in a Security Session.”

	iRPManagerHasAuthority
	“The IRPManager irequesting the operation has the authority to perform this operation”

	iRPManagerDisabled
	"The IRPManager identified by the iRPManagerId used as input parameter is disabled which is caused by more than maxFailedAuthenticationLimit authentication failures. Refer to the definition of maxFailedAuthenticationLimit in 6.5.1”


7.3.3.5 Post-condition
securitySessionDeleted AND decrementSessionCount AND notifySecuritySessionTerminatedEmitted
	Assertion Name
	Definition

	securitySessionDeleted
	“Security Session status is terminated.”

	decrementSessionCount
	“Decrement the count of security sessions for IRPManager owning Security Session”

	notifySecuritySessionTerminatedEmitted
	notifySecuritySessionTerminated is Emitted


7.3.3.6
Exceptions

	Exception Name
	Definition

	securitySessionNonExistent
	Condition: Security Session identified by the securitySessionId used as input parameter does not exist in the Active state

Returned information: output parameter status is set to 'Failure'.
Exit state: Entry State.

	IRPManagerNotOwnSecuritySession
	Condition: The IRPManager invoking this operation does not own the Security Session(s)  identified by the securitySession used as input parameter
Returned information: output parameter status is set to 'Failure'.
Exit state: Entry State.

	securitySessionNotIdle
	Condition: There is at least one request being performed in the Security Session identified by securitySessionId used as input parameter
Returned information: output parameter status is set to 'Failure'.
Exit state: Entry State.

	performedNotInSecuritySession
	Condition: This operation is not performed in a Security Session.
Returned information: output parameter status is set to 'Failure'.
Exit state: Entry State.

	unspecifiedInternalReason
	Condition: Unspecified internal reason

Returned information: output parameter status is set to 'Failure'.
Exit state: Entry State.


Editor’s Note: If iRPManagerHasAuthority fails all the post conditions to authorisation failure will apply.

7.11
SecurityIRP Alarm Interface (M)
7.11.1 notifyNewAlarm (M) for repeated authentication failure 

7.11.1.1
Definition
The subscribed IRPManager instances are notified that an IRPManager has repeatedly failed to establish a Security Session with reason InvalidIRPManagerIdOrAuthenticationDataORAuthenticationMethodNotSupported OR AuthenticationMechanismNotSupported
This notification is triggered by failure to perform InitiateSecuritySession operation for a number of times equalling maxFailedAuthenticationLimit.
See [15] for security alarm definition.



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	






	
	

	
	


	
	




	
	

	
	


Annex A Example Sequences.
A.1 Statefull Security Session 
The Security Session and Authorization Scenario diagram below shows that 

1. IRPManager initiates a Security Session and is authenticated by IRPAgent
2. For each request within the session

IRPAgent authorises IRPManager

If successful IRPAgent performs the requested operation
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Fig. 1 Statefull Security Session
A.2 Stateless Security Session
For each request 

IRPManager initiates is authenticated by IRPAgent

If successful IRPAgent authorises IRPManager

If successful IRPAgent performs the requested operation
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Fig. 2 Stateless Security Session
A.3 Bulk CM Session

In a statefull security Session
Each Bulk CM operation may be performed in the same security session

A new security Session may be initiated for each Bulk CM operation
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