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1
Decision/action requested

The group is asked to discuss and approve the proposal..
2
References

 [1]
3GPP TR 28.817: "Management and orchestration; Study on access control for management service"
3
Rationale

The use cases, issues and potential requirements for access control on management services were discussed and agreed in the study. This pCR is to propose possible solutions to support access control related capabilities in service based management architecture. 
4
Detailed proposal

	Start of 1st Change


7.x possible solution to support access control on management service

7.x.1 enhance Service Based Management Architecture (SBMA) to support authentication capability (update clause 4 of 28.533)

Authentication service producer provides identity management capabilities. Identity management of MnS consumers and producers includes creating, reading, updating and deleting identities.
Authentication service producer provides credential management capabilities. Credential management of MnS consumers includes creating, reading, updating and deleting credentials.
Authentication service producer provides authentication policy management capabilities. Authentication policy management of MnS consumers and producers includes creating, reading, updating and deleting authentication policies.
Authentication service producer provides capabilities for authentication of MnS consumer. Authentication service producer issues an assertion to the MnS consumer after successfully authenticated the MnS consumer.

Note: Certificate issued by trusted CA is used by MnS consumer to authenticate the authentication service producer.

MnS producer validates the assertion issued by trusted authentication service producer to authenticate a MnS consumer.

Note: Certificate issued by trusted CA is used by MnS consumer to authenticate a MnS producer.
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Figure 7.x.1-1 Authentication capability on service based architecture
7.x.2 enhance Service Based Management Architecture (SBMA) to support authorization administrative/decision capabilities (update clause 4 of 28.533)

Authorization (administrative) service producer provides capabilities to manage permission on a MnS for a MnS consumer or a group of MnS consumers, including create, read, update and delete permission.
Authorization (decision) service producer provides capabilities to grant permissions to a MnS consumer. Authorization service producer sends a token to the MnS consumer based on permissions assigned to the MnS consumer in the specific context.

Note: a token may include a list of permissions with conditions and a digital signature signed by the authorization service producer.
Authorization service producer provides capabilities to validate the token presented by a MnS consumer to a MnS producer.

Note: authorization enforcement is performed by the MnS producer based on permissions in the token included in the service request, or the MnS producer may check the permissions of a MnS consumer via authorization decision service.
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Figure 7.x.2-1 Authorization capability on service based architecture
7.x.3 enhance Service Based Management Architecture (SBMA) to support audit capabilities (update clause 4 of 28.533)

Audit service producer provides capabilities to collect security logs from authentication service producer, authorization service producer and MnS producer. Similar to fault supervision management service, audit service producer could retrieve or receive security log from other components.

Audit service producer provides capabilities to track the access behaviors of a MnS consumer based on security logs collected.
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Figure 7.x.5-1 Audit capability on service based architecture
7.x.4 enhance NRM to support authentication, authorization and audit capability
Add IOCs and relevant attributes in TS 28.622 and 28.623 to support authentication, authorization and audit capability.
	End of Change
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