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1
Decision/action requested

Add conclusions section 6.3.6.4
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3
Rationale

Add gap analysis in section 6.3.6.4 related to network situation analysis
4
Detailed proposal

First Change
6.3.6
KPI anomaly analysis
6.3.6.1
Use case
KPI(s) are of great importance for network operators to monitor the key performance of the network. For 5G and beyond, a large amount of KPIs are defined in TS 28.554 [7]. The correlations between different KPIs are complicated and it is hard to monitor the KPI(s) manually. Also, how to assign each KPI threshold is a big challenge for network operators, since each KPI threshold should not be a fixed value considering many factors such as network capacity, service types, end user’s experiences, etc. In addition, the criteria to determine whether a KPI is anomalous also depends on a variety of requirements.

  
MDAS is expected to have the capability to analyze KPI(s) for both cross domain and single domain. 3GPP Cross Domain MDAS producers may coordinate with domain MDAS producer to identify the anomalous KPI(s) and the corresponding root cause(s).  The KPI anomaly analysis should consider both a single KPI and KPI correlations of different domains. For cross domain KPI anomaly analysis, KPIs or KPI analytical report from each domain should be collected. The MDAS producer should also be able to identify anomalous network situations. A network situation can be characterized as a combination of KPIs with respect to a predefined context that includes time, location, amount of traffic, user characteristics, etc.

MDAS is also expected to have the capability to detect and predict the anomalous KPI(s) and anomalous network situations in different levels e.g. per S-NSSAI, per NSI or per NSSI, etc. The detection and prediction of single KPI anomaly and in relation with multiple correlated KPIs anomaly may be involved. The detection and prediction may also involve a single or multiple KPIs in relation with a network situation. By utilizing  Machine learning technology, historical KPI data and performance data may also be used as the input to perform the ML model training. Besides, along with the KPI or network situation anomaly identification and root cause analysis, MDAS may also recommend more appropriate network configurations to optimize and resolve the KPI anomaly issue and improve the slice QoE.  

The KPI anomaly analysis is also expected to have the capability to analyse the correlations between SLS and KPIs or network situations according to service model and identify the most relevant anomalous KPIs and network situations, which cause the SLS degradation, this corresponding analytics report can be considered as an input to support further SLS assurance.  
6.3.6.2
Potential requirements

REQ-KPI_ANOMALY_CON-1

The MDAS producer should have a capability to provide the analytics report on KPIs anomaly analysis.
REQ- KPI_ANOMALY_CON-2

The analytics report describing the KPIs anomaly should contain the following information describing the KPI anomaly aspects and potentially future prediction:

-
The predictive anomaly KPI(s) or observed anomaly KPI(s), may split into subcounters in different levels, e.g. per S-NSSAI, per NSI, per NSSI, per 5QI, per UE etc;

-
KPI anomaly indication and root cause analysis;

-
Cross domain and domain KPI anomaly analysis;
-
The recommendations for the configurations of network resource and KPI threshold.

REQ- KPI_ANOMALY_CON-3

The MDAS producer should have a capability to provide the analytics report that identifies a possible anomalous KPIs with respect to network situations for a particular network location and network. 
6.3.6.3
Possible solutions
6.3.6.3.1
Solution description

The MDAS producer correlates and analyses the management data described in the following subclause to provide KPI anomaly analysis and identify the root cause. The required data can be from RAN domain or CN domain or both. As the table in 6.3.6.3.4 shows, the analytics report is able to be provided by the MDAS producer to describe the KPI anomaly issue, root causes and recommendations. This procedure may be triggered upon request or periodically. 
6.3.6.3.2
Data required for KPI anomaly analysis for RAN domain

Following table shows the potential data required to analyse the RAN domain KPI anomaly.

	Data Category
	Required Data

	Performance Measurements
	Radio resource utilization: The usage of physical radio resource utilization of the network, see clause 5.1.1.2 of TS 28.552[8];

Performance Measurements for gNB: for example, for RRC connection related KPI anomaly analysis, see clause 5.1, TS 28.552[8], e.g., RRC connection number, RRC connection establishment, RRC connection re-establishment, RRC connection resuming;

RAN UE throughput: A KPI that shows how NG-RAN impacts the service quality provided to an end-user, see clause 6.3.6 of TS 28.554 [7].



	MDT Data
	UE measurements related to RSRP, RSRQ, SINR and UE location information.

	QoE Data
	The details information of QoE data required by this case is FFS.

	Configuration data
	The execution data including the changes or the configuration of the MOIs. 


	Context data
	The information on the conditions applicable to the data considered for analytics, e.g. time of day, season or event in relation to location.




Note: The above parameters may not be the complete list.

6.3.6.3.3
Data required for KPI anomaly analysis for CN domain

Following table shows the potential data required to analyse the CN domain KPI anomaly.

	Data Category
	Required Data

	Performance Measurements
	Performance Measurements for AMF: for example, for number of registered subscribers related KPI anomaly analysis, see clause 5.2.1, TS 28.552[8];

Performance Measurements for SMF: for example, for PDU session management related KPI anomaly analysis, see clause 5.3.1, TS 28.552[8];
Throughput at N3 interface: KPI related to Upstream/Downstream GTP data throughput at N3 interface, see clause 6.3.4 and clause 6.3.5 of TS 28.554 [7];

	QoE Data
	The details information of QoE data required by this case is FFS.


Note: The above parameters may not be the complete list.
6.3.6.3.4
Data required for KPI anomaly analysis for cross domain

For cross domain analysis, the RAN domain and CN domain required data as described in 6.3.6.3.2 and 6.3.6.3.3 may be needed, as well as the potential data described in the following table.

	Data Category
	Required Data

	Performance Measurements
	Throughput for network slice instance: Upstream/Downstream throughput for network and Network Slice Instance, see clause 6.3.2 and clause 6.3.3 of TS 28.554 [7];

NWDAF analytical data: Slice QoE, see clause 6.4 of TS 23.288 [18].

	QoE Data
	The details information of QoE data required by this case is FFS.

	Configuration data
	The execution data including the changes or the configuration of the MOIs. 


	Context data
	The information on the conditions applicable to the data considered for analytics, e.g. time of day, season or event in relation to location.




Note: The above parameters may not be the complete list.
6.3.6.3.5
Analytics report for KPI anomaly analysis

Following table shows the potential information of the domain specific or cross domain analytics report for KPI anomaly analysis based on the required data received as described in 6.3.6.3.2, 6.3.6.3.3 and 6.3.6.3.4.
	Analytics Report of network slice KPI anomaly
	Attribute Name
	
Description

	
	KPI anomaly identifier
	The identifier of the KPI anomaly; 

	
	Anomalous KPI Name
	The name of the KPI(s) which is identified or predicted as anomalous, the KPI name refers to bullet a) in TS28.554 (7);

	
	Managed Objects of anomalous KPI
	The object instances where the KPI is applicable, e.g., SubNetwork Instance, NetworkSlice Instance

	
	Info of KPI anomaly
	Statistics or predictions of the anomalous KPIs, may concern single KPI or multiple correlated KPIs, and may split into subcounters at different levels, e.g. per S-NSSAI, per NSI, per NSSI, per 5QI, per UE etc.

	
	Root cause
	The root cause of the network slice KPI anomaly issues, e.g., unstable handover successful rate, low PRB utilization, low QoS retainability.


6.3.6.3.6
Analytics report for network situation analysis

Following table shows the potential information of the domain specific or cross domain analytics report based on the required data received as described in 6.3.6.3.2, 6.3.6.3.3, and 6.3.6.3.4.
	Analytics Report on network situations 
	Attribute Name
	Description

	
	Network situation identifier
	The identifier of the possible network situations . 

	
	Network situation description
	The network performance, QoE and UE location and context data that describe a network situation . 

	
	Network situations anomaly status 
	The status of a network situation. This may be a simple binary function that indicates a normal or anomalous status. 

	
	Severity level
	Describes the degree of anomaly (low, medium, high).

	
	Location
	Geographical location of anomalous network situations 

	
	Managed Objects of network situation 
	The object instances, e.g., cell, carrier. 

	
	Type of analytics 
	Statistics or predictions of the anomalous situation.


6.3.6.4 
Evaluation
The solution described in clause 6.3.6.3.1 requires the analytics inputs as described in clause 6.3.6.3.2, 6.3.6.3.3 and 6.3.6 wherein:
· Input PM related to RAN utilization, gNB measurements, AMF and SMF are specified in TS 28.552 [8]. 

· Input KPIs related to RAN UE throughput and throughput N3 are specified in TS 28.554 [7].
· Input MDT data are specified in TS 37.320 [12].
· Input related to service experience specified in TS 37.320 [12].
· QoE data is optional.
· Configuration data is available.

· Context data that relates to information on the conditions applicable to the data considered for analytics need to be specified as NRM. 
With these analytics inputs which are already defined or accessible, the analytics output as described in 6.3.6.3.6 can be derived for RAN domain, CN domain and Cross domain respectively.
Therefore, the solution is feasible.
End of Change
