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1
Introduction 

This document describes use cases for the issue of security protection for MPD for DASH and proposes the inclusion of these use cases into the Permanent Document for Release 10 DASH specification.
2
Use cases for MPD security
During a DASH session, MPD conveys important information that is necessary for the smooth operation of the session. If information in MDP or the MDP itself is compromised the user may experience undesired effects such as loss of session, undesired contents delivery etc. Since current DASH specification does not specify secure transportation of MDP, there is a need to address the security protection of MPD to ensure smooth user experience for DASH sessions. 

2.1 Use case 1: Confidentiality of MPD elements and attributes
Use case description
A user is watching a piece of content using DASH. When the MPD is delivered to the user’s client via public networks (e.g. the Internet), perpetrators can get the MPD and learn the servers’ address from MPD then access to servers even before the content segments are ready. This may result heavy burden to servers resulting sluggish response to users. In the worst case, a malicious attacker (it may be a competitor of this service provider) could launch DoS (Denial-of-Service) attack on servers to disrupt the sessions. The user loses the session due to the attack. 
Actors’ issues 
· Service provider: disclose the MPD with intended content segments, and may be subject to denial of service attacks

· Perpetrator: the ability to maliciously utilize the disclosed content of some elements or attributes of the MPD

· Client: faithfulness of processing the given MPD 
Requirements

· The provider of the MPD should be able to indicate if confidentiality of some portions of the MPD is protected, when necessary.

· The client should be able to access the content even when the confidentiality of some elements or attributes of the MPD is protected, provided the client is authorized to have access. 

2.2 Use Case 2: Integrity of MPD elements and attributes
Use case description
A service provider offers VoD/Live TV service to its customers using DASH. An MPD is issued as entry point to the content provided. When the MPD is sent to the customer it is intercepted by a perpetrator. The perpetrator modifies the MPD, replacing URLs for periods of commercial with other URLs or just adding URLs pointing to his own commercials, and sends it to the user. The user unaware of change of MPD watches the replaced or added commercials instead of those from service provider. 
Actors’ issues 
· Service provider: release of the MPD with intended content segments but does not provide integrity protection for MPD

· Perpetrator: able to modify/add some elements or attributes of the MPD.

· Client: faithfulness of processing the given MPD without verifying its integrity 
Requirements

· The client should be able to detect if some elements or attributes of the MPD are tampered, when needed. 

The provider of the MPD should be able to indicate if integrity of some elements or attributes of the MPD needs to be verified, when necessary.
2.3 Use Case 3: Authenticity of MPDs

Use case description
When a user request the MPD a perpetrator mounts a man-in-middle attack and intercepts the MPD. The perpetrator then sends a MPD that serves his/her purposes to the DASH client. The user is forced to consume the contents as intended by the perpetrator. 
Actors’ issues 
· Service provider: release of the MPD with intended content segments

· Perpetrator: able to replace the MPD.

· Client: faithfulness of processing the given MPD. 
Requirements

· The client should be able to check if the MPD is authentic, when needed. 

· The provider of the MPD should be able to indicate if the MPD authenticity needs to be verified, when necessary.
2.4 Use Case 4: Confidentiality and Integrity of MPDs

Use case description
The power user downloads the MPD for video services. He does not like to watch commercials so he edits the MPD to skip the commercial video clips, and jumps to the program links directly. 

Actors’ issues 
· Service provider: release of the MPD with intended content segments

· Power user (attacker): the ability to modify the MPD.

· Client: faithfulness of processing the given MPD. 
Requirements

· The client should be able to detect if the MPD is tampered, when needed. 

· The provider of the MPD should be able to indicate if the MPD integrity needs to be verified, when necessary.

· The provider of the MPD should be able to prevent disclosure of the nature or type (e.g., commercial or non-commercial) of the content segments. 
3
Proposal


From the use cases described above it is clear that if security of MPD information is not protected information in MDP or the MDP itself may be compromised. As a consequence the user may experience undesired effects and may even loose streaming services or DASH sessions. While one may argue that transportation of MPD is out of scope of DASH specification, it is imperative that user experience of DASH services will not be affected by security attacks on MPD. For this objective the issue of MPD security should be considered. Therefore we propose that SA4 to discuss and include MPD security related use cases in the Permanent Document.
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