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[bookmark: _Toc152687565][bookmark: _Toc129708869][bookmark: _Toc182239320]=====  CHANGE =====
[bookmark: _Toc131150926]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
…
[104]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[MovieLabs‑ECP]	Movie labs: "Specification for Enchanced Content Protection", available at: https://movielabs.com/ngvideo/MovieLabs_ECP_v1.4.pdf.
[W3C-EME]		W3C: "Encrypted Media Extensions", available at: https://www.w3.org/TR/encrypted-media-2/
[Akamai-AMDIG]	Akamai: "Welcome to Adaptive Media Delivery", in Adaptive Media Delivery Implementation Guide, available at: https://learn.akamai.com/en-us/webhelp/adaptive-media-delivery/adaptive-media-delivery-implementation-guide/GUID-3F89E64C-415D-452D-9541-BB650CD783B9.html
[C]	ETSI TS 103 799: "Content Protection Information Exchange Format (CPIX)".
[B]	DASH-IF: "Interoperability Points; Part6-v5.0.0: Content protection and security".
[A]	ETSI  TS 104 002: "DASH-IF Forensic A/B Watermarking".
[bookmark: _Toc131151094]=====  CHANGE =====
5.10	Support for distributing DRM protected, encrypted and high-value content
[bookmark: _Toc131151095]5.10.1	Description
Content is increasingly encrypted for distribution for different reasons, e.g. Content Protection, Conditional Access, or integrity of playback. The management of keys for different use cases is a prime concern. Examples include scalable access to keys, secure storage of keys, key availabilities. It is envisioned that an MNO can provide key management and/or key distribution services for content providers. In particular, providing scalable and secure key management within 5GMS for multiple different devices needs further study.
Examples forof secure media specification requirements are, for example, provided bycaptured in the MovieLabs ECP requirementsspecification [MovieLabs‑ECP] and elsewhere by other content providers requirements. In a specific example, a live sports service provider wants to offer a live stream. Examples include where the content needs to be delivered with low latency (typically encoder to glass in 3–10 seconds) in order to be on par with regular TV distribution means, and whether it is made available for replay and seeking in a certain time window. Other services may also be considered.
The service may require different tools and functionalities levels of security:
1.	Conditional access supported by DRM management. As an example, to support key rotation, users need to get a master key for decrypting the secondary level keys.
2.	Key rotation in order to support live streaming. As an example, thesecontent decryption keys are changed periodically but protected by the master key.
3.	Multi-DRM and multi-key management to ensure playback rules, for example to avoid that clients attempting early playback of the content too early and have advantages in betting/wagering, skipping content, etc. In many cases, multiple DRM Systems need to be supported to target different device types. In addition, multi-key can enable distinct keys to support different qualities such as UHD and HD, which is a common industry requirement.
4.	Watermarking. The content is distributed and a unique signature is added at the latest possible time (in the device, at the Edge). An example of such approach can be found in [Akamai-AMDIG]here https://learn.akamai.com/en-us/webhelp/adaptive-media-delivery/adaptive-media-delivery-implementation-guide/GUID-3F89E64C-415D-452D-9541-BB650CD783B9.html.].	Comment by Rufael Mekuria: Is watermarking in the end covered ?	Comment by Thomas Stockhammer: No, but this is present from an earlier CR.	Comment by Thomas Stockhammer: 	Comment by Rufael Mekuria: 
5.	Content encryption. This makes sure content cannot be used by users that are not in possession of the required decryption key. The encryption is usually applied on the content atat the point of packaging or encoding.
6.	A secure implementation. (use of The client implements a Trusted Execution Environment (TEE), such as Secure Media Path)..
In addition, DASH-IF has defined workflows for managing protected content as follows:
-	Content Protection Information Exchange Format (CPIX) as specified in ETSI TS 103 799 [C].
-	DASH-IF Interoperability Points; Part6-v5.0.0: Content protection and security [B].
-	DASH-IF Forensic A/B Watermarking as specified in ETSI TS 104 002 [A].
Integration of Content Protection interfaces in the provisioning, for example using CPIX back-end interfaces, is of high relevance for the industry and should accordingly be studied. The impacts of these on the media plane (reference points M2 and M4) as well as on the media session handling APIs (reference points M3, M5) should also be studied.
In addition, W3C has developed the Encrypted Media Extensions API [W3C-EME], enabling browser platforms to support secure encrypted media playback using different DRM solutions.
[bookmark: _Toc131151096]5.10.2	Collaboration scenarios	Comment by Rufael Mekuria: This is a bit strange I don’t see a need for CPIX in these cases, the case for content preparation/re-encryption would require support for CPIX
It is assumed that the content provider provides DRM protections for the content. However, beyond this different collaboration models between the content provider and 5G System operator/MNO exist.
As examples, the MNO provides infrastructure to the content service provider in order to support security related functions.
-	The service provider may want to provide scalable access to the content and in particular the key distribution. Hence it uses 5G Media streaming servers to support secure key distribution.	Comment by Rufael Mekuria: Not sure this is covered and If 5GMS has this capability
-	The streaming service provider wants to rule playback, for example to avoid that the situation whereby users can see the streamed content too early while at the same time, the streaming service provider does not want to delay the distribution artificially either and want to give the clients the ability to download the main content (without buffer underruns).	Comment by Rufael Mekuria: I think this is more generic, just they want control of the scheduling and latency, in some cases delay is actually desireable (tape delay), consider rephrasing this
-	The service provider asks for fairness in the client, but the client cannot be trusted to act fairly. Hacked clients are possible. Clients may have DRM systems that the service providers will use.	Comment by Rufael Mekuria: How is this a collaboration scenario	Comment by Thomas Stockhammer: This is all existing and old text	Comment by Thomas Stockhammer: 	Comment by Rufael Mekuria: Maybe remove !?
-	The service provider asks for a watermarking solution from the MNO.
-	The service provider wants the 5GMS System to re-encrypt content as part of Content Preparation feature.
Encryption (as already defined in TS 26.511 [96]) and secure keys may be used for other purposes, for example for conditional access or DRM systems. In some cases, keys are also provided in hierarchically, depending on business rules, security levels and deployment scenarios.
In an extension of the above use case, the content is distributed via multiple operators’ network. In this case, the encryption may be done by the service provider and the service provider provides the keys to the MNO. In another case, the service is offered by the MNO and the MNO does encryption and key management. In another context, DRM-protected encrypted content may also be distributed when using 5G Media Streaming over MBMS or MBS as documented in clauses 4.6 and 4.9 respectively in TS 26.501 [15].	Comment by Rufael Mekuria: This is good maybe consider moving this to the bulleted list this clause was about the collaboration scenarios	Comment by Thomas Stockhammer: You need to understand the history of this. There is original text in 26.804. The changemarks have been lost in accepting once everything and need to be brought back	Comment by Thomas Stockhammer: 
[bookmark: _Toc131151097]5.10.3	Deployment architectures
The core components of a DRM workflow are provided in figure 5.10.3-1 based on Part 6 of the DASH-IF IOP Part6 v5.0.0 Interoperability Points specification [B]. Similar workflows apply also for other streaming technologies, but DASH is used inin the below analysis for illustrative purposes.
[image: A diagram of a software system

Description automatically generated]
Figure 5.10.3-1: Core elements in content protection according to DASH-IF IOP Part 6 v5.0.0  [B]
The definition of the functions is as follows:
-	Authorization Server: provides authorization tokens that may be required for requesting a license from a license server. 
-	DASH client: a function using the Media platform and the DRM system to playback encrypted content.
-	DASH Presentation: A server hosting DASH resources, i.e. MPDs and Segments primarily, and includes information on the used DRM System.
-	License Server: A license server provides licenses that are data structures in a DRM system specific format that contains one or more content keys and associates them with a policy that governs the usage of the content keys (e.g. expiration time). 
-	Media Platform: enables playback of encrypted content while protecting the decrypted samples and content keys against potential attacks
-	DRM System: an implementation of content keys management cooperating with the device’s media platform to enable playback of encrypted content while protecting the decrypted samples and content keys against potential attacks, consisting of two main components: a license server and a DRM client.
-	DRM Client: processes licenses and enforcing the associated policies. Either the DRM client handles the decryption of samples, or the DRM client interacts with the hardware elements that address the decryption.
A DRM system cooperates with the device’s media platform to enable playback of encrypted content while protecting the decrypted samples and content keys against potential attacks. The same encrypted DASH presentation can be decrypted by different DRM systems if a DASH client is provided the DRM system configuration for each DRM system, either in the MPD or at runtime. A content key is a key used by a DRM system to make content available for playback. A content key and its identifier can beare shared between all DRM systems, whereas the mechanisms used for key acquisition and content protection are largely DRM system specific. DASH adaptation sets are often protected by different content keys. The encapsulated content keys are typically encrypted and only readable by the DRM system.
In even more details, aA more detailed DRM workflow is provided in figure 5.10.3-2 based on the Content Protection Information Exchange Format (CPIX) as specified in ETSI TS 103 799 [C] on Content Protection Information Exchange Format (CPIX).]. It complements Part 6 of the DASH-IF Interoperability Points specification-IOP-Part5-v5.0.0 [B] by putting more emphasis on the back-end aspects. The following additional functions are defined:
-	Content Provider: A publisher who provides the rights and rules for delivering protected media, also possibly source media (mezzanine format, for transcoding), asset identifiers, key identifiers (KID), content key values, encoding instructions, and content description metadata.
-	Encoder: A function that encodes media in a specified set of formats with different bitrates and resolutions etc., possibly determined by the publisher.
-	Packager/Encryptor: A function that who encrypts and packages media, inserting DRM Signaling and metadata into the media files.
-	Manifest Creator: A function that generates the media manifests which group the various media files into a coherent presentation. These manifest files may contain DRM signaling information.
-	DRM Client: It gets information from different sources: media manifest files, media files, and DRM licenses.
An example architecture is provided in figure 5.10.3-2.
[image: A diagram of a system

Description automatically generated]
Figure 5.10.3-2: Example backend architecture and workflow for encrypted live content
based on ETSI TS 103 799 [C]
In this case, content is continuously received, transcoded in the desired format and encrypted if any type of protectionentitlement is required. One or multipleseveral content keys can be used regardless ifof whether key rotation is used or not. Keys are generated by the encryption engine or the DRM system and are available to all DRM systems and the encryption engines to support multi-DRM with a shared keyat the right moment depending on how these keys are used The MPD Generator requests to the DRM systems their specific signalling, if any, to be added in the MPD. Encrypted segments and the media manifest can beare uploaded on a CDN making it available to users.
Figure 5.10.3-3 illustrates the usage of the encrypted content in a realistic workflow comprising multiple cooperating components. In ETSI TS 103 799 [C], a standardised data format for content protection information exchange is defined, collected in a document that can beis signed.
[image: A black background with a black square

Description automatically generated with medium confidence]
Figure 5.10.3-3: Incremental update and extension of the document based on ETSI TS 103 799 [C]
Also, in ETSI TS 103 799 [C] a workflow for use with CPIX is presented for which multiple producers are included. This workflow is shown in figure 5.10.3-4.
[image: A diagram of a system
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Figure 5.10.3-4: Multiple producer example steps based on ETSI TS 103 799 [C]
[bookmark: _Toc131151098]A typical example workflow of encrypted content is shown in figure 5.10.3-5.


Figure 5.10.3-5 Typical workflow for generating, distributing and playing back encrypted content 
The following call flow is provided:
Initialization:
1.	The Encryptor/Packager (ENP), License Server (LS), and Authorization Server (AUS) exchange public keys.
Content Protection Information construction:
2.	The Packager constructs content protection information.
3.	The Encryptor retrieves encrypts keys and adds them to the content protection information.	Comment by Rufael Mekuria: In my experience the encryptor can get the keys from the License server, it needs to get them first	Comment by Thomas Stockhammer: Please suggest changes
Content Protection Information distribution:
4a.	The Encryptor/Packager sends the content protection information to the License Server	Comment by Rufael Mekuria: My understanding is this would go via the license server that may use an authorization server behind it	Comment by Thomas Stockhammer: Please suggest changes	Comment by Rufael Mekuria: Ok I added the split step	Comment by Richard Bradbury (2024-11-18): Additional step needs adding to sequence diagram above.
4b. The License Server sends the content protection information to the Authorization Server.
5.	The Authorization Server decrypts the keys and adds data to the content protection information.
6.	The Authorization Server sends the updated content protection information to the License Server.	Comment by Rufael Mekuria: This confirms my previous comment the license server is missing in the first step	Comment by Thomas Stockhammer: Please suggest changes	Comment by Thomas Stockhammer: 	Comment by Rufael Mekuria: Addressed with the split of step 4
7. 	The License Server decrypts the keys and adds data to the content protection information.
8.	The License Server sends the updated content protection information to the Encryptor/Packager and the Manifest Creator.
Presentation manifest and segment generation:
9.	The Manifest Creator generates the presentation manifest (e.g. DASH MPD) and adds the content protection information.
10.	The Manifest Creator uploads the presentation manifest to the Content Hosting.
11.	The Encryptor/Packager generates encrypted segments and adds the content protection information.
12.	The Manifest Creator uploads the encrypted segments to the Content Hosting.
Client requests and authorisation:
13.	The DASH Client requests the presentation manifest from the Content Hosting.
14.	The DASH Client requests authorisation tokens from the Authorization Server.
15.	The DASH Client requests a license from the License Server, possibly using the authorisation tokens.
16.	The DASH Client provides the license to the DRM Client.
Content delivery and decryption:
17.	The DASH Client requests encrypted segments from the Content Hosting.
18.	The DASH Client provides the encrypted segments to the Media Platform.
19.	The Media Platform provides the encrypted samples to the DRM Client.
20.	The DRM System decrypts the samples using the license and content keys.
21.	The DRM System provides the decrypted samples to the Media Platform.
5.10.4	Mapping to downlinkmsdownlink media streaming and high-level call flows
Based on the generalised Media Delivery architecture from TS 26.501 [15], as reproduced in figure 5.15.1-1 below, different mapping options of the components of the above DRM architecture to the downlinkdownlink media streaming architecture are provided in table 5.10.4-1.


NOTE	SinceNOTE:	Since this Key IssueIssue deals only with downlink media streaming, figure 4.2.1-2 from TS 26.501 may be applicable as well, with "5GMSd" instead of "Media" throughout.
Figure 5.10.4-1 Media Delivery architecture as defined in figure 4.1.2.2-1 of TS 26.501 [15]
Table 5.10.4-1 provides different deployment options on how the DRM network functions are mapped to the downlink media streaming functions.
Table 5.10.4-1 Possible deployment options to map DRM network functions
to downlinkdownlink media streaming functions
	DRM Function
	5GMSd Application Provider
	5GMSd AS
	5GMSd AF
	Media Player
	Media Session Handler

	Authorization Server
	1, 3, 4
	2
	5, 6
	
	

	License Server
	1, 3, 4
	2
	5, 6
	
	

	Encoder
	1, 4, 6
	2, 3, 5
	
	
	

	Encryptor/packager
	1, 4, 6
	2, 3, 5
	
	
	

	Manifest Creator
	1, 6
	2, 3, 4, 5
	
	
	

	Content Hosting
	
	1, 2, 3, 5, 6
	
	
	

	DRM Client
	
	
	
	1, 2, 3, 4, 5, 6
	

	DASH Client
	
	
	
	1, 2, 3, 4, 5, 6
	

	Media Platform
	
	
	
	1, 2, 3, 4, 5, 6
	



The following different deployment options are discussed:
Option 1:	The 5GMSd Application Provider runs all DRM and packaging related functions, and the 5GMSd AS only caches the DASH Presentation as a CDN. For DRM acquisition, the UE contacts the 5GMSd Application Provider.
NOTE:	This option corresponds to downlink media streaming in Release 18 in which DRM is external to the 5GMSd AS. Other options address the internalization of certain DRM-related functions.
Option 2:	The 5GMSd System runs a DRM and packaging service, including a License Server, on the 5GMSd AS. Content is ingested by the 5GMSd AS and all functions of licence hosting, content encoding, content encryption and so on run in the 5GMSd AS.
Option 3:	The 5GMSd System runs a content encoding and packaging service, but the License Server is external in the 5GMSd Application Provider. The 5GMSd AS needs to communicate with the License Server for content encoding and packaging.	Comment by Rufael Mekuria: 	Comment by Rufael Mekuria: The main option for consideration
Option 4:	The 5GMSd System generates the presentation manifest, but content encoding, content packaging and content encryption are external in the 5GMSd Application Provider. The 5GMSd AS needs to acquire relevant information for presentation manifest generation.
Option 5:	This is similar to Option 2 but, being quite specific in operation, the License Server is handed to the 5GMSd AF to sit alongside the Authorization Server. The main communication is between 5GMSd AS and 5GMSd AF at reference point M3d.
Option 6:	This is similar to option 5, but only the License Server is offered by the 5GMSd System, hosted in the 5GMSd AF. Similar to option 4, content encoding, content packaging and content encryption are external in the Media Application Provider. The main communication is between the 5GMSd Provider and the 5GMsd AF at reference point M1d for the exchange of Content Protection Information.
Based on current deployments, licence acquisition is a user plane communication and no APIs in the media access client exist to delegate the licence acquisition to a third-party function, such as the Media Access Function (e.g. Media Player). Hence, option 5 and 6 are not further discussed.
Now, for the different options 1-4, table 5.10.4-2 maps the steps in figure 5.10.3-5 to components and/or interfaces defined in the media delivery architecture as shown in figure 5.10.4-1.
[bookmark: _Hlk174444271]Table 5.10.4-2: Mapping of steps in figure 5.10.3-5 to components and/or interfaces defined in the media delivery architecture as shown in Figure 5.10.4-1
	Steps
	Option 1
(External DRM and packaging)
	Option 2
(Internal DRM and packaging)
	Option 3
(Internal packaging, external DRM)
	Option 4
(only manifest internal)

	1
	5GMSd AP
	5GMSd AS
	M2d (CPI)
	5GMSd AP

	2
	5GMSd AP
	5GMSd AS
	5GMSd AP
	5GMSd AP

	3
	5GMSd AP
	5GMSd AS
	5GMSd AP
	5GMSd AP

	4
	5GMSd AP
	5GMSd AS
	5GMSd AP
	5GMSd AP

	5
	5GMSd AP
	5GMSd AS
	5GMSd AP
	5GMSd AP

	6
	5GMSd AP
	5GMSd AS
	5GMSd AP
	5GMSd AP

	7
	5GMSd AP
	5GMSd AS
	5GMSd AP
	5GMSd AP

	8
	5GMSd AP
	5GMSd AS
	M2d (CPI)
	M2d (CPI)

	9
	5GMSd AP
	5GMSd AS
	5GMSd AS
	5GMSd AS

	10
	M2 (Ingest)
	5GMSd AS
	5GMSd AS
	5GMSd AS

	11
	5GMSd AP
	5GMSd AS
	5GMSd AS
	5GMSd AP

	12
	M2 (Ingest)
	5GMSd AS
	5GMSd AS
	M2d (ingest)

	13
	M4d
	M4d
	M4d
	M4d

	14
	M8d
	M4d
	M8d
	M8d

	15
	M8d
	M4d
	M8d
	M8d

	16
	Media Player
	Media Player
	Media Player
	Media Player

	17
	M4d
	M4d
	M4d
	M4d

	18
	Media Player
	Media Player
	Media Player
	Media Player

	19
	Media Player
	Media Player
	Media Player
	Media Player

	20
	Media Player
	Media Player
	Media Player
	Media Player

	21
	Media Player
	Media Player
	Media Player
	Media Player



Of the options documented in table 5.10.4-2, Option 1 is most prominent because it is the default option for downlink media streaming in Release 18. Of the remaining options:
-	In particular Option 3 is expected to be of interest for 5G Media Streaming deployments, because it addresses the scenario for which a specific encoding or transcoding for 5G Media Streaming is carried out by the Application Server.
-	Option 4 is a subset of Option 3, and hence not discussed explicitly.
-	We also exclude option 2 for now, as DRM servers are generally handled outside MNO networks. 
Note that option 1 corresponds to 5G Media Streaming in Rel-18.
Other options would be required whenever the Media AS runs Content Preparation.
Editor’s Note: Discuss if any of the options 2-6 are preferably supported, or not supported. For the options that need support, identify gaps and candidate solutions.
Editor’s Note: NOTE:	The mapping to 5GMS via MBS/MBMS is for further study
[bookmark: _Toc131151099]5.10.5	Potential open issues
Based on the analysis in Table table 5.10.4-2, for different deployment options, functional updates are necessary forto the Media 5GMSd AS and Media PlayerAccess Functions would be needed, and additional information may be exchanged through interfacesreference points M2d, M4d and M8d. Based on the discussion in clause 5.10.4, Option 3 is considered in more detail, and the following open issues are identified:
1.	Support for public key exchange between the Encryptor/Packager (ENP) on the 5GMSd AS, as well as the external License Server (LS), and Authorization Server (AUS) via reference point M2d.
2.	Support for the delivery of updated content protection information (for example new key information) from an external entity to the Encryptor/Packager and the Manifest Creator deployed in the 5GMSd AS via reference point M2d.	Comment by Richard Bradbury: What is updated?	Comment by Thomas Stockhammer (2024/10/30): Added in brackets
3.	The delivery of modified content protection information in the presentation manifest and the content via reference point M4d.
4.	Explicit support for encrypted sample entries 'encv' etc, in 3GPP TS 26.511 [96] to support encrypted media formats.
An additional question arises whether encryption needs to be part of the content preparation template and configuration via in the 5GMSd AS via reference point M3d is needed. This aspect is not included in the call flow, but should be considered as a potential open issue.
Editor’s Note: Identify the issues that need to be solved.
[bookmark: _Toc131151100]5.10.6	Candidate solutions	Comment by Rufael Mekuria: Is there still an intention to do anything about the license server? It is mentioned in the text that 5GMS can support this function but I don’t see it in the candidate solution or proposed text, better to clarify in the report that integrating the license server in 5GMS is not in scope !?
In order to address the open issues documented in clause 5.10.5, the following aspects address a solution to the topics:
-	Editor’s Note: Provide candidate solutions (including call flows) for each of the identified issues.
Support for Content Protection Information Exchange Format (CPIX) as specified in ETSI TS 103 799 [C] at reference point M2d addresses open issues 1 and 2 identified in clause 5.10.5.
-	Support for the DASH-IF Interoperability Points; Part 6 [B] at reference point M4d addresses open issue 3 identified in clause 5.10.5 for both DASH and HLS.
-	Support for decryption and (re-)encryption tasks in the content preparation template tasks in the 5GMSd AS, specified using a Content Preparation Template provisioned in the 5GMSd AF via M1d and configuration in the 5GMSd AS via reference point M3d.
[bookmark: _Toc131151177]=====  CHANGE =====
6.10	Support for distributing encrypted and high-value content
No conclusion has yet been reached for this Key Issue.
Initial Based on the considerations are provided in clause 5.10, i. Itit is recommended to study it further at an appropriate time:.:
-	Support the Content Protection Information Exchange Format (CPIX) as specified in ETSI TS 103 799 [C] at reference point M2d by specifying the necessary stage-2 and stage-3 extensions in TS 26.501 [15] and TS 26.512 [16] respectively.
-	Support the DASH-IF Interoperability Points specified in [B] at reference point M4d for both DASH and HLS by specifying the necessary stage-2 and stage-3 extensions in TS 26.501 [15] and TS 26.512 [16], respectively.
	Comment by Richard Bradbury: This is not a gap.
-	Specification of a Content Preparation Template format in TS 26.512 [16] or TS 26.510 [26510] that can configure content decryption and (re-) encryption content preparation tasks in the 5GMS AS.
NOTE:	Maintaining functional symmetry with uplink media streaming (where applicable) is important.
In particular, stage 2 extensions are needed to address the open issues:
-	Functional updates to the definition of the 5GMS AS to support:
-	Ingest, delivery, contribution and egest of encrypted content
-	Content preparation tasks for:
-	Decrypting content ingested at reference point M2d or contributed at reference point M4u.
-	(Re-)encrypting content prior to distribution at reference point M4d or egest at reference point M2u.
-	Updates to the definitions of reference points to support:
-	Carriage of Content Protection information at reference point M2d and M4u.
-	Delivery of Content Protection information in presentation manifests at reference point M4d and M2u.
[bookmark: _Hlk182495141] 	
Stage 3 aspects are provided above.
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