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*** Start of First  MODIFICATION ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN
3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC
3rd Generation Mobile Switching Centre

3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AGW
Access Gateway

AN
Access Network

AP
Access Provider

AS
Application Server

BBIFF
Bearer Binding Intercept and Forwarding Function
BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Serving Function

B-TID
Bootstrapping Transaction Identifier

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function

CSG
Closed Subscriber Group
CSR
Cell Site Report
CSP
Communications Service Provider

CUPS
Control and User Plane Separation of EPC nodes

DF
Delivery Function

DSMIP
Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GBA
Generic Bootstrapping Architecture

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent

HeMS
HeNB Management System

HeNB
Home enhanced NodeB

HeNB GW
HeNB Gateway

H(e)NB
Home and Home enhanced NodeB

HI
Handover Interface

HLR
Home Location Register

HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

IBCF
Interconnecting Border Control Function

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IM-MGW
IMS Media Gateway

IMEI
International Mobile station Equipment Identity

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

IMS
IP Multimedia Core Network Subsystem

IMS-AGW
IMS Access Gateway

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IP-SM-GW
IP-Short-Message-Gateway

IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LALS
Lawful Access Location Services

LAN
Local Area Network

LBO
Local Breakout

LCS
Location Services

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LIPA
Local IP Access

LMISF
LI Mirror IMS State Function

LTE
Long Term Evolution

MBMS
Multimedia Broadcast/Multicast Service

MC ID
Mission Critical User Identity

MCPTT
Mission Critical Push-To-Talk

MCPTT ID 
Mission Critical Push to Talk Identity

MF
Mediation Function

MGCF
Media Gateway Control Function

MGW
Media Gateway

ME
Mobile Entity

MIP
Mobile IP

MM
Multimedia Message

MMBox
Multimedia Message Box

MME
Mobility Management Entity

MN
Mobile Node

MRF
Media Resource Function

MSISDN
Mobile Subscriber ISDN Number

NAF
Network Application Function

NAI
Network Access Identifier

NO
Network Operator

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

PTC
Push to Talk over Cellular

RA
Routing Area

RAI
Routing Area Identity

S8HR
S8 Home Routing
SAI
Service Area Identity

S-CSCF
Serving CSCF

SeGW
Security Gateway

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway

SR-VCC
Single Radio Voice Call Continuity

SX3LIF
Split X3 LI Interworking Function

TEL URI
"tel" URI, as defined in RFC 3966 [ 36]

TLS
Transport Layer Security

TrGW
Transit Gateway

TRF
Transit Routing Function

TWAN
Trusted WLAN Access Network

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

VoLTE
Voice over LTE

WLAN
Wireless LAN

WAF
WebRTC Authorisation Function

WebRTC
Web Real Time Communications

WIC
WebRTC IMS Client

WWSF
WebRTC Web Server Function

4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The intercept configurations for IMS conferencing is shown in figure 1f. The CC intercept configuration for IMS-based VoIP is shown in figure 1g. Intercept configurations for LALS are shown in figure 1h. The intercept configuration for Non-Local ID at IBCF and MGCF is shown in figure 1i. The intercept configuration for S8HR VoLTE in the visited PLMN is shown in figure 1j. The intercept configuration for Push to Talk over Cellular (PTC) is shown in figure 1k and 1l. Within the present document PTC encompasses PoC as a service and Mission Critical Push-To-Talk (MCPTT) services. The CSP Cell Supplemental Information configuration is shown in figure 1m. The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12. 
NOTE 0:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.

PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question.

When location information of the target is delivered by an ICE, the MF may need to add the civic address associated with the access network point as known by the CSP. The method used to obtain the civic address will depend on the CSP implementation. (e.g. by accessing a remote database). National regulations define whether the civic address needs to be provided.

NOTE 1:
For instance in MBMS a BM-SC and especially content providing server might be operated by different commercial entity than UMTS network.

The LALS provides LCS information of the target on-demand, independently of the target's activity/events. Additionally, LALS may be triggered by any IRI event detected by an ICE to provide LCS location information of the target correlated to the triggering event.

When IA is provisioned LCS may provide enhanced geographic capabilities
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Figure 1a: Circuit switched intercept configuration
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Figure 1b: Packet Switched Intercept configuration
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Figure 1c: HLR Intercept configuration
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Figure 1d: IMS-CSCF Intercept configuration
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Figure 1e: WLAN Interworking Intercept configuration
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Figure 1f: IMS Conferencing Intercept configuration
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Figure 1g: VoIP CC Intercept Configuration


[image: image8.emf]L

E

M

F

Mediation

Function

Mediation

Function

Mediation 

Function

Mediation 

Function

ADMF

HI1

HI2

LI-LCS

Client

Delivery 

Function 2

X1_2

X1_1

LALS Triggering 

Function (LTF)

X2

LALS_T


Figure 1h: LALS configuration
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Figure 1i: Interception at IBCF and MGCF (only for Non-Local Target ID)
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Figure 1j: S8HR VoLTE Intercept Configuration in the VPLMN
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Figure 1k: PTC Interception configuration
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Figure 1l: PTC Interception configuration (Shared servers)
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Figure 1m: CSP Cell Supplemental Information Database configuration

The LALS Triggering Function depicted in Figure 1h may be implemented as a part of either an ICE or a DF2.

See clause 20 for the definitions of LMISF and BBIFF. These functions are specifically defined for LI in reference to the interception voice services in the VPLMN when S8HR approach is used as the VoLTE roaming architecture.

The reference configuration is only a logical representation of the entities involved in lawful interception and does not mandate separate physical entities.

Regional Mediation Functions, which may be transparent or part of the administration and delivery functions, are used to convert information on the HI1, HI2 and HI3 interfaces in the format described in various national or regional specifications. For example, if ETSI ES 201 671 [3] or ANSI J-STD-025 [8] is used, then the adaptation to HI1, HI2 and HI3 will be as defined in those specifications.

There is one Administration Function (ADMF) in the network. Together with the delivery functions it is used to hide from the 3G ICEs that there might be multiple activations by different Law Enforcement Agencies (LEAs) on the same target. The administration function may be partitioned to ensure separation of the provisioning data from different agencies.

See the remaining clauses of this document for definitions of the X1_1, X1_2, X1_3, X2, X3, LALS_T, Xia and Xib interfaces. These interfaces are specifically defined for LI and are not related to other interfaces/reference points having the same name specified in other 3GPP specifications (such as e.g. X2 interface specified in the e-UTRAN architecture). 

Interception at the Gateways is a national option. However, if 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of IRI and the content of communications.

In figure 1a DF3 is responsible for two primary functions:

-
Call Control (Signalling) for the Content of Communication (CC); and

-
Bearer Transport for the CC.

HI3 is the interface towards the LEMF. It must be able to handle the signalling and the bearer transport for CC.

In figures 1a, 1b, 1e, 1f, 1g, 1h, 1i and 1j, the HI2 and HI3-interfaces represent the interfaces between the LEA and two delivery functions. The delivery functions are used:

-
to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2 (based on IAs, if defined);

-
to distribute the Content of Communication (CC) to the relevant LEA(s) via HI3 (based on IAs, if defined).

In figures 1c, 1d and 1h the HI2 interface represents the interface between the LEA and the delivery function. The delivery function is used to distribute the Intercept Related Information (IRI) to the relevant LEA(s) via HI2.

Figure 1g shows the CC interception configuration for VoIP. The trigger for the CC interception is provided by a SIP signalling node and identified within the figures as CC Interception Triggering Function.

Figure 1m shows the CSP Cell Supplemental Information configuration that has an optional interface (shown as LI_CELL_INFO) connecting the DF2 and the CSP maintained record(s). This interface is implementation specific to the operator. This is used to obtain cell supplemental information held by the CSP and provide it to the LEA.  In particular it delivers geo-location or civic location of the cell site to the LEA.  More detail is contained in clause X. 
NOTE 2:
With reference to figure 1c, CC interception does not apply to HLR.

NOTE 3:
For IMS, figure 1d relates to the provision of IRI for SIP messages handled by the CSCF. Interception of CC for this case can be done at the GSN under a separate activation and invocation, according to the architecture in Figure 1b (see also clause 7.A.1). For CC interception of VoIP, see figure 1g.

NOTE 4:
If an operator is required to support "HI1 notification over HI2" TS 33.108 [11], the X1_2 interface carries the information coming from the ADMF to the DF2/MF that will be conveyed to the LEMF.

*** End of First MODIFICATION ***

*** Start of Second MODIFICATION ***
X 
Cell Supplemental Information Reporting

X.1
General 

The LEAs, when location reporting is authorized, have a need to identify the geo-location or civic location of a cell site when only a Cell Identity is provided in IRI.  When this Cell Identity is provided in the IRI for location, the CSP has an obligation to provide the specific Cell site information servicing the target. A Cell Site Reporting capability is an option for an operator to provide this supplemental cell site location information in automated fashion to the LEAs.  Other means may be possible, e.g., the capability to send the all or selected sets of Cell Supplemental Information records directly to the LEMF on a one-way update at a time chosen by the operator, but are not specified here.  The DF will be tasked to deliver a Cell Site Report (CSR) that is inclusive of the cell site information retained in a CSP Cell Database. It is assumed that the source of information for this comes from CSP network engineering and network planning facilities.

When a Cell Identity is encountered in the IRI being reported to the LEA, the CSP may consult internal network records and assemble the geo-location or civic location information, and add this supplemental cell information to the IRI being reported to the LEA, if the IRI event has been sent to the LEMF the DF will generate a CSR.
X.2
Cell Site Report Delivery
The report process is initiated when a DF determines a Cell Identity is contained in an IRI event and when location reporting is authorized. 
If the specific Cell supplemental information has not been sent for the interception in the IRI event, the DFs reporting process will produce a report called CSR for the Cell Identity reported in the IRI and forward this report to the LEA.
If the Cell supplemental information for the current Cell Identity has been previously sent for the interception, based on operator policy, the CSR delivery process shall be able to assume that the LEA has retained the Cell supplemental information and not resend this Cell supplemental information. When the Cell Identity changes, during the session for whatever reason, and this new cell supplemental information has changed from what was previously sent for the interception, the new Cell site information shall be reported in the location parameter of the new IRI event or a new CSR report based on operator policy will be sent to the LEMF.
X3

LI_CELL_INFO Interface

The LI_CELL_INFO interface is implementation specific between the DF2 and the source(s) of operator’s cell site information regarding the PLMN. The source(s) of this cell site information may be consulted to produce the CSR. The details of this interface are outside the scope of this specification. 
X.4 
Cell Site Report

Once the Cell site is identified and operator specific cell site information source(s) consulted the DF shall add appropriate cell location related elements within the database to the location parameter in the IRI event or provide the CSR. Once a Cell site is reported during a LI, the operator shall be able to assume that the LEA will retain the Cell site reports for the duration of the LI reportable session and redundant reports may be supressed based on operator policy. The following parameters in Table X.4.1 are considered as a high level view of information that can be reported as an example of a report to be sent to the MF/DF. 
Table X.4.1: Example Cell Site Report parameters

	Parameter
	MOC
	Description

	Cell Identity
	M
	The Cell Identifier as reported in IRI.

	AlternativeID 
	C
	If used by CSPs with an alternative naming scheme for cells. 

	Time Stamp 
	M
	Shall include the Date and Time of the report. 

	OperatorID
	O
	Shall include the Operator ID.

	Cell Azimuth 
	C
	If known, to include the azimuth of the direction the antenna is pointing (in degrees). 

	Cell_LatAndLong
	C
	If known, the geo-position of the cell site (latitude and longitude).

	Civic Address
	C
	If known, shall include the civic address of the cell site. 

	Other operator specific information
	C
	Based on operator policy, other information that is CSP specific can be reported as Carrier-specific information whose format is not standardized.  If the CSP chooses to report Carrier-specific information the CSP shall provide LE with details of the structure of the information to allow LEA interpretation of the data.


*** End of Second MODIFICATION ***

*** End of MODIFICATIONS ***
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