3GPP TR 33.842 V0.0.2 (2018-01)
Technical Report

3rd Generation Partnership Project;

Technical Specification Group Services and Systems Aspects;

Study on Lawful Interception (LI) service in 5G   
(Release 15)
[image: image5.emf]SMF

NG UE

AMF

PCF

AF

UDM

PDU 

Control

LEA

Data Network

(e.g. Operator Internet)

NG-Uu

N6

N11

N5

N4/N4'

AUSF

N12

N13

NG RAN

N14

DF3

DF2

UPF

N9

N8

N7

N15

N2  N1 

N10

X3u

N3

X3 X2 X2

HI2

HI3

HI1

X2

X3c

SX3LIF

ADMF

X1_1

X2

SMF

AMF

UDM

SX3LIF

UPF

ADMF

DF3

DF2


[image: image2.png]=

A GLOBAL INITIATIVE




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Report is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Keywords

<keyword[, keyword]>

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2017, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).

All rights reserved.

UMTS™ is a Trade Mark of ETSI registered for the benefit of its members

3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners

GSM® and the GSM logo are registered and owned by the GSM Association

Contents

4Foreword

Introduction
4
1
Scope
5
2
References
5
3
Definitions, Symbols and Abbreviations
5
3.1
Definitions
5
3.2
Symbols
5
3.3
Abbreviations
6
4
Examples for Styles
6
4.1
Heading Styles
6
4.2
Other common styles
6
"TSG <Name>" on the front page
7
Page setup parameters
7
Pro-forma copyright release text block
9
Abstract Test Suite (ATS) text block
10
<x1>
The TTCN Graphical form (TTCN.GR)
10
<x2>
The TTCN Machine Processable form (TTCN.MP)
10
Annex <A>:
<Annex title>
11
A.1
Heading levels in an annex
11
Annex <X>:
Change history
13


Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In past releases, as SA 3 LI’s work on LI services is dependent on stable stage 1, 2 and 3 specifications of new and enhanced features developed in the other 3GPP groups which require LI service capabilities.  This lag has often resulted in LI service inefficiencies or shortcomings when these new and enhanced features are frozen ahead of SA 3 LI consideration of optimum enhancements for LI service support of these features. In some cases, in hindsight, the optimum enhancement to meet LI requirements was to modify these features.  For 5G, it becomes more critical to provide some initial LI feedback on key issues under consideration in some other 3GPP groups working on 5G concurrently with discussions of solutions to key issues for these other features.  This feedback needs to provide LI technical discussions on LI requirements, architecture and stage 3 elements that can be considered by these other 3GPP groups as part of their solution selection process.

This will include at least work on the following Release 15 features:

· 5G Phase 1

· Enhancements to LI S8HR
1
Scope

The present document is a study based on the output (both studies and normative specifications) from other 3GPP groups such as those for 5G Phase 1, related work in ETSI TCLI and Cyber, as well as issues which arise out of regulatory LI requirements such as those arising from national regulations. Potential solutions will be examined along with considerations of the trade-offs between the solutions will be described.  These solutions can include changes to the LI service, architecture and/or stage 3 along.  

It is expected that this TR will address stage 1, 2 & 3 aspects, and the completion of each stage’s section will correspond at least to the overall Release 15 schedule with the corresponding start of SA 3 LI stage normative work.
It will inform in a mutual manner the accompanying ETSI TCLI document.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Assumptions and requirements
4.1
Overview

The inclusion of assumptions and requirements in these clauses are intended to highlight new assumptions requirements which are not currently contained in TS 33.126 [X], TS 33.127 [Y], and 33.128 [Z]. These are assumptions which relate to the issues contained elsewhere in this document.
4.2
LI Service (Stage 1) Assumptions
4.3
LI Architecture (Stage 2) Assumptions
4.4
LI Protocol (Stage 3) Assumptions
5
Key Issues

5.1
LI Service Key Issues

5.1.1
Key Service Issue #1.1
5.1.1.1
Description

5.1.1.2
Use Case

5.1.1.3
Derived requirements

5.2
LI Architecture Key Issues

5.2.1
Key Architecture Issue #2.1 – Roaming System Architecture
5.2.1.1
Description
Roaming 5G System Architecture – local break out scenario with AF in the HPLMN in reference point presentation.
If the AF is in foreign HPLMN  and control the policy control, we may have the risk that a rogue HPLMN will force some local breakout  (for example through WiFi and the old concept of TWLAN based on ANDSF) that no interception is possible in the core network of the VPLMN.
Editor’s Note: This was taken from line 3 in S3i170122
5.2.1.2
Architecture Requirements

5.2.1.3
Protocol Requirements

5.2.2
Key Architecture Issue #2.2 – Roaming Architecture for  Non-3GPP Access

5.2.2.1
Description

Roaming architecture for LBO for non-3GPP Access; N3IWF in same PLMN as 3GPP access & Roaming architecture for LBO for non-3GPP Access; N3IWF in different PLMN from 3GPP access
The case of WLAN usage in case of international roaming, is not described. There is a risk that some CSPs implement the feature letting their users utilize this access (specially VoWifi) without reference to the national regulation on LI or DR in their jurisdiction.
Editor’s Note: This was taken from line 4 in S3i170122
5.2.2.2
Architecture Requirements

5.2.2.3
Protocol Requirements

5.2.3
Key Architecture Issue #2.3 – Home routing interworking between 5GS and EPS
5.2.3.1
Description

Home routed roaming architecture for interworking between 5GS and EPC/E UTRAN 
The UPF+PGW U and SMF+PGWC  are in the foreign HPLMN . There is no explanation on the security of the interfaces for S5C and S5-U. There may be an issue as the LI on the VPLMN is only based on the SGW. 
Editor’s Note: This was taken from line 5 in S3i170122
5.2.3.2
Architecture Requirements

5.2.3.3
Protocol Requirements
5.2.4
Key Architecture Issue #2.4 – SMS over NAS
5.2.4.1
Description

SMS over NAS.
It seems that SMS will be modified and managed inside the 5GS architecture between the UDL and the SMSF (SMS function) We may have to develop some features, especially in “serving system roaming LI case”  figure 4.4.2 2-2 roaming architecture for SMS over NAS, as the HSS is no longer valid - now the UDM..
Editor’s Note: This was taken from line 6 in S3i170122
5.2.4.2
Architecture Requirements

5.2.4.3
Protocol Requirements

5.2.5
Key Architecture Issue #2.5 – Mobility Pattern
5.2.5.1
Description

Mobility Pattern
Pattern mobility may improve location information available to the LEA. As it may be based on prediction, it may introduce some risks and dependencies from national regulations .  
Editor’s Note: This was taken from line 7 in S3i170122
5.2.5.2
Architecture Requirements

5.2.5.3
Protocol Requirements

5.2.6
Key Architecture Issue #2.6 – Roaming
5.2.6.1
Description

Some “Home Routed” solutions may introduce a risk to LI capability in the same manner as S8HR if no proper LI capability is designed in, as the HPLMN will manage some control plane aspects. By chance, It is highly probable that we don’t face a real issue specially linked to the slices concept and its security due to the new version of TS 23 501. locally or other send to the HPLMN… The relationship between SSC mode and multi homing have to be checked when it will be better explained by SA2 as it could put problem for LI and DR… Furthermore the UP link classifier could be an economical and secured LI function in terms of duplication and selection of usages of target … Furthermore the local multiple connectivity (even connectivity both to EPS and 5GS or TWLAN….) may bring better understanding of The SUPI (future IMSI) and PEI (future IMEI) seems to be unchanged on a short terms basis specially in case of handover between EPS and 5GS (nothing is indicated for non 3GPP access…)
Editor’s Note: This was taken from line 8 in S3i170122
5.2.6.2
Architecture Requirements

5.2.6.3
Protocol Requirements
5.2.7
Key Architecture Issue #2.7 – Network Slicing

5.2.7.1
Description

Network slicing & network slicing support for roaming
Key clauses to be looked up, especially if SA2 will modify concept that two slices are created in terms of roaming , one for HPLMN and one for VPLMN.  It seems for the time being that at least there will be separated slices between the HPLMN and VPLMN but such interpretation is subject of confirmation by 3GPP (SA3 …) or specialist of SA3LI, as the security could impact LI if not defined properly.
Editor’s Note: This was taken from line 9 in S3i170122
5.2.7.2
Architecture Requirements

5.2.7.3
Protocol Requirements
5.2.8
Key Architecture Issue #2.8 – Network Slicing

5.2.8.1
Description

Network slicing & network slicing support for roaming
Key clauses are to be checked, especially if SA2 will modify the concept that two slices are created in terms of roaming , one for HPLMN and one for VPLMN.  It seems for the time being that at least there will be separated slices between the HPLMN and VPLMN but such interpretation is subject of confirmation by 3GPP (SA3 …) or specialist of SA3LI, as the security could impact LI if not defined properly.
Editor’s Note: This was taken from line 10 in S3i170122
5.2.8.2
Architecture Requirements

5.2.8.3
Protocol Requirements
5.2.9
Key Architecture Issue #2.9 – New 5G Core Functions

5.2.9.1
Description

Various new functions of the core 5GS network!  (at least UPF; AMF; SMF; AUSF/UDM, and in some cases DN (as PGW case)
Key All the new functions of 5GS architecture are described. Some of them may ghave LI functions…
Editor’s Note: This was taken from line 11 in S3i170122
5.2.9.2
Architecture Requirements

5.2.9.3
Protocol Requirements
5.2.10
Key Architecture Issue #2.10 – N3IWF
5.2.10.1
Description

N3IWF
This new function enables the interworking between untrusted non 3GPP access 
Editor’s Note: This was taken from line 12 in S3i170122
5.2.10.2
Architecture Requirements

5.2.10.3
Protocol Requirements
5.2.11
Key Architecture Issue #2.11 – Network Function Discovery and Selection
5.2.11.1
Description

Network function discovery and selection
Any modifications of this clause have to be followed as it may impact the slicing management and its security (the problem for LI is not well defined)
Editor’s Note: This was taken from line 13 in S3i170122
5.2.11.2
Architecture Requirements

5.2.11.3
Protocol Requirements
5.2.12
Key Architecture Issue #2.12 – UE Policy

5.2.12.1
Description

UE Policy

Non-seamless off load policy - This policy lets the UE determine which traffic should be seamlessly offloaded to  non 3GPP access (ie outside a PDU session)
Editor’s Note: This was taken from line 14 in S3i170122
5.2.12.2
Architecture Requirements

5.2.12.3
Protocol Requirements
5.2.13
Key Architecture Issue #2.13 – Policy Control Subscription Information Management
5.2.13.1
Description

Policy Control Subscription Information Management
As the UDR function may provide subscription profile information, it may be useful to study an LI function  to send information in terms of changes of services or ID of the target….
Editor’s Note: This was taken from line 15 in S3i170122
5.2.13.2
Architecture Requirements

5.2.13.3
Protocol Requirements
5.2.14
Key Architecture Issue #2.14 – Location Services
5.2.14.1
Description

Location Services temporary placeholder
It seems no major change for LI (but DR…) at IMS domain. But the definitions  and impact on existing  LI at the HSS function with 5GS interworking: have to be checked.
Editor’s Note: This was taken from line 16 in S3i170122
5.2.14.2
Architecture Requirements

5.2.14.3
Protocol Requirements
5.2.15
Key Architecture Issue #2.15 – IMS
5.2.15.1
Description

annex IMS specific placeholder for TS 23 228
It seems no major change for LI (but DR…) at IMS domain. But the definition  and impact on existing  LI at HSS function with 5GS interworking: have to be checked.
Editor’s Note: This was taken from line 17 in S3i170122
5.2.15.2
Architecture Requirements

5.2.15.3
Protocol Requirements
5.2.16
Key Architecture Issue #2.16 – Extending CUPS LI model to 5G

5.2.16.1
Description
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For lawful interception at SMF and UPF, the capabilitycan be based on the CUPS LI model as shown below: 

As in the case of CUPS LI< the Split X3 LI Interworking Function (SX3LIF) can be co-located with an SMF, or with an UPF or as a standalone function.  

For lawful interception,the the AMF and UDM can be independent of CUPS LI model as shown below:  
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5.2.16.2
Summary

Overall, a 5G LI model can be as shown in the following figure:  
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As in the case of EPS LI, the interception in a roaming scenario is done in the AMF, SMF and UPF as appropriate through separate intercept warrants. SX3LIF can have a different name in 5G or can retain the same name. 

5.2.15.2
Architecture Requirements

5.2.15.3
Protocol Requirements
5.2.17
Key Architecture Issue #2.17 – Concealment of long-term identifiers

5.2.17.1
Description

Long term identifiers such as IMEI, IMSI and MSISDN are increasingly being encrypted or replaced with pseudonyms in order to conceal them, as part of an ongoing privacy push in 3GPP. The most important example of this is Subscriber Privacy, where the IMSI will be encrypted at all times to prevent IMSI grabbing (see TS 33.501 section 5.3.4); however, this also prevents LI on roamers. In response to LI requirements, SA3 have undertaken to ensure that the HPLMN will provide the VPMLN with a mapping of all concealed IMSIs in order that the VPLMN can perform LI without revealing LI targets to the HPLMN; additionally, the VPLMN will have a mechanism for verifying the IMSI with the UE. The mechanism for this was not yet agreed as of SA3#89, but there are a number of different proposals all of which appear to meet the LI requirements.. Currently, the most likely outcome is that the AMF receives either an encrypted or hashed SUPI as part of the NAS Security Mode Complete message (i.e. only after authentication and NAS establishment).
Editor’s Note: This was taken from issue 2.2 in ETSI DMI/LI-00144
5.2.17.2
Architecture Requirements

5.2.17.3
Protocol Requirements

5.2.18
Key Architecture Issue #2.18 – Massive IoT

5.2.18.1
Description

Massive Internet of Things (MIoT) is a 5G service/use-case targeted at industrial applications involving large numbers of low-power or low-cost devices. The canonical example is factory automation, where the factory owner provides their own (possibly ISM-band) RAN. The impact to LI and RD may come from a proliferation of "Mobile Providers", since MIoT envisions each factory owner may, in essence, be an MNO.

MIoT has been deferred until Release 16 (5G Phase 2).
Editor’s Note: This was taken from issue 2.3 in ETSI DMI/LI-00144
5.2.18.2
Architecture Requirements

5.2.18.3
Protocol Requirements

5.2.19
Key Architecture Issue #2.19 – Cellular IoT

5.2.19.1
Description

Cellular Internet of Things (CIoT) generally covers applications that use regular MNO's cellular (including LTE and 5G) RAN to connect IoT devices. Applications include fleet management, healthcare and smart meters. Need to ensure that LI/RD requirements are supported wherever legislation requires it. 

TS 33.163 defines “Battery Efficient Security for very low throughput Machine Type Communication (MTC) devices (BEST)”m and was put forward for publication at SA3#87 in May. It includes an end-to-end security model, and attempts to meet LI obligations by making ciphering (i.e. encryption) optional. It also provides a mechanism for a serving network to detect when this security model is used, regardless of whether the serving network supports BEST, allowing the VPLMN and block the service if it in incompatible with national regulatory obligations. A liaison has been sent from SA3-LI to SA3 asking them to provide a means for the VPLMN to perform LI in the presence of encryption, but the SA3 position is that this is not possible. This places BEST in a worse position to S8HR from an LI perspective as S8HR has a control via roaming agreements, BEST does not. There is an open question regarding whether the HSE see that the device is roaming (by inspecting the signaling) in a particular market and enable compliance accordingly
Editor’s Note: This was taken from issue 2.4 in ETSI DMI/LI-00144
5.2.19.2
Architecture Requirements

5.2.19.3
Protocol Requirements
5.2.20
Key Architecture Issue #2.20 – Vehicle-to-anything (V2X)

5.2.20.1
Description

V2X is a general term for a family of services including Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I), Vehicle-to-Grid (V2G), Vehicle-to-Device (V2D). Of these, V2I is most likely to attract regulatory interest since it permits network access and user communication. However, stringent "do not track" legislation has been is being cited in order to try and have V2X as a whole exempted from LI requirements.

The LTE V2X study and TS are complete, and 5G work is expected to begin soon. In the LTE work, the strongest “do-not-track” requirements where explicitly omitted due to the fact that they could not be reconciled with LI requirements.
Editor’s Note: This was taken from issue 2.5 in ETSI DMI/LI-00144
5.2.20.2
Architecture Requirements

5.2.20.3

Protocol Requirements
5.2.21
Key Architecture Issue #2.21 – Multi-access Edge Computing
5.2.21.1
Description

Initiative to define standards for putting services at the edge of an operator’s network, in order to reduce latency and core network traffic, and improve customer experience. Since traffic is hair-pinned at the edge of the network, visibility to traditional LI and RD functions may be reduced.

There is no current work in SA3 regarding MEC specifically, since the security models they are promoting tend to push functionality further towards the core of the network. However, at SA3#89, it was agreed to define a “Security Edge Protection Proxy” (SEPP) for securing interworking points. This is not the same application as MEC, but may be a useful indicator of how 5G may approach security at the network edge. It appears SA3 have taken guidance from GSMA on roaming requirements for network interconnect, and concluded that TLS cannot be used (see S3-180223).

5G architectures also include an edge computing aspect. ETSI MEC have developed a reference document on regulatory requirements for MEC - DRAFT ETSI MEC 026 V1.2.0 (2018-01)
Editor’s Note: This was taken from issue 2.6 in ETSI DMI/LI-00144
5.2.21.2
Architecture Requirements

5.2.21.3

Protocol Requirements
5.2.22
Key Architecture Issue #2.21 – Confidentiality Protection
5.2.21.1
Description

Content and signalling are increasingly encrypted, with a potential impact on visibility for LI.

LI requirements for 5G as an IP bearer been followed, which means that security contexts in 5G accesses are terminated at the serving network (i.e. there is no end-to-end security between UE and HPLMN). However, services running over 5G accesses may not have the same assurances, particularly with relation to VPLMN requirements in roaming scenarios (see Key Issues #2.1 and #2.6).
Editor’s Note: This was taken from issue 2.10 in ETSI DMI/LI-00144
5.2.21.2
Architecture Requirements

5.2.21.3

Protocol Requirements
5.2.22
Key Architecture Issue #2.22 – Slicing
5.2.22.1
Description

A technique for providing multiple logical instances of network infrastructure on common infrastructure. Each slice can be configured differently for different services or applications (e.g. one for CIoT, one for high-bandwidth media etc). It relies heavily on virtualisation techniques including NFV and SDN. This means the traditional LI/RD functions are likely to be part of a "slice", and must be secured and orchestrated along with other network functions.

Slicing has been deferred until Release 16 (5G Phase 2), but many of the protocol and architecture hooks are being put into Release 15 (5G Phase 1). There was significant discussion at SA3#88-Bis in October, and it was decided that slice selection identifiers would not be privacy protected in Release 15; they may be protected in future releases.
Editor’s Note: This was taken from issue 2.13 in ETSI DMI/LI-00144
5.2.22.2
Architecture Requirements

5.2.22.3

Protocol Requirements
5.2.23
Key Architecture Issue #2.23 – NFV
5.2.23.1
Description

A set of technologies providing the necessary virtualisation and orchestration functions to allow an operators network functions to be virtualised. Currently being pursued both in the standards arena (ETSI ISG NFV) and by the open source community (e.g. openNFV, OpenStack). Virtualisation and the mobility of network functions creates considerable functional and security challenges for traditional LI and RD functions.
Editor’s Note: This was taken from issue 2.14 in ETSI DMI/LI-00144
5.2.23.2
Architecture Requirements

5.2.23.3

Protocol Requirements
5.2.24
Key Architecture Issue #2.24 – Changes to RAN

5.2.24.1
Description

Changes to the RAN architecture may result in changes to the availability and granularity of location information to LI and RD functions, particularly where UE has multiple bearers and/or logical RAN functions are split or distributed (e.g. high-frequency bands are more localised, mobility prediction is important for operators).
Editor’s Note: This was taken from issue 2.16 in ETSI DMI/LI-00144
5.2.24.2
Architecture Requirements

5.2.24.3

Protocol Requirements
5.2.25
Key Architecture Issue #2.25 – Changes to RAN

5.2.25.1
Description

A new connection state allowing battery-powered devices to save power. May affect location information for LI.
Editor’s Note: This was taken from issue 2.17 in ETSI DMI/LI-00144
5.2.25.2
Architecture Requirements

5.2.25.3

Protocol Requirements
5.2.26
Key Architecture Issue #2.26 – Changes to RAN

5.2.26.1
Description

SA2 and CT1 have asked SA3 to look at securing a new control-plane channel for allowing the HPLMN to update the steering list in the USIM which determines which roaming networks a UE may attach to. An OTA mechanism for this already exists, which uses specially-encoded SMS messages, and there is some resistance to creating a second mechanism.

If the new control-plane messaging channel is created, and it provides confidentiality as well as integrity protection, then it creates an end-to-end encrypted tunnel between the HPLMN and the UE. This obviously creates an issue for LI.
Editor’s Note: This was taken from issue 2.35 in ETSI DMI/LI-00144
5.2.26.2
Architecture Requirements

5.2.26.3

Protocol Requirements
5.2.27
Key Architecture Issue #2.27 – Multiple PLMN Registrations
5.2.27.1
Description

SA3 are looking at solutions to allow a UE to establish NAS security contexts with multiple PLMNs at the same time. The initial use case for this is two concurrent connections, one with a 3GPP access (e.g. over 5G NR) and another over a non-3GPP access (e.g. WiFi?), presumably to allow seamless offloading of traffic.

In principal, LI should continue to function in this situation, with both accesses being intercepted in parallel. However, it remains to be seen if it creates any additional difficulties (e.g. correlation).

Being registered more than once means that the location of the ME’s may be reported as known by more than one access type. This in turn means – multiple locations may be indicated and reported; requirements for this are in place in TS 33.126.
Editor’s Note: This was taken from issue 2.36 in ETSI DMI/LI-00144
5.2.27.2
Architecture Requirements

5.2.27.3

Protocol Requirements
5.3
LI Protocol Key Issues

5.3.1
Key Protocol Issue #3.1 – Next Generation Protocols
5.3.1.1
Description
An ETSI Industry Study Group (ISG) formed to look at addressing the perceived issues with the existing set of backbone protocols (e.g. TCP/IP) in regard to the latency and bandwidth requirements of 5G. Group is considering both evolutions to TCP/IP, and completely new protocols. Both would have significant impacts on LI and RD.

The ETSI NGP group is actively considering when their work might be included in the 3GPP release cycle. Current indications are that Release 17 is the most likely target, although there are some pushing for inclusion in Release 16.

Editor’s Note: This was taken from issue 2.12 in ETSI DMI/LI-00144
5.2.1.2
Protocol Requirements

6
Solutions

6.1
Consolidated Stage 1 Requirements

6.2
Architecture Solutions

6.2.1
Solution #2.1 – Dynamic Triggering
Standard for allowing LI functions to exchange triggering or provisioning information in real time, potentially cross-operator and cross-border. Originally designed to help with separation of SIP and RTP in VoIP applications. It is becoming increasingly important as part of NFV, MEC and X1.

TS 103 221-1 (“X1”) has been accepted for publication in TC LI. At SA3#67-LI it was agreed to import the TC LI specifications and make them mandatory to support (but optional to use). Development of X2 and X3 are underway; a draft of X3 is expected to be shared with SA3-LI in the near future.
Editor’s Note: This was taken from issue 2.8 in ETSI DMI/LI-00144

6.2.2
Solution #2.2 – Multi-context security

A new technique (mcTLS) to allow middleboxes fine-grained access to encrypted streams via keys for individual "contexts", that may be application defined (e.g. one for headers, one for content). Seen as an alternative to the "all-or-nothing" approach of end-to-end two-party encryption.

Work is ongoing in TC CYBER, with a package of four work items under DTS/CYBER-0027 (TS 103 523 parts 1 to 4). These set out a generic middlebox framework, as well as specific examples of multi-context TLS and IPSec, and work for datacentres based on mbTLS. Progress is good, but there is resistance from IETF (see CYBER(17)011003). Work on the SEPP in SA3 may be useful to note here.

Editor’s Note: This was taken from issue 2.11 in ETSI DMI/LI-00144
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Annex A
Evaluation of Retained Data Solutions
A.1
Charging and OAM information
5G may alter the information collected by operator network functions for business purposes. This may have impacts on RD.

There have been a number of liaison statements between SA3-LI, SA5 and GSMA investigating whether there are overlapping needs in LI and fraud protection for roamers’ long-term identifiers to be mapped and verified between roaming CSPs.
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