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Abstract of the contribution: This contribution proposes an initial analysis of 5GC system procedures to identify candidate NFs to intercept them.

3GPP TS 23.502 specifies procedure for the 5G system. This contribution provides an initial analysis aiming to identify candidate intercepting nodes/ network functions for each procedure. The goal in this revision is not to give any final exhaustive analysis but rather provide a starting point and trigger additional discussion/input. It has also to be noted that network functions may have additional LI requirement not directly coming from TS 23.502, which are not included in this document: as example additional events will have to report Start of Interception with registered target/active session, Packet Data Header Reporting.
It has also to be noted that, differently to what happens in 4G, Tracking Area Procedure is a specific type of registration, i.e. Mobility registration, so there will be no “TAU” event in LI for 5GC but change of tracking areas will be reported by registration event including a specific information.
Where applicable, Content of Communication will be intercepted at the UPF.

This document is based on TS 23.502 v.15.0.0

If agreeable, the table could be added to the TR 33.842 (Clause 5.2.9). 
	Procedure
	Clause
	Candidate NFV ICEs
	Comments

	Registration/Deregistration

	General registration
	4.2.2.2.2
	AMF, UDM
	UDM at least in roaming scenario

	Registration with AMF re-allocation
	4.2.2.2.3
	AMF, UDM
	Same events as for 4.2.2.2.2, additional info TBC.

UDM at least in roaming scenario

	Deregistration
	4.2.2.3
	AMF, SMF (conditionally), UDM
	SMF may need to report Session Release

UDM at least in roaming scenario

	Service Request

	UE triggered service request
	4.2.3.2
	AMF (location information, RAT), SMF (conditionally)
	AMF: May be part of more general location reporting.

SMF: may need to report session establishment

	Network triggered service request
	4.2.3.3
	AMF, SMF
	AMF: reuses UE triggered service request
SMF: no additional impact, tbc.

	UE Configuration Update
	4.2.4
	
	FFS, proposed None

	Reachability

	UE Reachability Notification Request
	4.2.5.2
	UDM
	UDM could report information about the NF requesting such info, relevant in case of NFs outside the HPLMN.

	UE Activity Notification
	4.2.5.3
	AMF, UDM
	AMF: no additional impact
UDM: could report UE-reachable info (?).

	AN Release
	4.2.6
	TBC
	AMF: UE context release
SMF: N4 procedure, TBC

	N2 procedures
	4.2.7
	None
	

	Feature specific UE/RAN Radio Information and Compatibility Request procedure
	4.2.8
	None
	TS 23.502 has the following 
“Editor's note:
Whether we need this procedure need be checked with RAN WG.”

	Session Management

	PDU Session Establishment
	4.3.2
	SMF
	

	PDU Session Modification
	4.3.3
	SMF
	

	PDU Session Release
	4.3.4
	SMF
	

	Session Continuity
	4.3.5
	None
	TBC, combination of other procedures

	Application Function influence on traffic routing
	4.3.6
	None
	

	CN-initiated selective deactivation of UP connection
	4.3.7
	None
	

	SMF and UPF interactions

	N4 session management procedures
	4.4.1
	None
	

	N4 Reporting Procedures
	4.4.2
	None
	

	N4 Node Level Procedures
	4.4.3
	None
	

	SMF Pause of Charging
	4.4.4
	None
	

	User Profile management procedures

	Subscriber Data Update Notification to AMF
	4.5.1
	UDM
	

	Session Management Subscriber Data Update Notification to SMF
	4.5.2
	UDM
	TBC if provides relevant LI information

	Purge of subscriber data in AMF
	4.5.3
	UDM
	

	Security Procedures
	4.6
	None
	Just refers to TS 33.501

	ME Identity check procedure
	4.7
	None
	

	RAN-CN interactions
	4.8
	FFS
	

	Handover procedures
	4.9
	AMF, SMF
	

	Location Reporting procedures
	4.10
	AMF
	Updated location information shall be reported, maybe as part of more general event. 

	System interworking procedures with EPC
	4.11
	FFS
	

	Procedures for non-3GPP access
	4.12
	FFS
	

	Specific services
	4.13
	FFS
	

	Support for Dual Connectivity
	4.14
	FFS
	

	Network Exposure
	4.15
	FFS
	

	Policy Framework
	4.16
	None
	TBC

	NF Service Framework Procedure
	4.17
	None
	TBC

	Procedures for Management of PFDs
	4.18
	None
	TBC

	Network Data Analytics
	4.19
	None
	


