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Abstract of the contribution: In March 2017 TCLI revisited its LI requirements (TS 101 331) in light of the changes taking place under the 5G banner. This paper provides a summary of the TCLI work, with a view to informing the SA3-LI work on 33.106 and 33.126. 
Summary of changes that were made to TC LI requirements
TC LI requirements were re-published in March 2017 (TS 101 331 version 1.5.1). 

No fundamental changes were made to the TC LI requirements: the underlying requirements for LI remained unaltered. TC LI noted some areas where the existing TC LI requirements would require extra attention under 5G, or where some clarification is helpful for 5G. 

List of changes that were made to TC LI requirements
TC LI recently made the following changes to the LI requirements (TS 101 331 v1.5.1 March 2017): 
1. Confirmation that visited networks shall process the interception of services without home network visibility i.e. no assistance that is different between and intercepted or non-intercepted sessions.  
2. Confirmation that “The LI requirement also applies to devices”. In the case of devices, LI applies both where a device is associated with usage by a person and where a device usage is not specifically tied to one or more people (eg CIOT, V2X or pay phone). The scenarios underwhich a warrant may be issued directly against a device is subject to national regulations.
3. Statement that “use of cloud or virtualised technologies may introduce additional threats or challenges to the assurance of evidence” i.e. for situations where LI is used as evidence in court. 
4. Statements about internal security: “Protecting information requires the use of isolation techniques or secure enclaves (e.g. where virtualisation or cloud-based solutions are used)” and “It will require particular attention in virtualisation or cloud-based solutions to create and maintain restrictions on staff access”.   
5. Confirmation of requirements about the jurisdiction in which LI takes place: TC LI added a statement concerning national regulations that require that “LI activity is performed entirely within a particular legal jurisdiction”. 
6. Confirmation that interception is requested by the LEA on the basis of a long-term identifier: “The CSP shall be able to perform interception based on long term or permanent identifiers associated with a target’s network access, service or equipment, as identified by the LEA.” 
Commentary in relation to 33.106
The following comments apply to the areas identified above.
1. Visited networks perform LI without home network visibility: This is already stated in 33.106 (clause 5.1.4 states: “The visited network shall be able to support the interception of all services without home network […] visibility, using the identifiers provided by an LEA”). However, is further detail required about how the visited network is provided with information to do this, e.g. to ensure that VPLMN interception is possible by design. 
2. LI applies to devices: TS 33.106 states in clause 5.1.2 that “A target […] can be […] user equipment operating in that 3GPP network” so this is clear in the present document. It would be possible to examine implications of this in the context of V2X or CIoT. 
3. Assurance of material in evidence: The particular remarks in TC LI about cloud/virtualisation are not specifically relevant to SA3-LI. The requirement for evidential assurance is for an assurance that the material is an accurate copy of the material that was seen by the CSP at the point of collection, and that the integrity of the material has not been compromised as it was delivered. Where delivery integrity is in scope of SA3-LI, a reference can be made to TS 103 307.
4. Precautions for security of LI functions: The particular remarks about NFV are not specific to SA3-LI but the general principle is important (that security of LI functions will need to be revisited if traditional physical controls and barriers are not present). This involves the protection of LI target information, but also concerns about the detectability of LI by hypervisor or other management functions (to the extent that it is in scope of SA3-LI). 
5. Jurisdiction of LI: In 33.106, clause 5.1.2 states “In many cases, national regulation will require that LI activity is performed entirely within a particular legal jurisdiction”.
6. Interception takes place using long-term identifiers. This is already clearly stated in 33.106: clause 5.1.2 states “NOTE 2: 
LEAs will continue to specify the target of interception using long-term identifiers, such as IMEI or IMSI, even if the network uses other derived or temporary identifiers to identify the correct traffic due to the concealment of long-term identifiers for privacy reasons.”
