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The present document defines an electronic interface for the exchange of information relating to the establishment and management of Lawful Interception. Typically this interface would be used between a central LI administration function and the network internal interception points.
Typical reference models for LI define an interface between law enforcement agencies (LEAs) and communication service providers (CSPs), called handover interface, and an internal network interface within the CSP domain between administration and mediation functions for lawful interception and network internal functions, which facilitate the interception of communication. This internal network interface typically consists of three interfaces for administration (called X1), transmission of intercept related information (X2) and transmission of content of communication (X3). The present document specifies the administration interface X1.
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Informative references
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
 
[i.1]	OWAS TLS Cheat Sheet: https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
[i.2]	ETSI TS 103 308: “CYBER; Security baseline regarding LI and RD for NFV and related platforms”
[i.3]	ETSI GS NFV-SEC 009: “Network Functions Virtualisation (NFV); NFV Security; Report on use cases and technical approaches for multi-layer host administration”
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[bookmark: _Toc300919389][bookmark: _Toc339380244][bookmark: _Toc389039466][bookmark: _Toc390250104]Definitions
Activate Command: The request issued by an ADMF to start an interception.
Deactivate Command: The request issued by an ADMF to stop an interception. 
Interception: a continuous instance of interception at a single NE carried out against a set of target identifiers, identified by an X1 Identifier, starting from an activate command and ending with a deactivate command or terminating fault.
Protocol error: An error at the X1 protocol level (rather than any fault with ADMF or NE).
NOTE: In the present document, the term “error” in general refers to a protocol error, whereas issues with systems not behaving correctly are called “faults”.
Terminating fault: A fault signalled from NE to ADMF which terminates the specific interception. 
X1: LI interfaces internal to the CSP for management tasking
X2: LI interfaces internal to the CSP for IRI delivery
X3: LI interfaces internal to the CSP for CC delivery   
X1 Identifier (XID): an identifier to uniquely identify a particular interception internally to the X1 interface
X1 Transaction ID: an identifier used to identify a specific request/response pair. 
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For the purposes of the present document, the following abbreviations apply:
ADMF	Administration Function 
CC	Content of Communication
CSP	Communication Service Provider
HI	Handover Interface
IRI	Intercept Related Information
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
NE	Network Element – the element performing the interception.  
XID	X1 Identifier










	


Overview
Reference model
The X1 interface is based on communication between two entities, the CSP Administration Function (ADMF) and the Network Element (NE) performing interception. The X1 reference model is shown in Figure 1. 
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Tasking interface e.g. HI-1 (out of scope)
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Figure 1: X1 reference model
Only one ADMF is able to make changes to tasking on a given NE. This is called the ADMF which is “responsible” for that NE.
Onward delivery of information from the NE is called X2 (for IRI) and X3 (for CC). The choice of protocols for X2 and X3 are out of scope of the present document. 
NOTE: The present document may be used in direct delivery scenarios, in which the NE delivers directly to the LEMF. Any consequences of using direct delivery are out of scope of the present document. 
Reference model for X1: requesting and responding
Messages are sent as a request followed by a response. 
Messages may be sent in either direction i.e. with the ADMF or NE initiating the request. The side initiating the request is called the “Requester”; this term is used when it is not specified whether it is the ADMF or NE making the request. The other side is called the “Responder”. 
Requester (could be ADMF or NE)
Responder (could be ADMF or NE)
Generic terminology
Request
Response







Figure 2: Showing generic terminology
It is likely that in most routine situations, the ADMF will initiate the message i.e. to distribute information or request status. However it is possible that the NE will initiate the request in order to deliver fault reports etc. 
CSP Administration Function (ADMF)
Network Element (NE)
CSP Administration Function (ADMF)
Network Element (NE)
Routine situation – ADMF is requester
Reporting situation – NE is requester












Figure 3: Showing two situations with either ADMF or NE as the requester
Overview of security
Security is based on creating public/private keys for the ADMF and each NE for which it is responsible. All tasking over X1 is performed using the security procedures in clause 8, which provide assurance that communication only takes place between an NE and ADMF which have been populated with the relevant key material. 
An NE may be controlled other than by X1 e.g. by logging on to the NE manually. Any manual action performed on the NE shall be captured on the NE logging. Also the new tasking shall be able to be seen and controlled by the ADMF that is responsible for the NE. i.e. the ADMF shall be able to stop the tasking over the X1 interface (e.g. it is required to have a unique XID). There may be broader consequences that are not covered by the present document if an NE is tasked independently of the X1 interface (e.g. security concerns). 
[bookmark: _Hlk486245298]Relationship to other standards
The present document forms part of a family of internal interface documents covering all of X1, X2 and X3 which are handled as separate standards. 
Release management
This clause describes the release management requirements. The requirements are:
The version of the present document is defined as <major>.<minor>.<patch> 
The major version should be incremented when making a backwards incompatible change. 
The minor version should be incremented when adding backwards compatible functionality. 
The patch version should be incremented when fixing a backwards compatible bug. 
Once a major version has been incremented, the previous major version will be supported for 2 years after publication of the new version. Change requests issued to a version that is no longer supported will need to be issued for the latest supported major version.
[bookmark: _Toc367348643][bookmark: _Ref428186388]Basic concepts
The lifecycle of an interception (identified by XID)
An interception relates to a single target identifier, and goes from the point an activate command is sent by the ADMF, though to the time a deactivate command is sent by the ADMF, or a “terminating fault” (see clause 5.4) occurs. 
Each interception is uniquely identified by an X1 Identifier (XID) and it is handled independently of all others. The ADMF shall choose the XID as a UUID (version 4) as per RFC4122 [7]. The ADMF is responsible for correlating the XID to the identifiers used to communicate with Law Enforcement. 
Once the interception has ended, the details of the interception may be discarded by the NE. 
Either of the following situations shall cause an error:
Attempting to activate an existing XID
Attempting to deactivate a non-existent XID.
Intercepted traffic is delivered by the NE to a destination. Each destination is uniquely identified by a Destination Identifier (DID), and is handled independently from details of the interception. Each interception is associated with one or more destinations.
The lifecycle of an X1 request/response (identified by X1TransactionID) 
Each request and response shall be identified by an X1TransactionID.  The requester (may be ADMF or NE) shall choose an X1TransactionID as a UUID (version 4) as per RFC4122 [1]. 
The responder handles an X1 request by checking the message both syntactically and semantically and then sending a response.  The response shall be sent without undue delay and shall be sent within TIME1 of receiving the request.  TIME1 shall be configurable and by default TIME1 shall be five seconds.
For requests that affect an interception lifecycle (ACTIVATE, MODIFY, DEACTIVATE or DEACTIVATE ALL), if the Requester does not receive a response within TIME2, then it should consider requesting the status of the XID in question to see whether the prior request has been actioned.  TIME2 shall be configurable, it shall be at least twice TIME1 and by default shall be fifteen seconds.
For requests that do not change interception lifecycle, if the Requester does not receive a response within TIME2, then it should consider re-sending the original request (as a new request, with a new X1TransactionID).
For all requests, an error response shall be sent if the request message is not compliant syntactically (it does not match the schema) or semantically (it is not compliant or consistent with the existing state of the NE (e.g., activating an existing XID). 
For all requests, an “OK – Acknowledged and Completed” response shall be sent if the request is fully understood, compliant and the request has been successfully completed within TIME1.  The NE and ADMF shall be designed so that information requested (status and tasking information) is in a data store which is readily available without undue delay and within TIME1.  If the request was a request for information (GET DETAILS, GET ALL DETAILS or LIST ALL INTERCEPTIONS) then all the information shall be delivered together as part of the “OK – Acknowledged and Completed” response message.
Because interception lifecycle affecting requests take time, if the request message can be parsed and it is compliant against the existing state of the NE, but if the action requested cannot be completed within TIME1, an “OK – Acknowledged” response shall be sent.  A status report shall be sent by the NE as soon as the action is completed or if it unsuccessful (see clause 6.4.2.2). This status report shall be sent as a new request/response pair, using the same XID but the status report shall have its own X1TransactionID. 
Checks about downstream delivery of information are outside the scope of X1 e.g. the present document does not cover reporting that communications content has been seen and delivered, or that intercept-related-information has been delivered to the LEMF.
Warnings and Faults
The present document uses the term “error” to mean a protocol error within the X1 protocol as defined in clause 6.6.
All other problems are categorised as “issues”, which may be warnings or faults. 
Warnings are one-off messages i.e. sent by the NE and then not referred to again over X1. Warnings shall not be used for issues which are affecting traffic (i.e. losing content or intercept-related information). For example, warnings may include resources being nearly exhausted but not yet traffic-affecting. Warnings should include that keys/certificates are about to expire. 
Faults are issues which the NE will continue to be aware of and which the NE is trying to manage and/or rectify. Any issue which loses traffic is categorised as a fault. 
Warnings are reported using issue-reporting messages (clause 6.4) but then are not included in any future Status-Getting messages (clause 6.3). NE shall log any warnings for audit reasons.
The NE shall remember which of the XIDs are in fault and whether the NE itself is in a fault situation. An issue report (see clause 6.4) is required at the start of the fault. The NE shall also report faults when responding to the Status-Getting message defined in clause 6.3.
Terminating and non-terminating faults
Faults for an XID are either non-terminating or terminating. A terminating fault will end the interception (see clause 5.1). The present document does not give a complete definition of when the NE should consider the fault terminating or non- terminating. The following shall always be considered terminating: 
Heartbeat lost.
Expiry of certificates or keys. 
Deleted by non-X1 input at NE (i.e. manual intervention).
Identifier or Traffic Type is not comprehensible or will never be seen on this NE. 
NE lost target details (i.e. terminated because target definition has been lost).
Security concern at NE means target details were deleted.
[bookmark: _Toc367348644][bookmark: _Ref428186407]Message Structure and Data Definitions
X1 Message details
X1 messages contain information as defined in Table 6.1 (the information is Mandatory, Optional or Conditional as shown in the last column).
Table 6.1 Message details
	Field
	Description
	Format
	Mandatory (M), Optional (O) or Conditional (C)

	ADMF Identifier
	Uniquely identifies the ADMF to the NE. Required to match the details provided by the ADMF’s X.509 certificate (see clause 8)
	token as per [2] section 3.4.2. Definition and assignment of identifiers is a deployment issue
	M

	NE Identifier
	Uniquely identifies the NE to the ADMF. Required to match the details provided by the ADMF’s X.509 certificate (see clause 8)
	token as per [2] section 3.4.2.
Definition and assignment of identifiers is a deployment issue
	M

	MessageTimestamp 
	Timestamp indicating the time the message was sent by the requester.
	See TS 103 280 [3] Qualified Microsecond Date Time. 
	M

	Version
	Version of this specification used for encoding the message. 

	Set to “v1.1.1”. See notes on release managed in clause 4.5.
	M

	X1TransactionID
	Used to correlate Request and Response. Shall be omitted for “TopLevelError” situations as defined below this table but otherwise is mandatory.   
	An ID as defined in clause 5.2.
	C



In addition to the information in the table above, the X1 Request shall contain the following fields: 
Type of Request (one of the list below). 
Request Parameters for that type of request (as detailed in this clause).
If the Request was incomprehensible (no recognizable header or formatting) then the Response message shall be constructed with an ADMF and NE Identifier, MessageTimestamp and Version, and a “TopLevelError” flag but no other information. 
If the Request was comprehensible then the X1 Response shall contain the following fields (in addition to the information in the table above):
Type of Request (one of the list below): the same as from the request.
Response Parameters for that type of request (as detailed in this clause).
A “RequestContainer” is used to contain one or more requests. All requests in a container are delivered at the same time, from the same Requester and to the same Responder. There is no implication about which order they are processed; for this reason, the ADMF should avoid sending ActivateTask and ModifyTask messages for the same XID in the same RequestContainer A “ResponseContainer” is used to contain all of the responses to the requests in the container. The ordering of these responses does not have a meaning. All responses are sent at the same time, from the same sender and to the same receiver. The RequestContainer and ResponseContainer shall be used even if there is one request and one response. 

Message definitions: starting, modifying and stopping tasks
ActivateTask
Summary
DIRECTION: An ActivateTask request message goes from ADMF to NE. 
USAGE: It is sent whenever the ADMF wants to add a new interception. 
Table 6.2: ActivateTaskRequest message definition
	Field
	Description
	Format
	M/C/O

	Task details
	Identifying the required target.
	See clause 6.2.1.2
	M



Table 6.3: ActivateTaskResponse message definition
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.6 apply. Also it is an error if the XID is already present at the NE.
	See clause 6.6
	M



There may be more than one different interception relating to the same target identifier (two distinct XIDs). The X1 interface supports delivery of this situation (i.e. it is not considered an error on the X1 interface).
NOTE: The recommended approach is that the ADMF tasks the NE only once for each particular target identifier (i.e. then the ADMF has the knowledge to instruct the MF to copy the traffic to two different places etc).  
Task details
The task details shall include the following:
Table 6.4: Task details
	Field
	Description
	Format
	M/C/O

	XID
	Uniquely identifies the task
	UUIDv4 (see clause 5.1)
	M

	TargetIdentifiers
	List of Target Identifiers that identify the relevant traffic. Where multiple identifiers are present, they shall be ANDED together i.e. all conditions are required to apply.
	Each TargetIdentifier given follows one of the formats given in Table 6.Z
	M

	IRIorCC
	Statement of whether to deliver IRI and/or CC
	Enumerated value – one of “IRIOnly”, “CCOnly” and “IRIandCC”
	M

	DestinationDetails
	Details of where to send the intercepted traffic
	List of Destination Identifiers referencing the desired delivery destination records (see clause 6.2.1.3)
	M

	TaskServiceType
	A statement of any further clarification or list of types of service to be intercepted or not intercepted (e.g. Voice, Data, Messaging)
	If present it shall be specified as a free-text field, and shall only use values which have been agreed in advance (i.e. out of scope of the present document) by ADMF and NE
	O



The list of permissible TargetIdentifier formats is given below:
Table 6.5: Target Identifier Formats
	Format Name
	Description
	Format

	e164Number
	E.164 Number in fully international format, written as decimal digits.
	Given in TS 103 280 [3] InternationalE164 format.

	IMSI
	International Mobile Subscriber Identity, following the ITU E.212 numbering scheme, written as decimal digits.
	Given in TS 103 280 [3] IMSI format

	IMEI
	International Mobile station Equipment Identity, following the numbering plan defined in 3GPP TS 23.003, written as decimal digits without the Luhn check digit
	Given in TS 103 280 [3] IMEI format

	MACAddress
	A MAC address.

	Given in TS 103 280 [3] MACAddress format

	IPv4Address
	IPv4 address in dotted decimal notation
	Given in TS 103 280 [3] IPv4Address format

	IPv6Address
	IPv6 address written as eight groups of four hexadecimal digits separated by a colon 
	Given in TS 103 280 [3] IPv6Address format

	IPv4CIDR
	IPv4CIDR, written in dotted decimal notation followed by CIDR notation
	Given in TS 103 280 [3] IPv4CIDR format

	IPv6CIDR
	IPv6CIDR written as eight groups of four hexadecimal digits separated by a colon, followed by CIDR notation
	Given in TS 103 280 [3] IPv6CIDR format

	TCPPort
	TCP Port number, written in decimal notation
	Given in TS 103 280 [3] TCPPort format

	TCPPortRange
	Range of TCP Ports, written as decimal numbers separated by a colon
	Given in TS 103 280 [3] TCPPortRange format

	UDPPort
	UDP Port number, written in decimal notation
	Given in TS 103 280 [3] UDPPort format

	UDPPortRange
	Range of UDP Ports, written as decimal numbers separated by a colon
	Given in TS 103 280 [3] UDPPortRange format

	EmailAddress
	Email address following W3C HTML 5 Recommendation

	Given in TS 103 280 [3] EmailAddress format

	SIP-URI
	SIP-URI according to the SIP URI scheme (see RFC 3261 / TS 24.229) 

	Given in TS 103 280 [3] SIPURI format

	TEL-URI
	TEL-URI according to the TEL URI scheme (see RFC 3966). Implementers should consider whether the value could be sent as an E.164 number (or one of the related types) instead.

	Given in TS 103 280 [3] TELURI format

	H323-URI
	H323 URI according to the H323 URI scheme (see RFC 3508)

	Given in H323Uri format (see XSD schema)

	IMPU
	IP Multimedia Public Identity, as per 3GPP TS 23.003 [4]
	Given in IMPU format (see XSD schema)

	IMPI
	IP Multimedia Private Identity, as per 3GPP TS 23.003 [4]
	Given in IMPI format (see XSD schema)

	NAI
	Network Access Identifier following RFC 4282 [5] format
	Given in NAI format (see XSD schema)

	RADIUS
	Any Radius attribute that uniquely identifies the subscriber within the specific CSP (see NOTE 1).
	Given as binary octets containing RADIUS AVP following RFC 2865 [5] clause 5.

	GTPUTunnelId
	GTP-U Tunnel Identifier 
	Given as a 32-bit integer

	GTPCTunnelId
	GTP-C Tunnel Identifier 
	Given as a 32-bit integer

	CallPartyRole
	Identifies the role of a party in a call. Intended for use in conjunction with e.g. E164Number
	One of the values “Originating”, “Terminating”, “Forwarded-To”.

	NonLocalIdentifier
	Identifiers whether the identifier is local or non-local. Intended for use in conjunction with e.g. E164Number
	One of the values “Local” or “NonLocal”

	Pre-arranged format
	Only used as an exception for types not already defined elsewhere.
	



NOTE 1: Some Radius attributes are not usable for targeting, for example: attributes #4 (NAS-IP-Address), #32 (NAS-Identifier), #40 (Acct-Status-Type), #44 (Acct-Session-Id) and also Vendor Specific Attributes nested under Radius attribute #26.
NOTE 2: Future versions of the present document may need to consider temporary identifiers including pseudonyms or short-term identifiers which have been derived from the permanent identifiers.
The pre-arranged format shall only be used as an exception, for types that are not already defined elsewhere in table 6.5, strictly subject to agreement between the NE and ADMF
Table 6.6: Pre-arranged Format structure
	Field
	Description
	Format
	M/C/O

	IdentifierType
	Identifies the format of the IdentifierValue field.
	The mechanism for agreeing such formats is out of scope of the present document.
	M

	IdentifierValue
	UTF-8 string containing the target identifier. Follows the format identified by the IdentifierType field.
	UTF-8 string, matching the format given
	M



[bookmark: _GoBack]ModifyTask
DIRECTION: A ModifyTask request message goes from ADMF to NE. 
USAGE: Whenever an ADMF wants to modify and existing interception. All details for the interception shall be given (i.e. the modified details and the information that is unchanged) to totally replace the previous set of tasking details. 
Table 6.7: ModifyTaskRequest message
	Field
	Description
	Format
	M/C/O

	Task details
	Identifying the required target (same as for Activate).
 
	See clause 6.2.1.2
	M



Table 6.8: ModifyTaskResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.3.6 apply. Also it is an error if the XID is not already present.
	See clause 6.3.6
	M



DeactivateTask
DIRECTION: A DeactivateTask request message goes from ADMF to NE. 
USAGE: When the ADMF wants to deactivate (permanently stop and remove) an interception. 
There is no concept of suspension or temporary deactivation. To stop an interception “temporarily”, ADMFs shall deactivate an interception and then activate a new interception. 
Table 6.9: DeactivateTaskRequest message
	Field
	Description
	Format
	M/C/O

	XID
	See clause 5.1. 
	See clause 5.1
	M


 
Table 6.10: DeactivateTaskResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.3.6 apply. Also it is an error if the XID is not already present at the NE.
	See clause 6.3.6
	M



DeactivateAllTasks command
DIRECTION: The DeactivateAllTasks command goes from ADMF to NE. 
USAGE: To completely and permanently stop all interceptions on the NE.
Table 6.11: DeactivateAllTasksRequest message
	Field
	Description
	Format
	M/C/O

	There shall be no request message parameters



Table 6.12: DeactivateAllTasksResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.3.6 apply. See below regarding whether “DeactivateAllTasks” is enabled; if Disabled then DeactivateAllTasks always triggers an error response.  
	See clause 6.3.6
	M



The DeactiveAllTasks command shall be supported by all implementations of the present document.  
It shall be agreed in advance as to whether the DeactivateAllTasks command is enabled or disabled. By default (if there has been no agreement in advance) then DeactivateAllTasks is disabled. 
If DeactivateAllTasks is disabled, then a DeactivateAllTasks request shall always trigger an Error response of type “DeactivateAllTasks message is not enabled”. 
If DeactivateAllTasks is enabled, then a DeactivateAllTasks request shall perform a DeactivateTask command on all XIDs on that NE, or it shall trigger an error for the general error conditions listed in clause 6.3.6. 
Message definitions: creating, modifying and removing Destinations
CreateDestination
Summary
DIRECTION: A CreateDestination request message goes from ADMF to NE. 
USAGE: It is sent whenever the ADMF wants to add a new destination. 
Table 6.13: CreateDestinationRequest message
	Field
	Description
	Format
	M/C/O

	Destination details
	Details of the new destination
	See clause 6.3.1.2
	M



Table 6.14: CreateDestinationResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.6 apply. Also it is an error if the DID is already present at the NE.
	See clause 6.6
	M



DestinationDetails
This clause covers delivery information as the information leaves the NE. Any further onward forwarding of data is handled by other Administrative, Mediation or Delivery Functions (out of scope of the present document). 
The DestinationDetails structure is defined as follows: 
Table 6.15: DestinationDetails
	Field
	Description
	Format
	M/C/O

	DID
	Destination Identifier which uniquely identifies the destination
	UUIDv4 (see clause 5.1)
	M

	FriendlyName
	A human-readable name associated with the delivery destination
	Free-text string
	O

	DeliveryType
	Statement of whether to deliver IRI and/or CC to this destination
	Enumerated value – one of “IRIOnly”, “”CCOnly” and “IRIandCC”
	M

	DeliveryAddress
	One of the values from table 6.AA below. 
	As defined in table 6.11. 
	M

	HandoverFormat
	A format for delivery of the CC and IRI.
	A free text field shall be populated with the name of the delivery format used. This shall match one of a pre-arranged set of values. The mechanism for agreeing these values is out of scope. 
NOTE: Once X2 and X3 are published, these will be the recommended standard for delivery from NE
	M



The DeliveryAddress structure is defined as follows:
Table 6.16: DeliveryAddress
	Field
	Description
	Format
	M/C/O

	IPAddressAndPort
	This covers both IPv4 and IPv6 and contains a single IP Address and Port.
	IPAddressAndPort from ETSI TS 103 280 [3]. 
	O

	E164 Number
	E.164 destination. 
	InternationalE164 (see ETSI TS 103 280 [3]). 
	O

	FTPAddress
	FTP address 
	URL as per anyURI (see [2] clause 3.2.17) but conformant to the FTP scheme defined in IETF RFC 1738 [7], which allows specification of hostname, port, path and username.
	O

	URL 
	URL destination
	anyURI (see [2] clause 3.2.17)
	O

	FQDN
	FQDN of the destination
	LongString (see ETSI TS 103 280 [3])
	O

	Email address
	Email address of the destination
	EmailAddress (see ETSI TS 103 280 [3])
	O



NOTE: Once X2 and X3 are complete, Table 6.16 will be updated and some items (e.g. FTP and email address) may be removed from the list of delivery address details.
ModifyDestination
DIRECTION: A ModifyDestination request message goes from ADMF to NE. 
USAGE: Whenever an ADMF wants to modify and existing destination. All details for the destination shall be given (i.e. the modified details and the information that is unchanged) to totally replace the previous set of destination details. 
Table 6.17: ModifyDestinationRequest message
	Field
	Description
	Format
	M/C/O

	DestinationDetails
	Updated details for the destination
 
	See clause 6.3.1.2 
	M



Table 6.17: ModifyDestinationResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.3.6 apply. Also it is an error if the DID is not already present.
	See clause 6.3.6
	M



RemoveDestination
DIRECTION: A RemoveDestination request message goes from ADMF to NE. 
USAGE: When the ADMF wants to remove a destination. 
A destination may only be removed if it is not referenced by any active tasks. An NE shall respond with an appropriate error if the ADMF attempts to remove a destination that is referenced by an active task.
Table 6.18: RemoveDestinationRequest message
	Field
	Description
	Format
	M/C/O

	DID
	See clause 5.1. 
	See clause 5.1
	M


 
Table 6.19: RemoveDestinationResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.3.6 apply. Also it is an error if the XID is not already present at the NE.
	See clause 6.3.6
	M



RemoveAllDestinations command
DIRECTION: The RemoveAllDestinations command goes from ADMF to NE. 
USAGE: To completely and permanently stop all interceptions on the NE.
Table 6.20: RemoveAllDestinationsRequest message
	RemoveAllDestinations Message parameters

	Field
	Description
	Format
	M/C/O

	There shall be no request message parameters



Table 6.21: RemoveAllDestinationsResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.3.6 apply. See below regarding whether “RemoveAllDestinations” is enabled; if Disabled then RemoveAllDestinations always triggers an error response.  
	See clause 6.3.6
	M



The RemoveAllDestinations command shall be supported by all implementations of the present document.  
It shall be agreed in advance as to whether the RemoveAllDestinations command is enabled or disabled. By default (if there has been no agreement in advance) then RemoveAllDestinations is disabled. 
If RemoveAllDestinations is disabled, then a RemoveAllDestinations request shall always trigger an Error response of type “RemoveAllDestinations message is not enabled” 
If RemoveAllDestinations is enabled, then a RemoveAllDestinations request shall perform a RemoveDestination command on all XIDs on that NE, or it shall trigger an error for the general error conditions listed in clause 6.3.6. Since a RemoveDestination command can only be issued against destinations that are not in use, an NE shall respond with an error if the ADMF sends a RemoveAllDestinations command while any of the destinations are referenced by active tasks.
Message details: Getting status information from the NE
Introduction
This clause defines messages for the ADMF to request status infromation from the NE. This is distinct from "Reporting Issues" where the NE pushes information to the ADMF (see clause 6.5). 
The following messages shall be supported:
GetTaskDetails: to request details of a single interception
GetDestinationDetails: to request details of a single destination
GetAllDetails: requests details of all interceptions, destinations and the status of the NE itself
ListAllInterceptions: just gives the XIDs of all interceptions (i.e. not all the details)
GetTaskDetails (of a particular interception)
Summary
DIRECTION: The GetTaskDetails command goes from ADMF to NE. 
USAGE: For the ADMF to retrieve the details of a particular interception. 
Table 6.22: GetTaskDetailsRequest message
	Field
	Description
	Format
	M/C/O

	XID
	See clause 5.1. 
	See clause 5.1
	M



Table 6.23: GetTaskDetailsResponse message
	Field
	Description
	Format
	M/C/O

	TaskResponseDetails
	The task details are as per table 6.X, additionally containing a TaskStatus structure as per 6.3.2, unless there is an error, in which case see clause 6.6. If the XID is not present, this is an error (the appropriate error code shall be used, see clause 6.6).
	See clause 6.2.1.2.
	M



Task Status
The Task Status relates only to the collection of the information internally to the NE.
Table 6.24: TaskStatus
	Field
	Description
	Format
	M/C/O

	ProvisioningStatus
	Indicates whether the task has been provisioned (“complete”), has failed to provision (“failed”) or whether it is awaiting provisioning (“awaitingProvisioning”).
	One of the values “awaitingProvisioning”, “failed” or “complete”.
	M

	ListOfFaults
	List of all active faults on that task – a list of free text fields. 
	
	

	TimeOfLastIntercept
	Time of last traffic intercepted if any (omit only if none seen so far). 
	See TS 103 280 [3] Qualified Microsecond Date Time.
	C

	AmountOfData 
	Data seen so far in Mb
	Integer
	C

	TimeOfLastMod
	Time of the last modification to the task (omit only if unmodified)
	See TS 103 280 [3] Qualified Microsecond Date Time.
	C

	NumberOfMods
	Number of modifications since start
	Integer
	C



TimeOfLastIntercept, AmountOfData, TimeOfLastMod and NumberOfMods may be omitted if the NE has been configured to do so.
GetDestinationDetails (of a particular destination)
Summary
DIRECTION: The GetDestinationDetails command goes from ADMF to NE. 
USAGE: For the ADMF to retrieve the details of a particular destination. 
Table 6.25: GetDestinationRequest message
	Field
	Description
	Format
	M/C/O

	DID
	See clause 5.1. 
	See clause 5.1
	M


   
Table 6.26: GetDestinationResponse message
	Field
	Description
	Format
	M/C/O

	DestinationResponseDetails
	The destination details are as per table 6.10, additionally containing a DestinationStatus structure as per 6.4.3.2, unless there is an error, in which case see clause 6.6. If the XID is not present, this is an error (the appropriate error code shall be used, see clause 6.6).
	See clause 6.2.1.2.
	M



DestinationStatus
The DestinationStatus relates only to the status of the delivery destination as seen by the NE.
Table 6.27: DestinationStatus
	Field
	Description
	Format
	M/C/O

	DestinationStatus
	Status of destination (or two destinations, if CC and IRI are sent separately). Indicating whether the destination is active and working, or whether there is a delivery fault and traffic being lost. 
It is possible in the DeliveryFault state that some traffic is still being delivered – the determining factor is that issues with delivery to this destination is causing some traffic to be lost.
	One of “ActiveAndWorking” or “DeliveryFaults”
	M

	ListOfFaults
	List of all active faults on that destination – a list of free text fields. 
	
	M



GetAllDetails
Summary
DIRECTION: The GetDetails command goes from ADMF to NE.
USAGE: For the ADMF to determine the details of all interceptions and the status of the NE itself. 
	Table 6.28: GetAllDetailsRequest messageField
	Description
	Format
	M/C/O

	THERE SHALL BE NO REQUEST MESSAGE PARAMETERS



	Table 6.29: GetAllDetailsResponse messageGetAllDetails Message parameters

	Field
	Description
	Format
	M/C/O

	NEStatusDetails





	The NEStatusDetails for the NE. The NE Status shall be one of “OK” i.e. no NE faults, or 
 “Faults” i.e. NE losing traffic (these are separate from delivery faults which are reported per XID).
Additionally, a list of currently unresolved faults (list of free text items) shall be included (previous warnings are not included here).
	

	M

	ListOfTaskResponseDetails 

	The response shall include TaskResponseDetails structures for all interceptions present on the NE. If there are no interceptions, an empty list shall be returned – this is not an error.
	See clause 6.2.1.2 and 6.3.2.2

	M

	ListOfDestinationResponseDetails
	The response shall include DestinationResponseDetails structures for all destinations present on the NE. If there are no destinations, an empty list shall be returned – this is not an error.
	See clause 6.3.1.2 and 6.4,3,2
	M



ListAllInterceptions 
Summary
DIRECTION: The ListAllInterceptions command goes from ADMF to NE.
USAGE: For the ADMF to retrieve the list of all XIDs and DIDs (i.e. a list of identifiers) but no details. 
	Table 6.30: ListAllInterceptionsRequest messageField
	Description
	Format
	M/C/O

	There shall be no request parameters



	Table 6.31: ListAllInterceptionsResponse messageField
	Description
	Format
	M/C/O

	List of XIDs

	A list of all XIDs on the NE. If there are none, then an empty list is returned; this is not an error. 
	List of XIDs
	M

	List of DIDs
	A list of all DIDs on the NE. If there is none, then an empty list is returned; this is not an error
	List of DIDs
	M



Message details: Reporting issues from the NE
 
Introduction
This clause defines messages for the NE to report issues to the ADMF. It is distinct from “Getting Status”,  in which the ADMF retrieves information from the NE (see clause 6.4). 
Issues may be:
Relating to a particular XID (including delivery issues with that XID).
Relating to the whole NE. 
ReportTaskIssue on given XID
Summary
DIRECTION: The ReportTaskIssue command goes from NE to ADMF.
USAGE: The NE shall send a ReportTaskIssue message when it becomes aware of an issue (warning or fault) relating specifically to a particular XID . It shall also be used to follow up on an “ACK” message, to signal that a request has been completed (clause 5.2) successfully or unsuccessfully.
Faults and warnings are defined in clause 5.3; see also clauses 5.1 and 5.4 about terminating and non-terminating faults. 
If a non-terminating fault becomes terminating, the NE shall send another ReportTaskIssue. 
If a non-terminating fault is cleared, the NE shall send another ReportTaskIssue indicating the fault is cleared.
Table 6.32: ReportInterceptionIssueRequest message
	Field
	Description
	Format
	M/C/O

	XID
	See clause 5.1. 
	See clause 5.1
	M

	TaskReportType
	Type of Issue 
	See clause 6.5.2.2
	M

	TaskIssueErrorCode
	Error code associated with the issue, if appropriate
	See clause 6.6
	O

	TaskIssueDetails
	Further description of issue if appropriate. 
	Free text 
	O



Table 6.33: ReportInterceptionIssueResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.6 apply.
	See clause 6.6
	M



It is possible that the ADMF is not aware of the XID which is referenced in the NE message. The ADMF is required not to send an error back to the NE in this situation: it is for the ADMF to decide how to handle this (e.g. GetAllDetails or Deactivate the XID in question are possible approaches). 
Task report types
The TaskReportType shall be one of the following:
All clear: non-terminating fault resolved. 
Warning: not traffic-affecting. 
Non-terminating fault (currently unable to collect traffic but not terminating). 
Terminating fault. The message is used once from NE to ADMF and then the task is deactivated.
Actioned: Request has been fully actioned and was successful (to follow up on “ACK” message from clause 5.2).
Failed: Request has been fully actioned but was unsuccessful (to follow up on “ACK” message from clause 5.2). This is a terminating fault.
ReportDestinationIssue on given DID
Summary
DIRECTION: The ReportDestinationIssue command goes from NE to ADMF.
USAGE: The NE shall send a ReportDestinationIssue message when it becomes aware of an issue (warning or fault) relating specifically to a particular DID.
Faults and warnings are defined in clause 5.3; see also clauses 5.1 and 5.4 about terminating and non-terminating faults. 
If a non-terminating fault becomes terminating, the NE shall send another ReportDestinationIssue. 
If a non-terminating fault is cleared, the NE shall send another ReportDestinationIssue indicating the fault is cleared.
Table 6.34: ReportDestinationIssueRequest message
	Field
	Description
	Format
	M/C/O

	DID
	See clause 5.1. 
	See clause 5.1
	M

	DestinationReportType
	Type of Issue 
	Same as TaskReportType, see clause 6.5.2.2
	M

	DestinationIssueErrorCode
	Error code for the issue, if appropriate
	See clause 6.6
	O

	DestinationIssueDetails
	Further description of issue if appropriate. 
	Free text 
	O



Table 6.35: ReportDestinationIssueResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.6 apply.
	See clause 6.6
	M


   

ReportNEIssue
DIRECTION: The ReportNEIssue command goes from NE to ADMF.
USAGE: The NE shall send a ReportNEIssue message when it becomes aware of an issue (warning or fault) relating to the whole NE.
NE issues can relate to: 
Any hardware issue on NE (storage nearly full, power issue)
Current security issue on NE
Any issues with logging or audit material
Any report from manual changes to NE configuration 
Table 6.36: ReportNEIssueRequest message
	Field
	Description
	Format
	M/C/O

	NEIssueDetails
	Description of issue being reported, including type of message (Warning, Fault Cleared, Fault Report) and description. 
	Description is a free text field. 
	M



Table 6.37: ReportNEIssueResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The general errors in clause 6.6 apply.
	See clause 6.6
	M



Message details: Pings and heartbeats
Ping
DIRECTION: The Ping command goes in either direction.
USAGE: At any time from the ADMF or NE, to get a response over the X1 interface (does not test X2 or X3 or onward delivery).
Table 6.38: PingRequest message
	Field
	Description
	Format
	M/C/O

	There shall be no request parameters



Table 6.39: PingResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The OK message has no other content. The general errors in clause 6.6 apply.  
	Clause 6.6.
	M




Heartbeat
DIRECTION: The Heartbeat command goes from ADMF to NE.
USAGE: See below.
Table 6.40: HeartbeatReqeust message
	Field
	Description
	Format
	M/C/O

	There shal be no request parameters



Table 6.41: HeartbeatResponse message
	Field
	Description
	Format
	M/C/O

	OK or Error 
	The OK message has no other content.
The general errors in clause 6.6 apply.  
	Clause 6.6.
	M



The Heartbeat functionality shall be supported by NE and ADMF. It is for prior agreement to determine whether heartbeats are enabled or disabled. By default (with no prior agreement) they are disabled. 
If Heartbeats are enabled, the ADMF shall send out a Heartbeat message at least every TIME_P1 (by default TIME_P1 is 10 minutes) and no more than every TIME_P2 (by default TIME_P2 is 1 minute). Unless there is any specific reason (traffic shaping) it is recommended that the ADMF sends a Heartbeat consistently every TIME_P1, though it is acceptable to choose random times (e.g. in a window of 8 to 10 minutes) to prevent analysis of the traffic. 
The NE shall respond with an OK for each Heartbeat. If the NE has not seen a Heartbeat message for TIME_P3 (by default TIME_P3 is 2 hours) then the NE shall perform a DeactivateAllTasks command i.e. deactivate all XIDs on the NE.
Protocol error details
If the Responder is unable to perform an action requested as part of a Request Message, then it shall respond to that Request Message with an Error Response.  
An error message is a response which has the information from clause 6.1, but the response body has an error code from the list below and a free text field for further information. It has the following structure:
Table 6.42: Error message
	Field
	Description
	Format
	M/C/O

	RequestMessageType
	Indicates the type of Request Message that the Error Response message is a response to
	One of the following: “ActivateTask”, “ModifyTask”, “DeactivateTask”, “DeactivateAllTasks”, “GetTaskDetails”, “CreateDestination”, “ModifyDestination”, “RemoveDestination”, “RemoveAllDestinations”, “GetDestination”, “GetAllDetails”, “ListAllInterceptions”, “ReportInterceptionIssue”, “ReportNEIssue”, “Ping”, “Heartbeat”
	M

	ErrorCode
	Integer code indicating the type of error (see table X.1 below)
	Integer
	M

	ErrorDescription
	Free text field giving further details of the error
	UTF-8 string
	C



This is used only as a response to a request which could not be actioned or understood. It is different from reporting on the status of the interception which are called “faults” and “warnings” but not “protocol errors”.
There are the following types of errors:
General errors (applying to all types of messages):
Security issue encountered. 
Bad naming of sender or receiver (this may also show up as part of security checks). 
Does not pass schema checks (NB if core parameters of message are incomprehensible then this is a separate case – see clause 5.1). Specifically look at identifying specific message element checks: required element missing, value change not allowed, improper value specified.  
Message type not supported (e.g. if Deactivate All is requested but it has been agreed it is not supported). 
Issue relating to different versions of the present document being used
Errors relating to the XID field:
XID not present (this is an error for those request types where it shall be present e.g. activate, get).
XID present (an error for those where it shall not be present e.g. list all).
XID not already activated (an error for those messages which relate to an existing XID e.g. get, modify, deactivate).
XID already activated (an error for activate message). 
Specific errors for Activate/Modify:
End point not useable or not reachable (believed to be permanent). If this is a temporary error, then the interception could be tasked and a message issued to state that it is temporarily not working. 
Target Identifier not useable. This could be because the format of it is not recognised or not able to be used in this context. Or it could be because it is clear that this target ID could not ever be seen on this NE.

Table 6.43: Error codes
	Error Code
	Error Description
	Message Element

	3000
	General Error (i.e. not matching any other here)
	Free text: Summary if possible

	Errors for all messages

	3010
	Security issue
	Free text: Description e.g. of stage that security checks failed.

	3011
	Bad naming of sender 
	Free text: Field that does not match

	3012
	Bad naming of receiver
	Free text: Field that does not match

	3013
	XML schema check fail
	Free text: Report from XML parser

	3014
	Message type not supported 
	None.

	3015
	Different version issue



	None

	3016
	Response not received in time.
	Free text field: Reference the timer that was exceeded (e.g. by referencing the clause number of the present document in which it is specified). 

	Errors relating to XID

	3020
	XID not present where it is required
	None

	3021
	XID present where it is required not to be present
	None

	3022
	Specified XID is already active
	None

	3023
	Specified XID is not already active
	None

	Errors for Activate/Modify

	3030
	Specified endpoint cannot be reached 
	None

	3031
	Target identifier not useable 
	None

	Other

	3100-3999
	Reserved for future Errors.
	None
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Encoding
XML encoding shall be used as defined in Annex C. An XSD schema is provided in [schema filename]. In the event of a discrepancy between the XSD schema and the present document, the present document shall be considered authoritative.
Transport layer
HTTPS and HTTP
HTTPS shall be used as per RFC 2818 [8]. The details relating to HTTP are given in this clause and the details relating to TLS are specified in clause 8.1.
NOTE: In this clause, the term HTTP is used (it is implicit that it is in fact HTTPS i.e. that the HTTP is used over TLS)
How HTTP is used
The ADMF and NE shall both run HTTP clients and servers: 
For messages where the ADMF is the requester (called the “routine” situation in clause 4), the ADMF shall use its HTTP client and the NE shall use its HTTP server.
For messages where the NE is the requester (called the “reporting” situation in clause 4), the NE shall use its HTTP client and the ADMF shall use its HTTP server.
Details in the request: 
Each “RequestContainer” shall be sent as a HTTP request. It shall be a “POST” message (regardless of which type of X1 message it is) and the message body shall contain the X1Message RequestContainer as described in clause 6. 
Details in the response: 
Each “ResponseContainer” message shall be sent as a HTTP response.
The response shall indicate HTTP level errors within the range of HTTP error codes. If the HTTP level transaction is successful, then the response shall be a 200 OK message, with the X1Message ResponseContainer contained within the message body.  
HTTP error codes shall only be used to indicate HTTP-level errors, and shall not be used to indicate errors with the X1 messages themselves. X1-level errors shall be indicated by correct use of the appropriate Error response message, encoded and returned as a HTTP 200 OK response.
7.2.3 Configuration and versions
HTTP version 1.1 shall be used as per RFC 7230 [9] and related specifications.
NOTE: HTTP/1.1 defaults to the use of "persistent connections" (see RFC 7230 [9] section 6.3). Implementers are encouraged to support the use of persistent connections
HTTP Pipelining shall not be used.
A Requester may issue multiple HTTP requests in parallel over multiple HTTP connections. However, such implementations should be aware that there is no guarantee of the order in which these requests are processed by the Responder. If such ordering is important to the Requester, it is responsible for ensuring the requests are sent out in the correct order, and for waiting for the response to each request before issuing the next one.  Transfer Coding shall not be applied to the HTTP Request or Response (see RFC 7230 [9] section 4) .
By default port 443 shall be used. If this is already in use, then the NE and ADMF shall be able to be configured with a port number, which shall be agreed prior to use of the standard. 
 By default the HTTP path for X1 request messages shall be “/X1/ADMF” for the ADMF and “/X1/NE” for the NE. An exception to the default shall only be made with strict agreement between NE and ADMF; however, implementers shall ensure that an X1 implementation can be configured with a different path if required.
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Summary 
TLS shall be used which provides authentication and authorization, integrity and confidentiality as well as replay protection between the TLS endpoints. Encryption shall be mandatory except for testing purposes. 
Profile
TLS shall be followed as defined in RFC5246 [10], and SSL2.0 shall not be used as described in RFC6176 [11].
RFC7525 [12] shall be followed. 
Key generation, deployment and storage
Apart from requirements given in clause 8.1.4, aspects concerning the generation, distribution, storage and revocation of key material and certificates are out of scope of the present document. Implementations are encouraged to support best practice e.g. the guidance given in OWASP TLS Cheat Sheet section 2.6. [i.1].
NOTE: It is assumed that the NE and ADMF are in a physically secure environment. For future uses e.g. NFV then this assumption would no longer be valid. Further details would then need to be added about the security of storage of key or certificate material e.g. TPM, Secure enclaves. See ETSI TC CYBER 103 308 [i.2] and ETSI NFV SEC009 [i.3] and SEC012 [i.4]. 
[bookmark: _Toc367348651]Authentication
Implementations shall perform mutual authentication using X.509 certificates following RFC 6125 [13].
X1 implementations shall check that the UID part of the Subject field in the certificate (see RFC4519 [14]) provided matches the Sender or Receiver ID (whichever is provided by the other party in the communication). If a Responder receives an X1 message where these values do not match, it shall respond with an X1 error message indicating that the Requester is not authorised. If the Requester receives a response where these values do not match, then it shall disregard the response and log an appropriate error message.
Additional security measures (beyond transport layer)
It will be important to follow general security best practice (e.g. use of firewalls and/or access lists to prevent denial-of-service attacks). This is out of scope of the present document. 
The present document does not recommend that message-layer encryption or message-level message authentication codes are used in addition to the provisions in this clause. Of course there may be threat models in which additional encryption may be thought to be useful. The present document does not forbid adding message-layer encryption e.g. by encrypting the whole of the payloads of the request and response messages. The details of the changes needed to do this are outside the scope of the present document. 
· 
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